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1. BIE

1.1 AES 7T XL

AES 7/)LOd) XRAIE, BREBELELUVESTESRMIAVIEE T, BELIET—2 #8EHETA
LB BEEX) IZE#L., E5EFT 4220k (EX) ITHEHRLET., H#). NIST (L. DES*
FILTYXLIZRDBHFLWESZILTYXLELT, AESTILIYXLEHERLEL-,

Feistel $ & U SPN*2#g1&E(E, TRV IBEE7IL I ALORRWEEETT, AES 7ILT 1 XLIZ(E
SPN #EMNEASINE LT, SPN#EBE T, BREEENMEYRLEBRINET (SHYRQLE) . &
H. SPNBEICKDT U FLIIE, Feistel BEXY LBNI-DNEMZRIELET, 2FY. LELGLES
DY REMADLLEL, ERMELENESBRYET,

[;¥] *1 DES: The Data Encryption Standard (DES) 7/)L3!) X AlE, BEESREFERTIRAH IOV IR
BETY, COIZEIL, 1977 EIZTT A HDOERESHREE LTEASAFE L,
*2 SPN : Substitution Permutation Network (SPN) &, AES 7T X LIZHEASIhTWWSJOY
IBET7T—FTIOF¥YD—IETT,

AES (&, 7 A ) W ELIBAERMBFEFAR (NIST) I2&>T 2001 &£ 11 AICABAIhFELE, RE. AESIC
X3BHEON—TavhhbVET, TOITRTIZEVWTIOVYIDESIZ128E Y FTH—SHhTEY.
EATTRELRBORSIX, 128, 192, F1-1E256 EY FTY, BRI IBORINARLHBIFE, 7ITY
ALEBHELTHEESIET -2 EMBTEEN#LLAAVET, A7 TUSy—2 30/ —FTlE, 128E Y
FDOBERDHHREALET,

AES 7L XALTIE, 128, 192, F=1E256 EY FDBEREZHFERALT128 EY FOBEXAERS

NFET, IV FTREIVYFXF—ERENLRIORN/MEREINES . CORIE. FIED 128, 192, F
12132256 Ev FOBESEMADERSNETS,

1.2 Ay I9BEOARL—23VE—F
NIST SP 800-38A [Z(%, EXTOV I BT R LT, BEXTOVIEERT B=HIC, HIEHD

TJROvIBEE—FPNEFENET., CCTHRNTHTEIOD LY PO AESHES TIL. ECBE— K& CBC
E—FEHYR—FLFET,

e ECB (Electronic Code Book) E—F : BEEXII. BERZFEALTCEXNZ IOV Y ZBSILT 51T
THEREh, BT IEEXTAVIERRLET,

S
=] =] ]
S ! [t } [T |
[ E P nesmse | [ E o neswse | [ E | neswse |
| BEX | | BEX | | BEX |
e
| BEX | | BEX | | BEX |
FESR | [y } her
[ £ F* aes@z | [ 8 P aesws | [ B P+  nesws |
=] e ] [ ]
1.1 Electronic Code Book (ECB)
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e CBC (CipherBlock Chaining) €— F : BB {ELXRDEXDET OV (L, FIOBEXDTAVI LD
EEREZERALTESEINA, METIBEXTAVINERESIETS,
RO TOYYICIEBEXDRN IO v I DG zH, FITByIDRHLYIZHEIERS FL (V)

XOR WY FY ., TDHR.

MERESNET,
e
o= ] = ] [ ]
MEMEAS L J, 1
% ®
BeR ey I ey
[ K P naesmste ||| & P aesmee ||| B >  aAeswse | -
| | l
| 553 | EEX | mEX . |
w2t
| BEX | BEX | BEX |
e e l BER L
[ £ AES 8 [I[ E AES #5 [ E -+ AES 8 . | -
MEMERS L
& ~ ~
=] == ] = ]
®  HHemmER

1.2 Cipher Block Chaining (CBC)
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2. TSIP O#E

21 FEOE=

AXETHERASNIAEDOERELUTICRLEYS,

=21 FiE

i

B

a—HH. User Key

A—NTNA AL TRSEENDANE LTHES R, 2 —FHERT
%o

Encrypted Key

UFPK = L T User Key % AES128 THgS1t. MACt59 5 _ & TH
e H81EHR, Security Key Management Tool BNERKT 5,

Wrapped Key

UserKey 72 E#% TSIP RS A N\TERATAREGERRICEBRLEZT—4,
TSIP N4 T 5,

UFPK

User Key m 5 Encrypted Key 4K 5D ERLRE, 1—YHERK
T5,

Hidden Root Key (HRK)

TSIPRABELPILRHRADEF 2T IL—L (DLM H—n\GE) OHIZHE
T 58,

DLM H—/\
(https://dIm.renesas.com/)

Renesas 8 &Y —/\, [DLM H—/\] (& lDevice Lifecycle
Management 4 —/\| D&, UFPK 25 v 79 5DIZFERAT %,
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2.2 Trusted Secure IP (TSIP)

RX 77 2 1)RA® Trusted Secure IP (TSIP) Ay Y&, RET7YV RZEEHRT S & T, MCU RERIC
REWEHEFERLET, ChiTkY, TSIPIIBELEI VO UEIURBSHE (UserKey) ZHERIZREIC
FATEDLSICLTVET, EETEIRELEHBEVEICEVTRILEFELERTHIEEHR (User
Key) [F. RETHRETRTREBATIS Y A AETYRNIZRETIVENHY ES, TSIP(F, TSIP I
Ay DNEICE T, BESHE (UserKey) #RETHIRATEEY Wrapped Key EFEIEN AR THRLVE
ElR

ZTSIP IOy Y I(CIIRLEENHY . BOBSILICEREINDS, BESEI Py, IXEADA FL—
L L U Hidden Root Key &S TWLVET,

TSIP/N\— K 7, TSIP AERT Wrapped Key i 5 iESBEICHEHT 5B 5H# (UserKey) #EmlL
F9, Wrapped Key (X, Unique ID [IZ#{F T 5N TWEABEFE>TERIA TSz, T/ REEFDIE
T9, LEN-T, $5T/31 XD Wrapped Key 23D T/ 1 X IZaE—L=H5&. TSIP (XZF®D
Wrapped Key R L CTEIET A2 EMNTEE A, TSIP RSA NV I rz72ERTEE. 7TV
=2 avhL TSIPN—FDxT7IC7O9ERATEEYT,

CPU TSIP MCU

BEE AL
THER
Hidden Root Key Unique ID
K21 TSIP/N—F9x7
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2.2.1 Trusted Secure IP RS A /8y r—

TSIP RS ANNAF)IE. LR ROV THA kS FAHO—FRFEHIENTEES, V—Ra—
R r—DFAFTBHICIE. RFYDFAEICTERKRLSFZE WL, oD/ r—2I2(F, TSIP F#1(&
TSIP Lite 9 R— rFB3FTRXRTORXIZ7IYRETSIP KSA4/\, 7IUHr—3>/—k TRXT772 )
TSIP(Trusted Secure IP) Module Firmware Integration Technology (R20AN0371)) . > F)La— KMNEFE
NEF, Trusted Secure IP KRS A/ r—SD I A LA REEIZOWTIR, L7 TYUy—Sa>/—F

?D M3 "WEEal ITE&ELTHET,
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222 TSIP FSA4/1\DA A —JL

TSIP FSA /NI, FITEDa—ILE LTR#ESKET, A¥—+ a2 745 L—42 %ERT BRI,
IDEDFITESa—ILT4LY FYIZTSIPFITES 2a—ILZANTHEBLDBELAHYET, TSIPFITE
Ta—JLlE. TSIP FS A4 /889y —<®M FITModules 74 LA ITHRIIESNTUVET, @EL T, FITE
Ca—IA VA =T LY FJ)IZaAE—=LTLEEY,

LTFD3D2DT77AILIE, TSIP KSANNRY—UHhS FITEDSa—ILA VA =)L T A ILAFIZaE—
LTLFEELY,

1. r_tsip_rx_v1.xx.xml
2. r_tsip_rx_v1.xx.zip
3. r_tsip_rx_v1.xx_extend.mdf

FITED2a—ILA R M=ILTAILEDBRIE. AX—F - 22745 L—204F—FRD
[Component] (AvR—F2 k) 2T (FTORESE) IZRTINET,

E Preferences O »
type filter text Component . .-
Component ~
MCU Packag Code generation settings
MMU Generating code: Do nothing if component exists -
Pin Errors/Wi _
Smart Demo MNumber of trash item (0-20): | 5

Smart Manual Dependency settings
Support Folde.rs Change these options to contrel how a component is added
Synergy Configu
Synergy License Adding dependency: Add dependent component ~
Tracealyzer Checking dependency: | Ignore if dependent component is newer ~
Tracex
Task Tags Location settings
Template Default Val Specify location of compoenents to show in [New Component] dialog
Help
Install/Update Location (RX): | =.platform_download\FITModulesh, | Browse...
Java . - —
R Location (RZ): | :.pIatf'orm_download\RZ_Modules\| Browse...
Library Hover
LinkerScript
MU Blocked list settings
Mylyn [] Allow blocked FIT modules to be displayed
Oomph
Remote Development
Rermote Systems v R Defaul Aol
= 5 estore Defaults pply

':?3' @j Apply and Close Cancel
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3. AESEEEO Y FOERAE

31 TSIP#@FERTH7O0°Y FOER

TSIP#FERAT4570 Y FEBHEITERT HAZEIE. e?studio TRy bosHF—FEFEAL T,

RICAR—h - A2 T4 JL— 3 TRELGEDEEEZEBMT 55ETT,

e e?studio T[File] (Z 74 /L) —[New] (F#l) —[C/C++ project] (C/IC++T AT Y k) ~BEILET,

e [Renesas RX]—[Renesas CC-RX C/C++ Executable Project] (Renesas CC-RX C/C++E{77O> x4
M ZFIRLFET,

e JODIY L BETALYMIEAALET,

o I FERRT/INA X (RX65N RSK Di54E : R5F565NEHDFC) ##EIRLEF9 . FEIRLE=T/A1 X
[CTSIP 2T 50D EFa ) TAHENHLIZLEEHRLET. HIAIE. RXEN T 73D
R5F565NEHDFC [&/\— FV = PHESHKEEEZEH L TULET,

e [Smart Configurator] (R¥—hk A2 74 9 L—43) ITFzvII—VZEMHFT. FITED2a—ILES
ANDEMZEHAT 20— ROz R L—2HEEEFERALET,

e?] a ®

New Renesas CC-RX Executable Project —
Select Coding Assistant settings

[]5mart Configurator

Use Peripheral Code Generator

Use FIT Module Download FIT Modules

e [Finish] (ET) #/ Uy LTTFA> Y FOERERTLET, o770 2x) bE A7—
f-a T4 L—32BADT7 74V (HiskF*.scfg) TT,

w == 65N
[l Includes
v [ src
[ smc_gen
= general
= r_bsp
= r_config
[= r_pincfg
L) rxB3n.c
=| rB3n HardwareDebug.launch
15 mB5n.scfyg
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3.2 TSIPFITEYa—/LDiENM

TACI YO b9 F—KFTHERTZADIE. EXTOC1H FEBSPOHATY, TSIP KSA/NNET T
F—30a—FRIZBEBZFOMORY Tz SILKESANE, AR— b a2 745 L—42%FEALTEM
TEET,

TSIP RS A /\[&. T—2 75 v aRIZ Wrapped Key 237 FET 510D T75va FITEDa—)L
(r_flash_rx) [TIRTFTBHDT. COKRSANETSIP RS A NE—HEICEMT E2BENHYET, 75V
VAFTEDa—ICE, I—FOT—4275922%T0T 5L, HE ETRAH, T3V Fzvid
50D APINEFENET, 7IVr—23>70Pz) MIBELRZFOMDFITED 2 —)LIF, AY—
F-aY T4 L—2%2FEALTEMTEILELTEET,

AR—b a7 L—2%&T BIZIE. [Project Explorer] (7O x4y bITHRTO—3) 941V
FoTcoRaozy FRAD* scfg Z74IWLEZTILY ) w9 LET, [Component] (A vR—R2 k) 2T%
BRULTIAAD] GEBIN) REVZEHS Vs T BE, FITESA—)ILEEBMTEES, avik—Ry kI, 77U
T=2aVITRBELBREABANIKRYAD I ENTEES, TOFITIEH. TEFa2)Ta (FS4/N) 1 I
BERYRAL I LT, TSIP FZ54/8 (r_tsip_rx) ZIEBMLTWET, RCTAEXZHERALT, 75V
VAFITE D a—LEBMTEET,

E New Component O *
Software Component Selection
Select component from those available in list .d:r
Type All ~
Function | Security (Drivers) w
Fiter |
Components Type Version
# r_tsip_rx FIT 1.09

Show only latest version

Description

Dependency : r_bsp version(s) 5.31
Support functions: AES, GCM, CCM, CMAC, SHA, MDS3, Triple-DES, RSA, ECC, Random
number generate, Key management, secure boot/secure firmware update.

Download more software components

Configure general settings...

lf?)' < Back MNext = Cancel

TEIA—FKFIE, UARTA U2 71 —RZHFRALTE—IFILENLTEELES, LI=A>T. SCIFIT
ETa—J)l (rscirx) $LUByteQFITEYa—)L (SClI FSANIZRKRE) 3702z MEMLTE
T, ByteQFITED a—)LlF, A—HF 7TV 5= aVIZkoTRB-ESNZN Y IT7DA 0Ty o RNE%E
T51=6H12, Open()DEUE L THa—HHIOV I FENYLTES, £z, TOED2—ILICIE, Ny
T7Xa—HIoT—R%EE - BT 5-HOMEHK. FRTAEELIEIFERATONS FEERET 5-HDE
B, X2—%759a2F5-ONEHEEENTET, Y R—FEINEF212—DHIZHIRIFAL, Fa—H
BMI70v2XEIL FEFIZEMICEIY HTHH., ETHICHMNICEIY N TEHIENTEET, RX6SNRSK T
L% ZEIZ SCI F v & JL 8. RX72N Envision Kit TIZSCI Fy RJIL2 ZFERALET,

R0O1AN5792JJ0102 Rev.1.02 Page 10 of 25
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3.3 BSP1ERK

BSPDT 74 FEEREIEX. F 2 T4 HEENEMZHL->TWET, TSIP ZFEAT BI1ZIZ €2 studio 70
DIV PO —FRIZE > TERSNDBSPERE I 7 IILTHEMITIBLELHYET, tXa)T15%
El&L. BSP @ Config 774 JL Ir_bsp_config_hl IZHYFET,

TSIP API BA# % ERJ R1IZ. r_bsp_configh DUTDI I OEK 31ITFRTEIITH/ELTLLES
LYo r_bsp_config.h (&, REIFFETOREFITHEVNT 7AIILTI D, REEMBIZOVWTIEIBEIZHELT
FHTOWMEZLTLLZELY,

R 3-1BSPEEI7MILDETEE

£/ MCU REI A<y 0O BRET HIE
RX65N BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED | true
RX72N BSP_CFG_MCU_PART_FUNCTION 0x11

34 AESZFERHTB-HDTSIP KS A /\KE

TI7AHILETIE, TSIPFITE D a—/ILFEMTSHE. TSIPFIT ED a—ILhYR— T BHEENTRT
AL TVET, IhICE. BE. Nvia, ABERBENEENET, AESESOAELELT
57TV —2a mi5E,. TRICSRENATWSKIICAES AVR—RY FEFAMICTL T, ZOMIRT
NDAVKR—FRU bE, AR— b AV T4 L—42TEAVKR—FR MO ROYTEFIUAZ2a—M5[No
using...] (..ZHERALKEL) LI B ETHAAEYNDEREZHIBTEET,

MAMEE X, V—RO— KRy —SOHTHEHETEETT,

Software component configuration a5 &
Components = [ :..;:9 ~ Configure
W w Property Value 2
type filter text v Configurations .
# AES128 ECB Encrypt Using AE5128 ECB Encrypt v
v (& Startup . # AES256 ECB Encrypt Mo 1sing AFST28 FCR Fn
v & Generic # AES128 ECB Decrypt Us ot
2" rbsp # AES256 ECB Decrypt Using AES256 ECE Decrypt
v [z Drivers # AES128 CBC Encrypt Using AES128 CBC Encrypt
v & Memory # AES256 CBC Encrypt Using AES256 CBC Encrypt
% rflash_nc # AES128 CBC Decrypt Using AES128 CBC Decrypt
v %Se‘& # AES256 CBC Decrypt Using AES256 CBC Decrypt
# AE5128 GCM Encrypt Using AES128 GCM Encrypt
v (& Communications # AES256 GCM Encrypt Using AES256 GCM Encrypt
@ Config 5CI8 # AES128 GCM Decrypt Using AES128 GCM Decrypt
v (& Middleware # AES256 GCM Decrypt Using AES256 GCM Decrypt
v & Generic # AES128 CMAC Using AES128 CMAC
& rbyteg # AES256 CMAC Using AE5256 CMAC
# AES128 CCM Encrypt Using AES128 CCM Encrypt
# AE5256 CCM Encrypt Using AES256 CCM Encrypt
# AES128 CCM Decrypt Using AES128 CCM Decrypt
# AES236 CCM Decrypt Using AES256 CCM Decrypt w
Macro definition: TSIP_AES_128_ECB_ENCRYPT
0'= Mo using AES128 ECE Encrypt
1= Using AES128 ECB Encrypt
W
R0O1AN5792JJ0102 Rev.1.02 Page 11 of 25
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3.5 #m7Z v 7 & Wrapped Key

TSIP FSA/NE, FXDA—HRBEANELTZFANGE WO, BES Y TLTTSIP KA /13\08Z1T
AMENZBEKICETRTIVENHYEST, CZTlE. 2—H8Z TSIP FSAN\AZITAN LN BHHKIC
ML TTNARIZEZATLHEICOWTHALET,

A—HRELVRLIERT 51T, TSIP FS A /N\THERAT H51—H#(E. Renesas DLM H—/3
(https://dim.renesas.com/) & & U* Security Key Management Tool ZfEH LT, UTOFIETS v ILF
ER

1. 9. 2—YEELUFPKD 2 DOREEZRELFT, 1 —FRIIBSVNETHEAT S8, UFPK [To1—¥
BESYITR-OIZERTRETT,

2. RIZ. UFPKZDLMH—/ITTvTL. Sv TSNz UFPK £ LE T, Security Key
Management Tool A L T. DLM 3 —/\HZ ({35 7+ —< v FO UFPK 7 7 1 LEZERKT 5
EMNTEET, UFPK 7 7 1 ILDYER AL, Security Key Management Tool D 1—H—X<IY =27/l
BFUTTIVr—32/—k TRX 77 2 1) TSIP(Trusted Secure IP)E ¥ 2 —JL Firmware
Integration Technology (R20AN0371)] #Z B L T &Ly, DLM Y—/\DOFEAAEIE. DLM H—/ D
Py TR=TIZHBFAQ LY., BUETZaATILESRLTIESEL,

3. FD#%. T v TENTf=- UFPK, XD UFPK, 1 —H D 3 D% Security Key Management Tool IZA A
5L, SYvTEN-UFPK & UFPK TS v J&nfza—4# (Encrypted Key) BAHHAZhFEIT D
T, INLZEEETI 74/l (key_data.c & U key_data.h) [THARAAFT . FMAFIEICDOLT
I%. Security Key Management Tool D1 —H—XIXZa7LELVF7TU5—>ar/—+ IRX 77
= 1) TSIP(Trusted Secure IP)E < 2 —JL Firmware Integration Technology (R20AN0371)] #ZHB L T
{FZELY,

ER LT-BES 1L 7 7 1L (key data.c 8L U key data.h) #7702z FZEHIVELAHY ET,
Sy TEIN-RBEFRATHFIRE. FXOI—HFRETOTSLIZEDIBENGEN=H, 21—HITk>T
EXDI—HROREZRIATED LS LT,

& TSIP F5 4 /N APIIZIE TWrapped Key] DB TY, Thld, thd API BNFUHE SN HEIDRDD X
TYITTERTLIBENHY £9, Wrapped Key (L. key data.c 8L U key data.h [CEENZ Ty TEh
T= UFPK. Encrypted Key & % & [Z Wrapped Key £ APl [C& > TERBRENEFT , £ SN 1= Wrapped
Key [7—4 75w afEtd (0x00100000) FHIZTA VR M—ILTBHENTEET,

Wrapped Key D4 RIZIE Unique ID IS D < BAMER SN ET, Unique ID IET/1N\A REEDETHS1-
&. TWrapped Key] [ERICA—UBNSERSINIZELTETNARATEICERYET, LEzAo T,
Wrapped Key| NIXEBEICE>TT NS A LHEAMONTH, DT/ XA TIEFIATELGZLH, &
ATLDEX 1) T4 LDERBEFRYFEA,

Ho7L7adzy bTIE, UTOA—FEE UFPK 2EALTVWVET ., TEZBEICITZS LI,
DLM H—/\ & Security Key Management Tool Z{#f L TR EH D key_data.c & & U key_data.h 70
Dy MIEMLTWET,

x3-2 EATLHHE

BDER FEE (16 EH)
aA—H§ 11111111222222223333333344444444
(AES-128 Ev k)
UFPK 2222222222222222222222222222222211111111111111111111111111111111
RO1AN5792JJ0102 Rev.1.02 Page 12 of 25


https://dlm.renesas.com/

RXZ27=21)

TSIP K54 /\ZA- AESEESDFARLE

4. TEIO Y bk

FETATS LI, —F L9420 ko0 7A T TCa—Hav Y FANEEITLET,

41 TEIAIVEF

x411F, TETHR—bENZ2—FaT 2V FO—ETYT, 7YY FTRAXFINIXELRF ENDD

TEELTLEELY,

41 AT KFYR B
avw vk £ EA
ecbdemo <plain text> 16 E 16 /N1 FOANEXH ECBE— FTHEBIELET
cbcdemo <plain text> 16 EHH 16 /N1 FOAHNFEXE CBC E— FTHESIELET
function Yo TNT—42%EHLTAESECB/CBCAPI #T R L.
BREHEALFET

42 TJ7AILELVIHILEIDO—FE

R42(F, FOCI O FRAD I 7FALEEVIAILED—ETT, RYTTIILKESA/NF, RT—F -

AVT4TL—EAhERENET,

R42 T77ALELVIHILETD—E

THILEH T7ANRITAHILETR B

src/genkey euk_aes128.c Security Key Management Tool WS4 S =8 T—
euk_aes128.h 2

src/smc_gen e general ARX—hk a2 740 L= 0ERENDO—F
e r _bsp e BSP%ET
e r_byteq o RYIJIFJLKESAN
e r_config o IR
o r_flash_rx o BSP & & URIDHEEAERL
e r_pincfg
® r_SCi_rx
e r_tsip_rx

src main.c A A B

src key_data.c Security Key Management Tool Mo sz v 7
key data.h Snfza—F#E LU UFPK

src tsip_sample_aes.c AESEHBTRA AUV TILTOYT S A

src secure_boot.c AES O Wrapped Key #4 L. T—2 77w alc
secure_boot.h AR =T BEHDHTIVLTAT S A

src tsip_sample.c T—AHIMRAI—T«) T« BH
tsip_sample.h

RO1AN5792JJ0102 Rev.1.02
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RX 773 TSIP KS 4 /\ZFAlL\f- AESEEEDFRAE

43 AESEXRFETSIP KSA/NAPIBA#n—&

Yo F)a—FlE, ECBBELUCBC E—FDEEIZLUTDO AES 128 B TSIP KS 4 /N API B#tZEAL
F3, Ch oD, TSIP #MHA1E. Wrapped Key M4 R, ECB &£ U CBC E— FTOANT—4 DEE
SESICERLET,

% 4-3 AES FH API A%

Eid API S5 BR
TSIP #1#71E FH API BE%K R_TSIP_Open TSIP HgeZ=BXIZLFE T,
R_TSIP_Close TSIP HREZEMICLET,
aA—HH D Wrapped Key | R_TSIP_GenerateAes128Keylndex | 128 £ + AES 1—H#® Wrapped
S A API Key #£RLET,
ECB E— FEESItH LU | R_TSIP_Aes128EcbEncryptlinit 128 Ev b AES 21— #0 Wrapped
#E1tH API Key #{£f L T AES128-ECB £E— I

TT—32BSLI DERELET,

R_TSIP_Aes128EcbEncryptUpdate | AES128-ECB E— R TT—4 ¥ %

fELFET,
R_TSIP_Aes128EcbEncryptFinal AES128-ECB E— F CHEB{LD®Z#E

WEBEEITLET,
R_TSIP_Aes128EcbDecryptinit 128 E'vw k AES 2 —#§® Wrapped

Key % L T AES128-ECB E—
TT—2¢ESLYI DERELFTS,

R_TSIP_Aes128EcbDecryptUpdate | AES128-ECB E— KTT—42 2155

ELFET,
R_TSIP_Aes128EcbDecryptFinal AES128-ECB E— F CEB{LDHR#E
WMEZRTLET
CBC E— FEES1LH LU | R_TSIP_Aes128CbcEncryptinit 128 Ev b AES 21— #0 Wrapped
#E1tH API Key #{ff L T AES128-CBC E— F

TT—3BSLI DERELET,

R_TSIP_Aes128CbcEncryptUpdate | AES128-CBC E— K TT—42 ¢ IF&

fELFET,
R_TSIP_Aes128CbcEncryptFinal AES128-CBC £— K CHES L D&

WEBEEITLET,
R_TSIP_Aes128CbcDecryptinit 128 E'vw k AES 2 —#§#® Wrapped

Key % L T AES128-CBC £— F
TT—2¢ESLI DEMELFTS,

R_TSIP_Aes128CbcDecryptUpdate | AES128-CBC E— K TT—42 %15

fELFET,
R_TSIP_Aes128CbcDecryptFinal AES128-CBC £— F THEBLD R
WEBEEITLET,
R0O1AN5792JJ0102 Rev.1.02 Page 14 of 25
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RX 773 TSIP KS 4 /\ZFAlL\f- AESEEESDFRAE

5. 7RV FOEL FELUEST

ARETIE. RX65NRSK #F 515 ADFIEZHBAWL-LET, HORX 77 I UTNA R EZFHINDE
Bl%. 7ACIY FMERESERICHEATOS TS FRICBEBZI THEEACFEELY,

514 7Yz bDAVR—+FEXUVELFER

e? studio ZHWNWTHEED T—I AR—X(ZFEIL. [File] (Z7AJL) —=[lmport] (£ ViR—F) ZH U
9 LET, RIZ. FIZFRT & S1[General] (—f%) —[Existing Projects into Workspace] (BEF 7R x4
FET—DZAR—ZA~) #BRLET,

& Import O X
Select \“
Create new projects from an archive file or directory. E 5 |

Select an import wizard:
| |
w (= General

JE Archive File

f) CMSIS Pack

= Existing Projects into Workspace

[ File System

& GNUARM-MNOMNE/RZ(DS-5) project conversion to GCC ARM Embedded

[C] Preferences

(4 Projects from Folder or Archive

1= Rename 8 Import Existing C/C++ Project into Workspace

@ Renesas CCRX project conversion to Renesas GCC RX

T Renesas CS+ Project for CATEKOR/CATEKD

TaF Renesas CS+ Project for CC-RX and CC-RL

Taw Renesas GitHub FreeRTOS (with 1oT libraries) Project
W [Cy'=ﬂ.-|'l:++ ) N v

@ < Back T Tomd

[Select root directry] (JL— bk = T4 LY L DSER) #FIRL. [Browse...(SHR)R2 V&ML T, 70O
TSI MBI NTWSET ALY FYZBIRLET, rx65n_2mb_rsk_tsip_aes sample Z:&IR L. EE
DTDEIICRTEINTWS I EERE Lz 5[Finish] (J8T) #9Uv I LET,
rx65n_2mb_rsk_tsip_aes_sample project] M7 —9 AR—R (24 Vi R— kSN FET, [Project] (7R
42 k) —[Build Project] (7O x4 FDEILR) ZBIRLTITOS Y FE2ELRKLET,
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RXZ773 TSIP K54 /\ZA- AESEESDFARLE

ﬁ Import O x
Import Projects e
Select a directory to search for existing Eclipse projects. f A;
(®) Select root directory: | C¥workspace¥tsip_sample w | Browse...
(O Select archive file: Browse...
Projects:
rx65n_2mb_rsk_tsip_aes_sample (C¥workspace¥tsip_sample¥r65n | Select All
[] m72n_ek_tsip_aes_sample (C¥workspace¥tsip_sample¥r72n_ek_tsi
Deselect All
Refresh
< >
Options
[15earch for nested projects
[[] Copy projects into workspace
[]Close newly imported projects upon completion
[]Hide projects that already exist in the workspace
Working sets
[J Add project to working sets Mew...
Select..
?\ < Back Mext > Cancel

R0O1AN5792JJ0102 Rev.1.02 Page 16 of 25



RX773Y TSIP FS A4 /\ERAf- AESEEEDFIERAE

52 N—FK91T7DHTE

E1F¥IEE2lite T2 aL—42%#FHALTCI—FZ4HA—KRTESLSIZ, TORTRT LS (2/\—
FOoz7ZEHMLET, BREHLET D012, R—FIZHEMLGEREZMASRICEESEREIATLE
WZEEMRLET, £z, RX65NRSK TIEMCU 2L 2 FILF v TE—RIZT H1=812. SW4-1 H OFF
THHZEHERLET, RX72N Envision Kit TlE, T2 aL—2E—KRIZF5=HIZ. SWI1-2 AOFF T
HBHELHERLTLESL,

A—=FLR71—2 N
r—In UsBy7—7 1L ”
i \;I’E
1] I
1]
USEto st
Serial Port EII£::; e
N E2 T3alL—#Lite — _
e I ST
'I,‘_"/J‘IHIII\,-‘\\\"p AR\
HRARPC
USBT —7 Il
RX65N RSK [UARTA &7z —2)
SV ERR IR

5.1 RX65N RSK 0 &#%RE %

LRSS L l]

UsBr =71l
(Tzal—%) UL L \
USB to On Board f"&?f:—-:‘ anw
Serial Port Emulatar -";'?‘,"f.f.. &\
(CNg) (ECNT)
HRAMPC
RX72N Envision Kit USBT =7l

(UARTw 571 —2)

5.2 RX72N Envision Kit D&%

521 BA—3IFIYIT Y TREE

—ZFILYTRIYTI 7 TOUARTBERAPCIZUSBY—J)LEEELET, ) 7IL] BEARIC
Tera-Term #8ALFET . FTHRDRETEEHORITOI—FZ ICR) LELFET, RIZTVUTFIER—F
FTORDLSICKRELET,
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TSIP K54 /\ZA- AESEESDFARLE

AR—L—Fk : 115200
NYTF4 L
J0O—%l: T L

Tera Term: Serial port setup

Port:
Speed:
Data:
Parity:
Stop bits:

Flow control:

Transmit delay

COM4

-

115200 -

4 bit
none
1 bit

none

El msecfchar

- Cancel

Help

El msecfline

s

RO1AN5792JJ0102 Rev.1.02
Nov.30.23
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RXZ77=31)

TSIP K54 /\ZRAL- AESEESDOFAAE

522 FOY3LmFAIA—F
TR LNDSF D O— KX, e?studio H Renesas Flash Programmer DWNF M EFEHR L TEBEL E

-g—o

5.2.21 e?studio #FRALETOSSLOEHY O—FK

N—FH T 7HREMNTET LS. [Run] (

==

=1T

) —[Debug Configuration] (F/3v J#&mK) #2')v¥ L.

[rx65n_2mb_rsk_tsip_aes_sample HardwareDebugl %#EiRL T. [Debug] (7/8v5) REVEI v
L7055 L8 00—REhET,

Q Debug Configurations

Create, manage, and run configurations

I FeEX| BT
|?,-pe filter text ‘

[T] /C++ Application
[T] /C++ Remote Application
= EASE Script
[ ] GDB Hardware Debugging
[£] GDB OpenCCD Debugging
[c7 GDB Simulater Debugging (RHES0)
[ Java Applet
[T Java Application
& Launch Group
[T Remote Java Application

Ny~ RTE Bk

MName: | rx65n_2mb_rsk_tsip_aes_sample HardwareDebug

) Main

%5 Debugger| = Startup| % Source| [5] Common

E m65n_2mb_rsk_tsip_aes_sample HardwareDebug
(asie iR v )

Filter matched 13 of 15 items

5
@/.

Project:
| rx65n_2mb._rsk_tsip_aes_sample Browse...
C/C++ Application:
| HardwareDebug/rx65n_2mb._rsk_tsip_aes_sample.x
Wariables... Search Project... Browse...
Build (if required) before launching
Build Configuration: |Select Automatically ~
I () Enable auto build () Disable auto build
(®) Use workspace settings Configure Workspace Settings...
Rever Apply

RO1AN5792JJ0102 Rev.1.02

Nov.30.23

RENESAS

Page 19 of 25



RXZ77=31)

TSIP K54 1\ ZRAL- AESESDOFAAE

5.2.2.2 Renesas Flash Programmer A L7045 L0 >0—F
ATODzY bOTOTSFLIE TAYAZFEALGEVRE Y F7 OV THERIEETT, X242 F7AY

TEEZITS

FEZTSEEZSN,

https://www.renesas.com/rfp

s Renesas Flash Programmer V3.06.01 (Z{ERR) — X
I74E  FIAAEED ALTH)
¥ IRMESRTE JDYDERE HEERRE 1-°-H0-F

F0YH MEsR

HEDIOV1HE rxb5n_2mb_dual rsk_tsip_rfp_projectrpj

¥A0Isb0=5 RX Group TVFAPAE): (U v
Fo85L771

[(ProieciDir>¥rx55n_2mb_rsk_tsip_secure_bnot.mm l %82 (B)
755 21RHE

HE > FEAd > A7

A=K S)

Renesas Flash Programmer V30601 [1 Oct 2019] (B{ER)
709 1h M0 - FLZET . (C¥workspace¥an-r20an0371jj0 11 1-rx-tsip-security¥tool¥rsk _tsip_rfp_project¥rx65n_
2mb_dual_rsk_tsip_rfp_project¥rx65n_2mb_dual_rsk_tsip_rfp_projectrpj)

AT =BAC =IO T(C)

B4 1&. Renesas Flash Programmer(RFP)Z A L T &Y, RFP OFEAAEFUT YA

RO1AN5792JJ0102 Rev.1.02
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RX 773 TSIP FS A4 /\ZAL\- AES BESDOFAAX

53 7093 LDET

e?studio Md T OY S LEERITT S0, [Resume] (B RE2VEFHI V9O LET, RV U Y
995E. mainBBTIL— LET, [Resume] (BR) K2V EBEI U LTITOTSLEETL
F9, UTOH AN Tera-Term [IZRRESNFET,

K65N Cryptozraphy : AES Demonstration
I was built in &r B 2021, 11:57:05.

o $TOVTIMNA—HAT U REZTANDERIBVELS, TJOVTFTUTOIATR Y FEAALE
-g_o

1. ecbdemo <plain text>
2. cbcdemo <plain text>
3. function

o OTYUFRZEUTDESICANTSE, IDKSICE—ZFI T4 Y ROICHARRKRTINET,
1. $ ecbhdemo aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
EX (input data (plain text)) %% 3-2 D1—H %R L T AES128-ECB E— K THEH{L L1=H&
£ X (output data (cipher text)) MFEREMNFET, Wrapped Key (key_index) [ET/N\1 R EICER
HEELTYFETS,
$ ecbdemo aas
input data (p L a8802820808888
|<E' v_ index:
22 16 ebddD 36aclcdf83825277134b36c80e2blead 1b1570caa2dbald 1d6cl1e5310cH81 18
elfafdificifazb

output data (cipher text): f4136afc2a3df52b31c447f4d13a78bd

2. $ cbcdemo aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
EX (input data (plain text)) %% 3-2 D 1—H R LML 4
(=12345678fedcba0955555555aaaaaaaa) #{£FfA L T AES128-CBC E— FTHEE L LzIEEX
(output data (cipher text)) MERREINF T, Wrapped Key (key index) [ET/AA R EICEL BB
EBYET,

: ebdd086aclcdf83825277f34b36c80e2bleald1b1570caa2dial1d6c01e5310ch8f ok
c8fizbd

output data (cipher text): f5c065e3cfdb49f4d62c1011baf00185
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RXZ773) TSIP KS4 1\#H\I- AES EESDFIBRAE

3. $ function
BTN T—2%FALTAESECB/(CBCAPIZ#TA ML, #EEZHALZET,

$ function
H_TSIP_DpPr() re{urnﬁ: ) TSIP_ QUIPEQ“

’c.En,tnErxrr\;piIlpdde(J retur :
bEncryptFinal () returns: T‘IP QUVPEQF

aabbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbcccccceec
dddddddddddddddddd

3a78bdclc?hlebeddabdeld2d
4c38bd4e2c93 70bd32ch3

"-u bd4P qd-a 3

28EcbDecryptInit() returns:
'GElhDrrlypiUpd&ie(i leh

TSIP_SUCCESS
TSIP_S Y
TSIP. \UCIE\s

aabbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbeccccecceeceooes
cdddddddddddddddddddddddddddddddd
c_output:
PdlidbdqiddEZI|“1|b1f"U|q5|dﬂ"ed5nb9|1|fafJIL:|‘Uf~|‘£qubli bchdb2baf 765e
d3|UquﬂJ uf?1q“3?~ﬂa:ut341Lb;|F&c.E4fa

“1|b1f”01q5|d Dadb0bdcaliaf41cechifelh? a8bchdb2baf 765e
81719397e05ae2341cb816a2764fa

N S TSIP_SUCCESS
CbcDecryptUpdate() returns: TSIP_SUCCESS
CbcDecry pl Final () returns: TSIP_SUCCESS

Lfdb4qf4dB’
109cf05ccd?8f
c||_|i put
a asaaaaaabbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbcceccceccecceoees
dedddddddddddddddddddddddddddddd

R_TSIP_Close() returns: TSIP_SUCCESS

4. EDIARTOIARY FTRAXFENMXFARMENET . AXF/IIXFA—BLBEWNGEE, T5—
AHASHFET ., TOHAK, $fun EAALIBENLDTT,

$ fun

command format error.

3
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6. Security Key Management Tool DA%

EEiL SNz —F#(Encrypted Key)&E £/ T 5 1=, Security Key Management Tool #{ER¥ 5
EMERETY .

Security Key Management Tool (32T > K54 >4 22 7 2 —XRR(CLIKR)EAE L TL\S =6, TiHH
EFOEETIERTHHBEICRKRS ZEMNTARETT,

Security Key Management Tool

https://www.renesas.com/software-tool/security-key-management-tool

Security Key Management Tool DERAEDEFMIEI—F —XI =2 7L & CHERLEZIL,
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RX 773 TSIP KS 4 /\ZFAlL\f- AESEEEDFRAE

R—LAR—DEHYR— RO

IR HR TLY FAZHRIKR—LR=D
https://www.renesas.com/jp/ja/

BHEEEE

https://www.renesas.com/jp/ja/support/contact.html
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RXZ7731) TSIP K54 /\Z#H\- AESEESDFIAAE
HETRCE%
HETAE
Rev. *17H R—=2 7
1.00 Mar.31.21 — VIR FAT
1.01 Jun.30.21 — RX72N Envision Kit D ExBAD &0
24 -25 | 6 E Renesas Secure Flash Programmer Q&R /A0 BN
1.02 Nov.30.23 — FERTHSI—YRESLLY—ILE
Security Key ManagementTool [ZZ &
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il@

mCEREDIEEE

CCTlE, T2 VRERLRICERT S MERALOFESRE] ITOVWTHBALET, BHOFERALOFESBEICOVTIE. ARFa AV MELUTY
ZHLT v ITTF—rESBLTLESL,

1.

HEINR

CMOS HZDE Y RV DIRITEFHFERHLLE T LN FTLZEL, CMOS HRIFEVFHERICE > THY— MEBHIRZELCHEAHY FT, EMOR
FORICIE, BHAHFRSITHEAL TV IEEMD FL—OYADUr—X BEROREM. BV —XGELFAL. BAXITIECEFIT7T—R
EFHRLTLESY, TS5RAFYIREICKRELIZY., HFEMoLY LAVTESL, £, CMOS &R ERE LzR— FIZOWTHLEHOHERN
#LTLIEEL,

BEREABROLE

BERFART, EROKEBEIFETT, BREAKCE, LSIONBEROKEEITRETHY . LR ZORELEHFOKREFTETT, sHE
Ty FMEFTY Y FTHERKOBE BEREAND Y £y FHIEHCHLETOLM., IHFOREERAETETELA. RIS AB/AT—F YUty
PgEEEERALTY Y T HEROGE. BREANS Y Y FOMDSZ—EBEICET HFETOHM. HFOREBIRILETEELA,

BRA IBICETIANES

LEHUSOERLNFT TRED L EIC, ANESOALEATLT v TEREANBNTLIES N ANESOCALEATLT v TERMSOEFTAICE
Y, BEMEESIEREC LY., BEERNTRNABRTELILIELYTEIHEENHY ET. BHRFIC TERA IBICHETEANES] [TV TOEE
BOHLIHEMIE., TORBEEFH>TLEZELN,

RAE AR F D0

KEAHFIE. TRERFFOLRE] ISH-TRELTLE S, CMOS #RDANHEFDA VE—F U RE, —BIZ. N VE—FUREMS
TWEYT., RMEAMFZEABRKETHESE S L. FERRICLY. LSIRILO/ 4 XAMMEh, LSIABTERERNRNY . AHESLRBH
ShTHRBEZREIIBNNHY ET,

Ay 21T

Yty b 70V IDBRELIEZR, Yty FEBRLTCESY, TOJSLETFOI OV VY BEZRT, IYBZXEI DV IDNRELE
ITUYBR TSI, Uty M, MIRIRT (FEAERIRER) ANV 0v I THEZRAKBRT SV RATLATIE, 79I B™+2RELS:
#.UtEY FEBBRLTIES Y, oo 7055 LOBPFTHBRERF (FLENEBRIRER) 2AVV-7097(YEBEZSHERE. IVERE
DIVAYIRTRRELTHSUYEZ TSI,

A A thHF D ENANE RS

AN/ A ZORERIZE DEBEATEBMEORRAICHAYVETOTEELTLZE L, CMOSHEDALN/ 4 XL EITEEL T, Vi (Max.) »5
Vin (Min.) ETOMEEICE EED &SGR REELSISECITBALNHY T, ADLALLEEDZEEH S AA. Vi (Max.) 5 Vi (Min.)
FCOEEZERT 2BBHPHEBPICF v 2 YT /A XGERALBNESITHEALTIESL,

YHY—T7 FLR (FHBEE) 07V RXELE

JY—T7 FLR (FHEE) OF7 VR EZIELET, 7 FURBEICIE, FROMEREERAICEVMHFohTNS YHF—T7 FLR (FHHESE)
BHYET, ChoDT7 FLRAET7I7EALEEEZOFEICOVNTIK, RETEFLANDT, 77 EALBVEKIITLTLESLY,
HREOHEEIZDONT

BEQORGDIEMEETLHHEEE, BREZILICVRATLAIMEAREERBLTCESV, ALIL—TOTMa0THLRENES L. 7Ty Pa
AEY, LATIERE—UDHEELEITEY, ERNFHEOHET, HiEE, BEY—C0, /A XHE, /A XEHELENRLIHEENHY F
T, BMEAMNESHRIEET 25EE. BROERILICVRATLIMEARERBL TSI,



—
—

1.

12.
13.
14.

=]

AARICEBSNEER, VI rY 1 7HEUCASICEET H1ERIE, L EERIOBEN. SARNEHETSL0TT, BE. V7 kY178
VoNBICEET BEREEAT 558, PEROEEICAVT, SEROME - SRTLERHCESL, CAOOERCERAL TELHEE (5
EHEREESENTACEC-BELEAET. UFRLTY, ) [CHL. Y. —Z0EEEEVETA,

SHWEE - EAERCEBSNENET -4, B, &, TASS L, TILTY XA, SREBRASOEROMERITEE L TRE L E=EOHHE.
EHEZOMONNMERICHT 3EEE XN CETAHSITOVNT, Bitld. ASORIELETS 0TI, FLHEEZESLDTIEHY
Fth,

Wik RARICESE LR T AESEORTE. SHETORONNMEREFALHETSLOTESY ELA,

LA MEEEAAARBIOBEA, WE, KE. AIA. BEAZOBOFAEFS oY, B=EREORBONAICET 551 LY ANBELL
BIBE. BHS A £URMEOUNS & URBRAEROERICBVTHT>TIEEL,

LHMBE SEMELE—BEMDT. RE. HE. HH. UA—RIVS=T YL, 2O, REYIERLANTL &0, M dRE. RE.
HE. YR—RIVUZTYLIBICEYELBEICEL, YHE. —YZOEEEEVEEA.

ik, SHMBOREKES HEEAE) BLU [BREKE THELTEY. SREKLD. UFCRTHARCUEAEASAEZ EEERL
THEYET,

mekdE . DL P4, OAME. BIEME. FAME. AVHEE. RE. THEE. S—Vrsn. ELAORY 1%

BREKE  GAHE (ADE. BTE. HND) . TEHE (52) | AREEERE. SRBRERURT L, SETLHEEES
LHBMEG, F—4 L— FEIC& Y BIEEME. Harshenvionment A RAEEHL TL D EOERE, EEES - SRCRELRETTREOSHD
B ORTL (ERHBEE. AKCESDAHERTEE0%) . L L ISALYNBEERESUIBTNOHHME - VRTL (FHMEL.
BEDRE. BFNHBORT A, MEBHESRTA, T52 FEBLRT A, BERES) CERINLCLEBRLTELT. ChoOBRIS
EATHLFEELTOE A, X, SHARELTOALVARICUHBAEEALACEICE YBERELTH, SHIF—YZOEEEEL
A,

HoWBEEEBEL, NEBENDDREME 100%REENTNEDHTIRBY A, SHNA—FYT7 /YT FYTFRACEEF2Y T4
RENEARAENTNEEDEHYETH, CAITE>T, Bitld, tFa T« BBEUEE-HET (LHUSF-FUHWAASERASATNE SR
FLCHTZRET V£ R - FEGAESAETA, ChIZRYEtA. ) hOELIEREEE5L0OTHEHY TtA, St UHMAE (T8

IRAERENEHLDHLRT LA, FERHRE. K., 9MLR, T, NvELT, FT—4OREE-RIEELOMOFELBATS ( (B
BRI ELVET, ) L& THEERHRNC EARIELE A, Sitld, BBHAECEELE-ETAICEELTE CHBEIZO LT, —4)
BEEEEVETA, T, AFCBVTROLNABRYICHENT, AERBEUSHN—FKIT7/ YT kYT FRERICONT, BRMSEUEEE
MEDERIZET ZRIEL S VICESEQEAEBE LAV EORIEEEH. BRELIRTOVIEZRELTVEL A,

LHWEE CEAOKRE. BHFOREER (F—4o— k., A—F—XY=aT7, FIUr—av/— b, SEHEAY KTy o ICREO T£8E
FAAROEALO—BUAIEEE] %) 2 CRBEOL, MHAEET SRAER. BEERETHE, KT, TEEEZOMEEREORE
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