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Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of
these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infingement or any other claims involving patents, copyrights, or
other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system;
undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims
any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is
inconsistent with any Renesas Electronics data sheet, user’s manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but not
limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products
are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury,
injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging
degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.
“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Viu (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSI is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Preface

1.  About this document

This manual is generally organized into an overview of the product, descriptions of the CPU, system control functions,
peripheral functions, electrical characteristics, and usage notes. This manual describes the product specification of the
microcontroller (MCU) superset. Depending on your product, some pins, registers, or functions might not exist. Address
space that store unavailable registers are reserved.

2. Audience

This manual is written for system designers who are designing and programming applications using the Renesas
Microcontroller. The user is expected to have basic knowledge of electrical circuits, logic circuits, and the MCU.

3. Renesas Publications

Renesas provides the following documents. Before using any of these documents, visit www.renesas.com for the most
up-to-date version of the document.

Component

Document Type

Description

Microcontrollers

Data sheet

Features, overview, and electrical characteristics of the MCU

User’s Manual: Hardware

MCU specifications such as pin assignments, memory maps,
peripheral functions, electrical characteristics, timing diagrams, and
operation descriptions

Application Notes

Technical notes, board design guidelines, and software migration
information

Technical Update (TU)

Preliminary reports on product specifications such as restriction and
errata

Software

User’'s Manual: Software

API reference and programming information

Application Notes

Project files, guidelines for software programming, and application
examples to develop embedded software applications

Tools & Kits, Solutions

User’s Manual: Development Tools

User’'s Manual: Software

Quick Start Guide

User’s manual and quick start guide for developing embedded
software applications with Development Kits (DK), Starter Kits
(SK), Promotion Kits (PK), Product Examples (PE), and Application
Examples (AE)

Application Notes

Project files, guidelines for software programming, and application
examples to develop embedded software applications
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4.

Numbering Notation

The following numbering notation is used throughout this manual:

Example Description
011b Binary number. For example, the binary equivalent of the number 3 is 011b.
Ox1F Hexadecimal number. For example, the hexadecimal equivalent of the number 31 is described 0x1F. In
some cases, a hexadecimal number is shown with the suffix "h".
1234 Decimal number. A decimal number is followed by this symbol only when the possibility of confusion

exists. Decimal numbers are generally shown without a suffix.

5.

Typographic Notation

The following typographic notation is used throughout this manual:

Example

Description

AAA.BBB.CCC

Periods separated a function module symbol (AAA), register symbol (BBB), and bit field symbol
(CcC).

AAA.BBB A period separated a function module symbol (AAA) and register symbol (BBB).
BBB.DDD A period separated a register symbol (BBB) and bit field symbol (DDD).
EEE[3:0] Numbers in brackets expresses a bit number. For example, EEE[3:0] occupies bits 3 to 0.

6.

Unit and Unit Prefix

The following units and unit prefixes are sometimes misleading. Those unit prefixes are described throughout this manual

with the following meaning:

Symbol Name Description
Binary Digit Single 0 or 1

B Byte This unit is generally used for memory specification of the MCU and address
space.

k kilo- 1000 = 103. k is also used to denote 1024 (210) but this unit prefix is used to
denote 1000 (103) throughout this manual.

K Kilo- 1024 = 20, This unit prefix is used to denote 1024 (210) not 1000 (103)
throughout this manual.

7. Special Terms

The following terms have special meanings.

Term

Description

NC

Not connected pin. This pin should be left floating unless specified otherwise.

Hi-Z

High impedance.

Don't care or undefined.




8.

Register Description

Each register description includes both a register diagram that shows the bit assignments and a register bit table that
describes the content of each bit. The example of symbols used in these tables are described in the sections that follow.
The following is an example of a register description and associated bit field definition.

HH XK DTCST - DTC Module Start Register

Base Address:DTC = Owed020_0C00

(1)
Ofiset Address Dx0C
Bitpotzion: 7 B 5 ] 3 z i —{2)
Bit Fiekd:| — — — — — — — |DTcsT
Valesferest. 0 0 D 0 0 ] 0 o }—{(3)
(4) (5) (6)
Bit Symbol Function | RIW |
0 DTCST DTC Module Start R
0:DTC module stop
1:DTC module start
1 - These bitz are read az 0. The wite value should be 0. RV

(1) Function module symbol, register symbol, and address assignment

Function module symbol, {pheripheral/name}, register symbol, {register/name}, and address assignment of this register
are generally expressed. Base Address and Offset Address mean {regiser/name} : {register/description} of {peripheral/
name} is assigned to address {peripheral/baseAddress} + {register/addressOffset}.

(2) Bit number

This number indicates the bit number. This bits are shown in order from bits 31 to 0 for 32-bit register, from bits 15 to 0
for 16-bit register, and from bits 7 to 0 for 8-bit register.

(3) Value after reset

This symbol or number indicate the value of each bit after a hard reset. The value is shown in binary unless specified
otherwise.

0:
1:

X:

Indicates that the value is 0 after a reset.

Indicates that the value is 1 after a reset.

Indicates that the value is undefined after a reset.

(4) Symbol
{filed/name} indicates the short name of bit field. Reserved bit is expressed with a —.

(5) Function

Function indicates the full name of the bit field, {field/description}, and enumerated values.

(6) RIW

The R/W column indicates access type whether the bit field is readable or writable.

R/W: The bit field is readable and writable.

R: The bit field is readable only. Writing to this bit field has no effect.

W: The bit field is writable only. The read value is the same as after a reset unless specified otherwise.




9. Abbreviations

Abbreviations used in this document are shown in the following table.

Abbreviation Description
AES Advanced Encryption Standard
AHB Advanced High-performance Bus
AHB-AP AHB Access Port
APB Advanced Peripheral Bus
ARC Alleged RC
ATB Advanced Trace Bus
BCD Binary Coded Decimal
BSDL Boundary Scan Description Language
DES Data Encryption Standard
DSA Digital Signature Algorithm
ETB Embedded Trace Buffer
ETM Embedded Trace Macrocell
FLL Frequency Locked Loop
FPU Floating Point Unit
HMI Human Machine Interface
IrDA Infrared Data Association
LSB Least Significant Bit
MSB Most Significant Bit
NVIC Nested Vector Interrupt Controller
PC Program Counter
PFS Port Function Select
PLL Phase Locked Loop
POR Power-on reset
PWM Pulse Width Modulation
RSA Rivest Shamir Adleman
SHA Secure Hash Algorithm
S/H Sample and Hold
SP Stack Pointer
SWD Serial Wire Debug
SW-DP Serial Wire-Debug Port
TRNG True Random Number Generator
UART Universal Asynchronous Receiver/Transmitter
VCO Voltage Controlled Oscillator




10. Proprietary Notice

All text, graphics, photographs, trademarks, logos, artwork and computer code, collectively known as content, contained
in this document is owned, controlled or licensed by or to Renesas, and is protected by trade dress, copyright, patent and
trademark laws, and other intellectual property rights and unfair competition laws. Except as expressly provided herein, no
part of this document or content may be copied, reproduced, republished, posted, publicly displayed, encoded, translated,
transmitted or distributed in any other medium for publication or distribution or for any commercial enterprise, without
prior written consent from Renesas.

Arm® and Cortex® are registered trademarks of Arm Limited. CoreSight™ is a trademark of Arm Limited.
CoreMark® is a registered trademark of the Embedded Microprocessor Benchmark Consortium.

SuperFlash® is a registered trademark of Silicon Storage Technology, Inc. in several countries including the United States
and Japan.

Other brands and names mentioned in this document may be the trademarks or registered trademarks of their respective
holders.

11. Feedback on the product

If you have any comments or suggestions about this product, go to Contact Us.


https://www.renesas.com/us/en/contact-us
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Renesas RA2E1 Group
User’s Manual

Ultra low power 48 MHz Arm® Cortex®-M23 core, up to 128-KB code flash memory, 16-KB SRAM, Capacitive Sensing Unit
(CTSU2), 12-bit A/D Converter, Security and Safety features.

Features

m Arm Cortex-M23 Core e Clock out support

e Armv8-M architecture
e Maximum operating frequency: 48 MHz

m Up to 56 pins for general I/O ports

o Arm Memory Protection Unit (Arm MPU) with 8 regions e 5-V tolerance, open drain, input pull-up, switchable driving ability

e Debug and Trace: DWT, FPB, CoreSight™ MTB-M23 .

e CoreSight Debug Port: SW-DP m Operating Voltage

e VCC: 1.6t055V

m Memory

e Up to 128-KB code flash memory m Operating Temperature and Packages

o 4-KB data flash memory (100,000 program/erase (P/E) cycles) ® Ta=-40°C to +85°C

e 16-KB SRAM — 64-pin LQFP (14 mm x 14 mm, 0.8 mm pitch)

o Memory protection units — 64-pin LQFP (10 mm x 10 mm, 0.5 mm pitch)

® 128-bit unique ID — 64-pin BGA (4 mm x 4 mm, 0.4 mm pitch)

— 64-pin HWQFN (8 mm x 8 mm, 0.4 mm pitch)

m Connectivity — 48-pin LQFP (7 mm x 7 mm, 0.5 mm pitch)

— 48-pin HWQFN (7 mm x 7 mm, 0.5 mm pitch)
— Asynchronous interfaces = 36-pin LGA (4 mm x 4 mm, 0.5 mm pitch)
— 8-bit clock synchronous interface = 32-pin LQFP (7 mm x 7 mm, 0.8 mm pitch)
— Simple IIC — 32-pin HWQFN (5 mm x 5 mm, 0.5 mm pitch)
— Simple SPI - 25—p113)WLCSP (2.14 mm X 2.27 mm, 0.4 mm pitch)
— Smart card interface ® Ta=-40°C to +105°C .
e Serial Peripheral Interface (SPI) x 1 = 64-pin LQFP (14 mm x 14 mm, 0.8 mm pitch)
) . — 64-pin LQFP (10 mm x 10 mm, 0.5 mm pitch)
¢ 1°C bus interface (IIC) x 1 — 64-pin BGA (4 mm x 4 mm, 0.4 mm pitch)
— 64-pin HWQFN (8 mm x 8 mm, 0.4 mm pitch)
= Analog — 48-pin LQFP (7 mm x 7 mm, 0.5 mm pitch)
e 12-bit A/D Converter (ADC12) — 48-pin HWQFN (7 mm % 7 mm, 0.5 mm pitch)
o Low-Power Analog Comparator (ACMPLP) x 2 — 36-pin LGA (4 mm x 4 mm, 0.5 mm pitch)
e Temperature Sensor (TSN) — 32-pin LQFP (7 mm x 7 mm, 0.8 mm pitch)
— 32-pin HWQFN (5§ mm x 5 mm, 0.5 mm pitch)
m Timers — 25-pin WLCSP (2.14 mm x 2.27 mm, 0.4 mm pitch)
o General PWM Timer 32-bit (GPT32) x 1
o General PWM Timer 16-bit (GPT16) x 6
o Low Power Asynchronous General Purpose Timer (AGT) x 2
e Watchdog Timer (WDT)

o Serial Communications Interface (SCI) x 4

m Safety

® SRAM parity error check

o Flash area protection

o ADC self-diagnosis function

® Clock Frequency Accuracy Measurement Circuit (CAC)
o Cyclic Redundancy Check (CRC) calculator
e Data Operation Circuit (DOC)

e Port Output Enable for GPT (POEG)

e Independent Watchdog Timer (IWDT)

o GPIO readback level detection

e Register write protection

e Main oscillator stop detection

o [llegal memory access detection

m Security and Encryption

o AES128/256
o True Random Number Generator (TRNG)

m System and Power Management

e Low power modes

o Realtime Clock (RTC)

e Event Link Controller (ELC)

e Data Transfer Controller (DTC)

e Key Interrupt Function (KINT)

e Power-on reset

e Low Voltage Detection (LVD) with voltage settings

m Human Machine Interface (HMI)
o Capacitive Sensing Unit (CTSU2)

m Multiple Clock Sources

e Main clock oscillator (MOSC) (1 to 20 MHz)

e Sub-clock oscillator (SOSC) (32.768 kHz)

e High-speed on-chip oscillator (HOCO) (24/32/48/64 MHz)
e Middle-speed on-chip oscillator (MOCO) (8 MHz)

o Low-speed on-chip oscillator (LOCO) (32.768 kHz)

® Clock trim function for HOCO/MOCO/LOCO

o [WDT-dedicated on-chip oscillator (15 kHz)
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1. Overview

1. Overview

The MCU integrates multiple series of software- and pin-compatible Arm®-based 32-bit cores that share a common set of
Renesas peripherals to facilitate design scalability.

The MCU in this series incorporates an energy-efficient Arm Cortex®-M23 32-bit core, that is particularly well suited for
cost-sensitive and low-power applications, with the following features:

e Up to 128-KB code flash memory

e 16-KB SRAM

e 12-bit A/D Converter (ADC12)

e Security features

1.1 Function Outline
Table 1.1 Arm core
Feature Functional description

Arm Cortex-M23 core

e Maximum operating frequency: up to 48 MHz
e Arm Cortex-M23 core:
— Revision: r1p0-00rel0
— Armv8-M architecture profile
— Single-cycle integer multiplier
— 19-cycle integer divider
e Arm Memory Protection Unit (Arm MPU):
— Armv8 Protected Memory System Architecture
— 8 protect regions
e SysTick timer:
— Driven by SYSTICCLK (LOCO) or ICLK

Table 1.2 Memory

Feature

Functional description

Code flash memory

Maximum 128-KB of code flash memory.
See section 35, Flash Memory.

Data flash memory

4-KB of data flash memory.
See section 35, Flash Memory.

Option-setting memory

The option-setting memory determines the state of the MCU after a reset.
See section 6, Option-Setting Memory.

SRAM On-chip high-speed SRAM with parity bit.
See section 34, SRAM.
Table 1.3 System (1 of 2)
Feature Functional description

Operating modes

Two operating modes:
e Single-chip mode
e SCI boot mode
See section 3, Operating Modes.

Resets

The MCU provides 12 resets (RES pin reset, power-on reset, independent watchdog timer reset,
watchdog timer reset, voltage monitor 0/1/2 resets, SRAM parity error reset, bus master/slave
MPU error resets, CPU stack pointer error reset, software reset).

See section 5, Resets.

Low Voltage Detection (LVD)

The Low Voltage Detection (LVD) module monitors the voltage level input to the VCC pin. The
detection level can be selected by register settings. The LVD module consists of three separate
voltage level detectors (LVDO, LVD1, LVD2). LVDO, LVD1, and LVD2 measure the voltage level
input to the VCC pin. LVD registers allow your application to configure detection of VCC changes
at various voltage thresholds.

See section 7, Low Voltage Detection (LVD).
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1. Overview

Table 1.3 System (2 of 2)
Feature Functional description
Clocks Main clock oscillator (MOSC)

Sub-clock oscillator (SOSC)
High-speed on-chip oscillator (HOCO)
Middle-speed on-chip oscillator (MOCO)
Low-speed on-chip oscillator (LOCO)
IWDT-dedicated on-chip oscillator

e Clock out support
See section 8, Clock Generation Circuit.

Clock Frequency Accuracy
Measurement Circuit (CAC)

The Clock Frequency Accuracy Measurement Circuit (CAC) counts pulses of the clock to

be measured (measurement target clock) within the time generated by the clock selected

as the measurement reference (measurement reference clock), and determines the accuracy
depending on whether the number of pulses is within the allowable range. When measurement
is complete or the number of pulses within the time generated by the measurement reference
clock is not within the allowable range, an interrupt request is generated.

See section 9, Clock Frequency Accuracy Measurement Circuit (CAC).

Interrupt Controller Unit (ICU)

The Interrupt Controller Unit (ICU) controls which event signals are linked to the Nested Vector
Interrupt Controller (NVIC), and the Data Transfer Controller (DTC) modules. The ICU also
controls non-maskable interrupts.

See section 12, Interrupt Controller Unit (ICU).

Key Interrupt Function (KINT)

The key interrupt function (KINT) generates the key interrupt by detecting rising or falling edge
on the key interrupt input pins.
See section 18, Key Interrupt Function (KINT).

Low power modes

Power consumption can be reduced in multiple ways, including setting clock dividers, stopping
modules, selecting power control mode in normal operation, and transitioning to low power
modes.

See section 10, Low Power Modes.

Register write protection

The register write protection function protects important registers from being overwritten due to
software errors. The registers to be protected are set with the Protect Register (PRCR).
See section 11, Register Write Protection.

Memory Protection Unit (MPU)

The MCU has four Memory Protection Units (MPUs) and a CPU stack pointer monitor function
are provided.
See section 14, Memory Protection Unit (MPU).

Watchdog Timer (WDT)

The Watchdog Timer (WDT) is a 14-bit down counter that can be used to reset the MCU when
the counter underflows because the system has run out of control and is unable to refresh the
WDT. In addition, the WDT can be used to generate a non-maskable interrupt or an underflow
interrupt or watchdog timer reset.

See section 23, Watchdog Timer (WDT).

Independent Watchdog Timer (IWDT)

The Independent Watchdog Timer (IWDT) consists of a 14-bit down counter that must be
serviced periodically to prevent counter underflow. The IWDT provides functionality to reset

the MCU or to generate a non-maskable interrupt or an underflow interrupt. Because the timer
operates with an independent, dedicated clock source, it is particularly useful in returning the
MCU to a known state as a fail-safe mechanism when the system runs out of control. The IWDT
can be triggered automatically by a reset, underflow, refresh error, or a refresh of the count value
in the registers.

See section 24, Independent Watchdog Timer (IWDT).

Table 1.4 Event link

Feature

Functional description

Event Link Controller (ELC)

The Event Link Controller (ELC) uses the event requests generated by various peripheral
modules as source signals to connect them to different modules, allowing direct link between
the modules without CPU intervention.

See section 16, Event Link Controller (ELC).

Table 1.5

Direct memory access

Feature

Functional description

Data Transfer Controller (DTC)

A Data Transfer Controller (DTC) module is provided for transferring data when activated by an
interrupt request.
See section 15, Data Transfer Controller (DTC).
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Table 1.6 Timers

Feature

Functional description

General PWM Timer (GPT)

The General PWM Timer (GPT) is a 32-bit timer with GPT32 x 1 channel and a 16-bit timer
with GPT16 x 6 channels. PWM waveforms can be generated by controlling the up-counter,
down-counter, or the up- and down-counter. In addition, PWM waveforms can be generated for
controlling brushless DC motors. The GPT can also be used as a general-purpose timer.

See section 20, General PWM Timer (GPT).

Port Output Enable for GPT (POEG)

The Port Output Enable (POEG) function can place the General PWM Timer (GPT) output pins
in the output disable state
See section 19, Port Output Enable for GPT (POEG).

Low power Asynchronous General
Purpose Timer (AGT)

The Low Power Asynchronous General Purpose Timer (AGT) is a 16-bit timer that can be used
for pulse output, external pulse width or period measurement, and counting external events. This
timer consists of a reload register and a down counter. The reload register and the down counter
are allocated to the same address, and can be accessed with the AGT register.

See section 21, Low Power Asynchronous General Purpose Timer (AGT).

Realtime Clock (RTC)

The RTC has two operation modes, normal operation mode and low-consumption clock mode. In
each of the operation mode, the RTC has two counting modes, calendar count mode and binary
count mode, that are used by switching register settings. For calendar count mode, the RTC

has a 100-year calendar from 2000 to 2099 and automatically adjusts dates for leap years. For
binary count mode, the RTC counts seconds and retains the information as a serial value. Binary
count mode can be used for calendars other than the Gregorian (Western) calendar.

See section 22, Realtime Clock (RTC).

Table 1.7 Communication interfaces

Feature

Functional description

Serial Communications Interface (SCI)

The Serial Communications Interface (SCI) x 4 channels have asynchronous and synchronous
serial interfaces:

e Asynchronous interfaces (UART and Asynchronous Communications Interface Adapter

(ACIA))

e 8-bit clock synchronous interface

e Simple IIC (master-only)

e Simple SPI

e Smart card interface
The smart card interface complies with the ISO/IEC 7816-3 standard for electronic signals and
transmission protocol. SCIn (n = 0) has FIFO buffers to enable continuous and full-duplex
communication, and the data transfer speed can be configured independently using an on-chip
baud rate generator.
See section 25, Serial Communications Interface (SCI).

I2C bus interface (IIC)

The I2C bus interface (IIC) has 1 channel. The IIC module conforms with and provides a subset
of the NXP I2C (Inter-Integrated Circuit) bus interface functions.
See section 26, 12C Bus Interface (IIC).

Serial Peripheral Interface (SPI)

The Serial Peripheral Interface (SPI) has 1 channel. The SPI provides high-speed full-duplex
synchronous serial communications with multiple processors and peripheral devices.
See section 27, Serial Peripheral Interface (SPI).

Table 1.8 Analog (1 of 2)

Feature

Functional description

12-bit A/D Converter (ADC12)

A 12-bit successive approximation A/D converter is provided. Up to 13 analog input channels
are selectable. Temperature sensor output and internal reference voltage are selectable for
conversion.

See section 29, 12-Bit A/D Converter (ADC12).

Temperature Sensor (TSN)

The on-chip Temperature Sensor (TSN) determines and monitors the die temperature for
reliable operation of the device. The sensor outputs a voltage directly proportional to the die
temperature, and the relationship between the die temperature and the output voltage is fairly
linear. The output voltage is provided to the ADC12 for conversion and can be further used by
the end application.

See section 30, Temperature Sensor (TSN).
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Table 1.8 Analog (2 of 2)

Feature

Functional description

Low-Power Analog Comparator
(ACMPLP)

The Low-Power Analog Comparator (ACMPLP) compares a reference input voltage with an
analog input voltage. Comparator channels ACMPLPO and ACMPLP1 are independent of each
other.

The comparison result of the reference input voltage and analog input voltage can be read by
software. The comparison result can also be output externally. The reference input voltage can
be selected from either an input to the CMPREF:i (i = 0, 1) pin or from the internal reference
voltage (Vref) generated internally in the MCU.

The ACMPLP response speed can be set before starting an operation. Setting high-speed mode
decreases the response delay time, but increases current consumption. Setting low-speed mode
increases the response delay time, but decreases current consumption.

See section 31, Low Power Analog Comparator (ACMPLP).

Table 1.9 Human machine interfaces

Feature

Functional description

Capacitive Sensing Unit (CTSU2)

The Capacitive Sensing Unit (CTSU2) measures the electrostatic capacitance of the sensor.
Changes in the electrostatic capacitance are determined by software that enables the CTSU2
to detect whether a finger is in contact with the sensor. The electrode surface of the sensor is
usually enclosed with a dielectric film so that a finger does not come into direct contact with the
electrode.

See section 32, Capacitive Sensing Unit (CTSU2).

Table 1.10 Data processing

Feature

Functional description

Cyclic Redundancy Check (CRC)
calculator

The Cyclic Redundancy Check (CRC) generates CRC codes to detect errors in the data. The

bit order of CRC calculation results can be switched for LSB-first or MSB-first communication.
Additionally, various CRC-generation polynomials are available. The snoop function allows to
monitor the access to specific addresses. This function is useful in applications that require CRC
code to be generated automatically in certain events, such as monitoring writes to the serial
transmit buffer and reads from the serial receive buffer.

See section 28, Cyclic Redundancy Check (CRC).

Data Operation Circuit (DOC)

The Data Operation Circuit (DOC) compares, adds, and subtracts 16-bit data. When a selected
condition applies, 16-bit data is compared and an interrupt can be generated.
See section 33, Data Operation Circuit (DOC).

Table 1.11 Security

Feature

Functional description

AES

See section 36, AES Engine.

True Random Number Generator
(TRNG)

See section 37, True Random Number Generator (TRNG).
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Table 1.12 1/0 ports

Feature

Functional description

1/O ports

e |/O ports for the 64-pin LQFP/BGA/HWQFN
1/0O pins: 53
— Input pins: 3
— Pull-up resistors: 53
— N-ch open-drain outputs: 40
5-V tolerance: 3
) I/O ports for the 48-pin LQFP/HWQFN
1/0O pins: 37
— Input pins: 3
— Pull-up resistors: 37
— N-ch open-drain outputs: 26
5-V tolerance: 3
° I/O ports for the 36-pin LGA
1/0O pins: 27
— Input pins: 3
— Pull-up resistors: 27
— N-ch open-drain outputs: 17
5-V tolerance: 1
) I/O ports for the 32-pin LQFP/HWQFN
1/0O pins: 23
— Input pins: 3
— Pull-up resistors: 23
— N-ch open-drain outputs: 15
5-V tolerance: 1
° I/O ports for the 25-pin WLCSP
1/0 pins: 20
— Input pins: 1
— Pull-up resistors: 20
— N-ch open-drain outputs: 14
— 5-V tolerance: 3
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1.2 Block Diagram
Figure 1.1 shows a block diagram of the MCU superset. Some individual devices within the group have a subset of the
features.
Memory Bus Arm Cortex-M23 System
128 KB code flash | MPU | | | | POR/LVD | Clocks
MOSC/SOSC
4 KB data flash
| | (H/MIL) OCO
DTC | Test and DBG Interface | | ICU | | CAC |
Register write
| KINT | protection
Timers Communication interfaces Human machine interfaces
GPT32 x 1 CcTsu
GPT16 x 6 SClIx 4
AGT x 2 G x 1
RTC SPI x 1
WDT/IWDT
Event link Data processing Analogs
ELC CRC ADC12 | | TSN
Security DOC ACMPLP x 2
AES + TRNG
Note:  Not available on all parts
Figure 1.1 Block diagram
1.3 Part Numbering

Figure 1.2 shows the product part number information, including memory capacity and package type. Table 1.13 shows a

list of products.
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R7FA2EA1

A

—l; Production identification code

Terminal material (Pb-free)
A: Sn (Tin) only

C: Others

Packing

A: Tray

U: Tray (Full tray)

B: Tray (Full carton)

H: Tape and reel

Package type

FM: LQFP 64 pins 0.5 mm pitch
FK: LQFP 64 pins 0.8 mm pitch
FL: LQFP 48 pins

FJ: LQFP 32 pins

NB: HWQFN 64 pins

NE: HWQFN 48 pins

NH: HWQFN 32 pins

BU: BGA 64 pins

LM: LGA 36 pins

DA: WLCSP 25 pins
Quality Grade

C: Industrial applications
D: Consumer applications

Operating temperature

2:-40°Cto 85°C
3:-40°C to 105°C

Code flash memory size
9: 128 KB

7: 64 KB

5: 32 KB

Feature set
Group name

Series name

RA family

Flash memory

Renesas microcontroller

Note: Check the order screen for each product on the Renesas website for valid symbols after the #.

Figure 1.2 Part numbering scheme
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Table 1.13 Product list (1 of 2)
Operating
Product part number Package code Code flash Data flash SRAM temperature
R7FA2E1A93CFM PLQP0064KB-C 128 4 16 -40 to +105°C
PLQP0064KL-A
R7FA2E1A93CFK PLQP0064GA-A
R7FA2E1A93CFL PLQP0048KB-B
PLQP0048KL-A
R7FA2E1A93CFJ PLQP0032GB-A
PLQP0032GE-A
R7FA2E1A93CNB PWQNO0064LB-A
R7FA2E1A93CNE PWQNO0048KC-A
R7FA2E1A93CNH PWQNOO032KE-A
R7FA2E1A93CBU PVBG0064LB-A
R7FA2E1A93CLM PWLGO0036KB-A
R7FA2E1A93CDA SUBG0025LB-A
R7FA2E1A92DFM PLQP0064KB-C -40 to +85°C
PLQP0064KL-A
R7FA2E1A92DFK PLQP0064GA-A
R7FA2E1A92DFL PLQP0048KB-B
PLQP0048KL-A
R7FA2E1A92DFJ PLQP0032GB-A
PLQP0032GE-A
R7FA2E1A92DNB PWQNO0064LB-A
R7FA2E1A92DNE PWQNO0048KC-A
R7FA2E1A92DNH PWQNOO032KE-A
R7FA2E1A92DBU PVBG0064LB-A
R7FA2E1A92DLM PWLGO0036KB-A
R7FA2E1A92DDA SUBG0025LB-A
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Table 1.13 Product list (2 of 2)
Operating
Product part number Package code Code flash Data flash SRAM temperature
R7FA2E1A73CFM PLQP0064KB-C 64 4 16 -40 to +105°C
PLQP0064KL-A
R7FA2E1A73CFK PLQP0064GA-A
R7FA2E1A73CFL PLQP0048KB-B
PLQP0048KL-A
R7FA2E1A73CFJ PLQP0032GB-A
PLQP0032GE-A
R7FA2E1A73CNB PWQNO0064LB-A
R7FA2E1A73CNE PWQNO0048KC-A
R7FA2E1A73CNH PWQNOO032KE-A
R7FA2E1A73CBU PVBG0064LB-A
R7FA2E1A73CLM PWLGO0036KB-A
R7FA2E1A73CDA SUBG0025LB-A
R7FA2E1A72DFM PLQP0064KB-C -40 to +85°C
PLQP0064KL-A
R7FA2E1A72DFK PLQP0064GA-A
R7FA2E1A72DFL PLQP0048KB-B
PLQP0048KL-A
R7FA2E1A72DFJ PLQP0032GB-A
PLQP0032GE-A
R7FA2E1A72DNB PWQNO0064LB-A
R7FA2E1A72DNE PWQNO0048KC-A
R7FA2E1A72DNH PWQNOO032KE-A
R7FA2E1A72DBU PVBG0064LB-A
R7FA2E1A72DLM PWLGO0036KB-A
R7FA2E1A72DDA SUBG0025LB-A
R7FA2E1A53CFL PLQP0048KB-B 32 4 16 -40 to +105°C
PLQP0048KL-A
R7FA2E1A53CFJ PLQP0032GB-A
PLQP0032GE-A
R7FA2E1A53CNE PWQNO0048KC-A
R7FA2E1A53CNH PWQNO032KE-A
R7FA2E1A53CLM PWLGO0036KB-A
R7FA2E1A53CDA SUBG0025LB-A
R7FA2E1A52DFL PLQP0048KB-B -40 to +85°C
PLQP0048KL-A
R7FA2E1A52DFJ PLQP0032GB-A
PLQP0032GE-A
R7FA2E1A52DNE PWQNO0048KC-A
R7FA2E1A52DNH PWQNOO032KE-A
R7FA2E1A52DLM PWLGO0036KB-A
R7FA2E1A52DDA SUBG0025LB-A
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14 Function Comparison
Table 1.14 Function Comparison (1 of 2)
EX3Z2|EXa2 |22 |c¥|22| 5|5 |5 2222|228 |8 |8
X X X X | X X X X| XX | XX [ XX [ x % X X | XX | XX x % x
X X X X | X XX X[ XX |[XX|XX X X X X X | XX | XX X X [
OO0 INNNN| OO NN nw (<] N~ n [ ;) NN~ n v [-;} ~ n
B e e B e < < < e R et I =
W W W W W WWW|WW | WWw | Www w w w WW | WWw (wWww w w w
ANANNN  NNNN| NN N N N N N N N N N N N N N N N N
il il o B o B - I - - o B R
NN NMNNINNMNNNINN N~ NI~ ~ ~ ~ N~ NI~ ~N I~ ~ ~ ~
Parts number e | ey | e e | o 14 14 14 e e o 14 14 14
Pin count 64 48 36 32 25
Package LQFP/HWQFN/BGA LQFP/HWQFN LGA LQFP/HWQFN WLCSP
Code flash memory 128 KB 64 KB 128 64 32 128 64 32 128 64 32 128 64 32
KB KB KB KB KB KB KB KB KB KB KB KB
Data flash memory 4 KB 4 KB 4 KB 4 KB 4 KB
SRAM(Parity) 16 KB 16 KB 16 KB 16 KB 16 KB
System CPU clock 48 MHz 48 MHz 48 MHz 48 MHz 48 MHz
Sub clock Yes Yes Yes Yes No
oscillator
ICU Yes Yes Yes Yes Yes
KINT 8 5 4 4 4
Event ELC Yes Yes Yes Yes Yes
control
DMA DTC Yes Yes Yes Yes Yes
Timers GPT32 1 (PWM outputs: 2) | 1 (PWM outputs: 2) | 1 (PWM outputs: 2) | 1 (PWM outputs: 2) | 1 (PWM outputs: 2)
GPT16 6 (PWM outputs: 12) 6 (PWM outputs: 6 (PWM outputs: 8) | 6 (PWM outputs: 7) | 6 (PWM outputs: 9)
12)
AGT 2 2 2 2 2
RTC Yes Yes Yes Yes Yes (Clock source:
LOCO only)
WDT/IWDT Yes Yes Yes Yes Yes
Communicat | SCI 4 4 3 3 3
ion
1C 1 1 1 1 1
SPI 1 1 1 1 1
Analog ADC12 13 13 12 10 8
ACMPLP 2 2 2 2 2
TSN Yes Yes Yes Yes Yes
HMI CTSU 30 (CFC:18) 20 (CFC:15) 14 (CFC:12) 11 (CFC:11) 10 (CFC : 9)
Data CRC Yes Yes Yes Yes Yes
processing
DOC Yes Yes Yes Yes Yes
Security AES & TRNG AES & TRNG AES & TRNG AES & TRNG AES & TRNG
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Function Comparison (2 of 2)

Table 1.14

Vaxxsvi3cv4ly

Vaxx.,vi3evily

Vaxxevi3zv4ly

20

20

14

HNXXGV132Vd4.Ld
rdXXGVIIevd.LY

HNXXLV13evd4.ly
AXXLV 1 3CV4LY

HNXX6V13ZV4.ld
rdXX6VI3evd4.Ly

23

23

15

NIXXGV13ev4.LY

INTIXXLV 1 3ev4LY

NTIXX6V13eV4.LY

27

27

17

ANXXGV 1 ICV4LY
14XXGVIev4LY

ANXXLV13ZV4.LY
14XXLV V4 LY

IANXX6V13ZV4LYH
1dxx6VI3evd.Lly

37

37

26

aNXX.Vi3ev4.Lld
Naxx.vi3aev4ly
MAXXLV13ICV4LY
INAXXLV 13Vl

aNXX6Vi3evd4Lld
nNaxxeviaev4Lly
MAXX6V1ITV4LY
INdXX6V 13TVl

53

53

40

Parts number

1/0 pins

Input pins

Pull-up

resistors

N-ch open-

drain

outputs

5-V

tolerance

1/O ports
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1.5 Pin Functions

Table 1.15 Pin functions (1 of 3)
Function Signal 110 Description
Power supply VCC Input Power supply pin. Connect it to the system power supply. Connect
this pin to VSS by a 0.1-yF capacitor. Place the capacitor close to
the pin.

VCL 110 Connect this pin to the VSS pin by the smoothing capacitor used to
stabilize the internal power supply. Place the capacitor close to the
pin.

VSS Input Ground pin. Connect it to the system power supply (0 V).

Clock XTAL Output Pins for a crystal resonator. An external clock signal can be input
through the EXTAL pin.

EXTAL Input

XCIN Input Input/output pins for the sub-clock oscillator. Connect a crystal
resonator between XCOUT and XCIN.

XCOUT Output

CLKOUT Output Clock output pin

Operating mode control MD Input Pin for setting the operating mode. The signal level on this pin must
not be changed during operation mode transition on release from
the reset state.

System control RES Input Reset signal input pin. The MCU enters the reset state when this
signal goes low.

CAC CACREF Input Measurement reference clock input pin

On-chip debug SWDIO 1/0 Serial wire debug data input/output pin

SWCLK Input Serial wire clock pin

Interrupt NMI Input Non-maskable interrupt request pin

IRQO to IRQ7 Input Maskable interrupt request pins

GPT GTETRGA, GTETRGB Input External trigger input pins

GTIOCnA (n=0,4109), |I/O Input capture, output compare, or PWM output pins

GTIOCnB (n=0,4t09)

GTIU Input Hall sensor input pin U

GTIV Input Hall sensor input pin V

GTIW Input Hall sensor input pin W

GTOUUP Output 3-phase PWM output for BLDC motor control (positive U phase)

GTOULO Output 3-phase PWM output for BLDC motor control (negative U phase)

GTOVUP Output 3-phase PWM output for BLDC motor control (positive V phase)

GTOVLO Output 3-phase PWM output for BLDC motor control (negative V phase)

GTOWUP Output 3-phase PWM output for BLDC motor control (positive W phase)

GTOWLO Output 3-phase PWM output for BLDC motor control (negative W phase)

AGT AGTEEO, AGTEE1 Input External event input enable signals

AGTIOO0, AGTIO1 1/0 External event input and pulse output pins

AGTOO0, AGTO1 Output Pulse output pins

AGTOAO, AGTOA1 Output Output compare match A output pins

AGTOBO, AGTOB1 Output Output compare match B output pins

RTC RTCOUT Output Output pin for 1-Hz or 64-Hz clock
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Table 1.15 Pin functions (2 of 3)
Function Signal 110 Description
SClI SCKn (n=01t02,9) 1/0 Input/output pins for the clock (clock synchronous mode)
RXDn (n=0t02,9) Input Input pins for received data (asynchronous mode/clock synchronous
mode)
TXDn (n=0to02,9) Output Output pins for transmitted data (asynchronous mode/clock
synchronous mode)
CTSn_RTSn(n=0to 2, |l/O Input/output pins for controlling the start of transmission and
9) reception (asynchronous mode/clock synchronous mode), active-
low.
SCLn(n=0to02,9) 110 Input/output pins for the IIC clock (simple 1IC mode)
SDAn (n=0t02,9) 1/0 Input/output pins for the IIC data (simple 1IC mode)
SCKn(n=0t02,9) 1/0 Input/output pins for the clock (simple SPI mode)
MISOn (n=0to 2, 9) 110 Input/output pins for slave transmission of data (simple SPI mode)
MOSIn (n=0to 2, 9) 1/0 Input/output pins for master transmission of data (simple SPI mode)
SSn(n=0t02,9) Input Chip-select input pins (simple SPI mode), active-low
lIc SCLn (n=0) 1/0 Input/output pins for the clock
SDAnN (n =0) 1/0 Input/output pins for data
SPI RSPCKA 110 Clock input/output pin
SSLAO 1/0 Input or output pin for slave selection
SSLA1 to SSLA3 Output Output pins for slave selection
MOSIA 1/0 Input or output pins for data output from the master
MISOA 1/0 Input or output pins for data output from the slave
Analog power supply AVCCO Input Analog power supply pin for the ADC12
AVSSO Input Analog ground pin for the ADC12
VREFHO Input Analog reference voltage supply pin for the ADC12. Connect this pin
to AVCCO when not using the ADC12.
VREFLO Input Analog reference ground pin for the ADC12. Connect this pin to
AVSSO0 when not using the ADC12.
ADC12 ANO0O0O to ANO10, ANO17 | Input Input pins for the analog signals to be processed by the A/D
to AN022 converter.
ADTRGO Input Input pin for the external trigger signals that start the A/D
conversion, active-low.
ACMPLP VCOUT Output Comparator output pin
CMPREF0, CMPREF1 Input Reference voltage input pins
CMPINO, CMPIN1 Input Analog voltage input pins
CTSU TS00, TS02-CFC, TS04 | Input Capacitive touch detection pins (touch pins)
to TS07, TS08-CFC to
TS16-CFC, TS17, TS18,
TS21 to TS25, TS26-CFC
to TS28-CFC, TS30-CFC
to TS34-CFC
TSCAP — Secondary power supply pin for the touch driver
KINT KRO0O to KR0O7 Input Key interrupt input pins
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Table 1.15 Pin functions (3 of 3)
Function Signal 110 Description
1/O ports P000 to P004, P010 to 1/0 General-purpose input/output pins
P015
P100 to P113 1/0 General-purpose input/output pins
P200 Input General-purpose input pin
P201, P204 to P208, 1/0 General-purpose input/output pins
P212, P213
P214, P215 Input General-purpose input pins
P300 to P304 1/0 General-purpose input/output pins
P400 to P403, P407 to 1/0 General-purpose input/output pins
P411
P500 to P502 1/0 General-purpose input/output pins
P913 to P915 1/0 General-purpose input/output pins
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1.6 Pin Assignments

Figure 1.3 to Figure 1.8 show the pin assignments from the top view.
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P500 [ 49 32 [] P300/SWCLK
P501 [ 50 31 [] P301
P502 [] 51 30 ] P302
P015 [| 52 29 [ ] P303
P014 [] 53 28 [] P304
P013 [ 54 27 [_] P200
P012 [] 55 26 ] P201/MD
AVCCO [| 56 25 ] RES
AVSSO [] 57 24 [ ] P204
PO11/VREFLO [_| 58 23 ] P205
PO10/VREFHO [] 59 22 [ ] P206
P004 [ 60 21 ] P207
P003 [] 61 20 ] P208
P002 [| 62 19 [] P913
Poo1 [ 63 Q 18 [ P914
P000 [ 64 17 [] P915
- N ot O ~ 0o o0 2 T 8 0 ¥ v 9
HEEEREREREREEEEEREREREREREEE
85880 25382282885
- O ~ ~
3333 >8g>EES8FFida
L% ® W
N S ~ 9
o N O o
o o

Note:  Exposed die pad of QFN is recommended to connect to VSS or Open.

Figure 1.3

Pin assignment for LQFP/QFN 64-pin (top view)
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A B C D E F G H
P108/ P300/
8 P100 P101 P102 VSS VCC P112 SWDIO | SWCLK 8
7 P015 P500 P103 P104 P113 P111 P110 P301 7
6 P014 P013 P501 P105 P106 P107 P109 P302 6
5| AVCCO P012 P502 P207 P206 P205 P304 P303 5
4 | AVSSO PO11/ P004 P914 P913 P208 P201/MD P200 4
VREFLO
P010/ P213/
3 VREFHO P003 P0O00O P915 XTAL P411 RES P204 3
2 P002 P001 P402 P403 P212/ P410 P409 P408 2
EXTAL
P215/ P214/
1 P400 P401 VCL XCIN XCOUT VSS VCC P407 1
A B C D E F G H
Figure 1.4 Pin assignment for BGA 64-pin (top view, pad side down)
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P500 [ 37 24 ] P300/SWCLK
P015 [ 38 23 || P301
P014 [ 39 22 || P302
P013 [] 40 21 ] P200
P012 [] 41 20 L] P201/MD
AVCCO [ 42 19 ] RES
AVSSO [ ] 43 18 ] P206
P011/VREFLO [| 44 17 L] P207
PO10/VREFHO [| 45 16 L] P208
P002 [ 46 15 L] P913
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P000 [ | 48 13 L] P915
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Note:  Exposed die pad of QFN is recommended to connect to VSS or Open.

Figure 1.5 Pin assignment for LQFP/QFN 48-pin (top view)
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A B C D E F
PO15 P100 P112 P111 Smg?é) ST/\IISgOL/K
P0O14 P0O13 P101 P110 P200 P207
AVCCO P012 P102 P109 P201/MD P208
avsso | oot 1 opros | B2 1 REs | pot3
V;(I)ELOAO PO00O P001 I;?'I!AZ\/L P407 P914
ve | PEIST | P21 vss | vec | pots
A B C D E F
Figure 1.6 Pin assignment for LGA 36-pin (top view, pad side down)
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P015 [ 25 16 [ ] P300/SWCLK
P014 [ ] 26 15 [ ] P200
P013 [| 27 14 [_] P201/MD
P012 [ 28 13 | ] RES
AVCCO [ ] 29 12 [ ] P207
AVSSO [ ] 30 11 ] P208
PO11/VREFLO [] 31 Q 10 [ P913
P010/VREFHO [ ] 32 9 [ ] P914
- N O ¥ O © ©~ ©
HERERERERERERE
4 Z = 0 4 a9 O N~
O 75 2w « < O 29
O
> X 8 > E 5 > N
woX s W
b ~~ - (qV]
B3 MY
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Note:  Exposed die pad of QFN is recommended to connect to VSS or Open.
Figure 1.7 Pin assignment for LQFP/QFN 32-pin (top view)
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A B C D E
P110 P112 P102 P103 P101
P300/

SWCLK P109 P100 PO14 P015
P108/
RES SWDIO P200 VCC VSS
PO11/ PO10/
P204 | P201/MD VCL VREFLO | VREFHO
P212/ P213/
P407 EXTAL XTAL P401 P400
A B C D E

Figure 1.8

Pin assignment for WLCSP 25-pin (top view, pad side down)
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1.7 Pin Lists

Table 1.16 Pin list (1 of 3)

Pin number Timers Communication interfaces Analogs HMI
£ £ £
A & 2| c £ .
2. |3 .|8|8]| g2 _
EISIE|[E(E|8| 32 |, g o .
gl3|C|e|Q |a - = o ) 5
| |la|®|x|g 8 X S 10 [ > £
138|388 |2| 288 | 2| & £8 & g 5 z g 3 2 g
S|la|S (2|2 |2| 255 IS < o ] [ @ e & < < o E
1 Al |1 — |— | E1 | CACREF_ | P400 | AGTIO1_C | — GTIOC9A_ | — SCKO_B/ SCLO_A — — — — IRQO_A
c A SCK1_B
2 |B1 |2 |— [— |D1 P401 | — GTETRGA | GTIOC9B_ | — CTSO_RTS | SDAO_A — — — — IRQ5
B A 0_B/
SS0_B/
TXD1_B/
MOSI1_B/
SDA1_B
3 c2|l— |- |[— |- P402 | AGTIOO_E/ | — — — RXD1_B/ — — — — TS18 IRQ4
AGTIO1_D MISO1_B/
SCL1_B
4 |D2|— [— |— |— P403 | AGTIOO_F/ | — — — CTS1_RTS | — — — — TS17 —
AGTIO1_E 1_B/SS1_B
5 [c1 |3 [A1 |1 c2 | veL — — — — — — — — — — —
6 |D1 |4 B1 |2 [— |XCIN P215 [ — — — — — — — — — — —
7 |E1 |5 |c1 |3 [— |xcouT P214 | — — — — — — — — — — —
8 |F1 |6 D1 |4 |[E3 |vss — — — — — — — — — — —
9 |E3 |7 [D3 |5 |C1 |XTAL P213 | — GTETRGA | GTIOCOA_ | — TXD1_A/ — — — — — IRQ2_B
D D MOSI1_A/
SDA1_A
10 |E2 |8 D2 |6 B1 | EXTAL P212 | AGTEE1 GTETRGB | GTIOCOB_ | — RXD1_A/ — — — — — IRQ3_B
D D MISO1_A/
SCL1_A
1[Gt |9 |E1 |7 |D3 |vceC — — — — — — — — — — —
12 |8 [— |— |— |— P411 | AGTOA1 GTOVUP_ | — — TXDO_B/ — MOSIAB | — — TS7 IRQ4_B
B MOSI0_B/
SDAO_B
B|IR2|—|—|—|— P410 | AGTOB1 GTOVLO_ | — — RXD0_B/ — MISOA_B — — TS6 IRQ5_B
B MISO0_B/
SCLO_B
14 (G2 (10 |— |— [— P409 | — GTOWUP_ | — — — — — — — TS5 IRQ6_B
B
15 |H2 [11 |— |[— |— P408 | — GTOWLO_ | — — CTS1_RTS | SCLO_C — — — TS4 IRQ7_B
B 1_D/SS1_D
16 |H1 [12 |E2 |8 |A1 P407 [ AGTIOO_C | — — RTCOUT CTSO_RTS | SDAO_B — ADTRGO_B | — — —
0_D/SS0_D
17 |D3 |13 [F1 |— |— P15 | — — — — — — — — — — —
18 | D4 [14 |F2 |9 |— P914 | AGTOA1_A | GTETRGB | — — — — — — — — —
_F
19 |E4 [15 |F3 [10 | — P913 [ AGTIO1_F | GTETRGA | — — — — — — — — —
_F
20 |F4 |16 |F4 |11 | — P208 | AGTOBO_A | — — — — — — — — — —
21 | D5 |17 |F5 [12 | — P207 | — — — — — — — — — — —
22 |E5 |18 |[— [— |— P206 | — GTIU_A — — RXDO_D/ | — — — — — IRQO
MISO0_D/
SCLO_D
23 |F5 |— |— |[— |— |CLKOUT_A | P205 | AGTO1 GTIV_A — — TXDO_D/ — — — — — IRQ1
MOSI0_D/
SDAO_D/
CTS9_RTS
9_A/SS9_A
24 |H3 [ — | — | — | A2 [ CACREF_ | P204 | AGTIO1_A | GTIW_A — — SCKO0_D/ SCLO_B — — — TSO —
A SCK9_A
25 |G3 |19 |E3 [13 | A3 [RES — — — — — — — — — — —
26 | G4 |20 |E4 [14 | B2 [MD P201 [ — — — — — — — — — — —
27 |H4 (21 |E5 |16 | C3 P200 | — — — — — — — — — — NMmI
28 |65 |— |— [— |— P304 | — — — — — — — — — — —
29 |[H5 | — [— [— |— P303 | — — — — — — — — — TS2-CFC | —
30 |H6 |22 [— [— | — P302 | — GTOUUP_ | GTIOC7A_ | — TXD2_A/ — — — — TS8-CFC IRQ5_A
A A MOSI2_A/
SDA2_A
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Table 1.16 Pin list (2 of 3)

Pin number Timers Communication interfaces Analogs HMI
c c c
2 2 2 ¢ £ .
3. |8|.[8|® 2
Els|E|s|E|R| &3 & o o
Gls|c|&|8|ea a £ 3 = g
||z |o|a|8| 8¢ g 0 i > 2
Elg|&|s|8|g| 282 | &8 | 58 | 3 g 3 5 8 3 2 g
g|8|9|9|9|s| &8 <] < o 5] & @ e & < < ) E
31 |H7 |23 [— [— [— P301 | AGTIOO_D | GTOULO_ | GTIOC7B_ | — RXD2_ A/ | — — — — TS9-CFC | IRQ6_A
A A MISO2_A/
scL2_A/
CTS9_RTS
9_D/SS9_D
32 |H8 [24 [F6 [16 [A4 | SWCLK P300 | — GTOUUP_ | GTIOCOA_ | — — — — — — — —
[¢] A
33 |G8 |25 [E6 [17 [B3 | SwbDiO P108 | — GTOULO_ | GTIOCOB_ | — CTS9_RTS | — — — — — —
[¢] A 9_B/SS9_B
34 | G6 |26 [D4 |18 [B4 | CLKOUT.B | P109 | — GTOVUP_ | GTIOC4A_ | — SCK1_E/ | — — — — TS10-CFC | —
A A TXD9_B/
MOSI9_B/
SDA9_B
35 | G7 |27 [D5 [19 [A5 P10 | — GTOVLO_ | GTIOC4B_ | — CTS2_RTS | — — — vcouT TS11-CFC | IRQ3_A
A A 2.8/
$S2_B/
RXD9_B/
MISO9_B/
SCL9_B
36 |F7 |28 [D6 |[— [— P111 | AGTOAO — GTIOCBA_ | — SCK2. B/ | — — — — TS12-CFC | IRQ4_A
A SCK9_B
37 |F8 |29 [ce [20 [B5 P112 | AGTOBO — GTIOC6B_ | — SCK1_D/ | — — — — TSCAP —
A TXD2_B/
MOSI2_B/
SDA2_B
38 |E7 |[— [— [— [— P13 | — — — — — — — — — TS27-CFC | —
39 |E8 [30 [— |— |[— [vece — — — — — — — — — — —
40 |D8 |31 |— |— |— |vss — — — — — — — — — — —
4 |F6 | — |— |— |— P107 | — — — — — — — — — — KRO7
2 |6 |— |— |— |— P106 | — — — — — — SSLA3_ A | — — — KR06
43 D6 | — |— |— |— P105 | — GTETRGA | GTIOC4A_ | — — — SSLA2 A | — — TS34-CFC | KROS5/
C B IRQO_B
4 |D7 |32 |— |— |— P104 | — GTETRGB | GTIOC4B_ | — RXDO_C/ | — SSLA1. A | — — TS13-CFC | KRO4/
B B MISO0_C/ IRQ1_B
SCLO_C
45 |C7 |33 |C3 |21 | D5 P103 | — GTOWUP_ | GTIOC5A_ | — CTSO_RTS | — SSLAO_A | ANO19™ CMPREF1 | TS14-CFC | KRO3
A A 0_A/SSO_A
46 | C8 |34 |Cc4 |22 |C5 P102 | AGTOO GTOWLO_ | GTIOC5B_ | — SCKO_A/ | — RSPCKA_ | ADTRGO_A | CMPIN1 TS15-CFC | KR02
A A TXD2_D/ A /AN020"
MOSI2_D/
SDA2_D
47 |B8 |35 | C5 |23 |E5 P101 | AGTEEO GTETRGB | GTIOC8A_ | — TXDO_A/ SDAO_C MOSIA_A | ANO21"1 CMPREFO | TS16-CFC | KRO1/
_A A MOSI0_A/ IRQ1_A
SDAO_A/
CTS1_RTS
1_A/SS1_A
48 | A8 |36 |B6 |24 |cC4 P100 | AGTIOO_A | GTETRGA | GTIOC8B_ | — RXDO_A/ | SCLO_D MISOA_A | AN022"1 CMPINO TS26-CFC | KROO/
_A A MISO0_A/ IRQ2_A
SCLO_A/
SCK1_A
49 |B7 |37 |— |— |— P500 | — GTIU_B GTIOC5A_ | — — — — — — — —
B
50 |c6 |— [— [— [— P501 | — GTIV_B GTIOC5B_ | — TXD1_C/ | — — ANO17 — — —
B MOSI1_C/
SDA1_C
51 |C5 |— [— [— [— P502 | — GTIW_B — — RXD1_C/ | — — ANO18 — — —
MISO1_C/
SCL1_C
52 | A7 |38 [A6 |25 |E4 PO15 | — — — — — — — ANO10 — TS28-CFC | IRQ7_A
53 | A6 [39 [A5 [26 [D4 PO14 | — — — — — — — ANO009 — — —
54 |B6 |40 [B5 |27 [— PO13 | — — — — — — — ANO008 — TS33-CFC | —
55 | B5 |41 [B4 [28 [— PO12 | — — — — — — — ANO007 — TS32-CFC | —
56 | A5 |42 [A4 [29 [— |AvcCo — — — — — — — — — — —
57 | A4 |43 [A3 [30 | — [Avsso — — — — — — — — — — —
58 | B4 |44 [B3 |31 [D2 |VREFLO PO | — — — — — — — ANO006 — TS31-CFC | —
59 | A3 |45 [A2 [32 [E2 |VREFHO PO10 | — — — — — — — ANO005 — TS30-CFC | —
60 [C4 |— |[— [— |— P004 | — — — — — — — AN004 — TS25 IRQ3
61 [B3 |— |— |— |— P003 | — — — — — — — ANO003 — TS24 —
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Table 1.16 Pin list (3 of 3)

Pin number Timers Communication interfaces Analogs HMI

c c c

2 2 2 ¢ £ .

S |s[.|8|2| & g

Z|2|Z|s|E|&R| a2 & A =
S(3|9|g|g || 22 £ 8 = 5
slelz]|*®|= a 8 ¥ 3 10 [ = =
(3|55 (5|g| 888 o| & 58 5 g 3 o 5 8 g 2 g
Jla|a|afla|= ado = < oo o @ (7] = n < < () =
62 |A2 |46 |— |— |— P002 | — — — — — — — ANO002 — TS23 IRQ2
63 [B2 |47 |C2 | — PO01 | — — — — — — — ANO001 — TS22 IRQ7
64 |C3 |48 |B2 | — | — P000 | — — — — — — — ANO0O — TS21 IRQ6

Note:  Several pin names have the added suffix of _A, _B, _C, _D, _E and _F. The suffix can be ignored when assigning functionality.

Note 1. Unsupport in 64-pin product
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2.CPU

2. CPU

The MCU is based on the Arm® Cortex®-M23 core.
2.1 Overview

211 CPU

e Arm Cortex-M23
— Revision: r1p0-00rel0
— Armv8-M architecture profile

Main Extension is not implemented

Single-cycle integer multiplier

19-cycle integer divider

e Memory Protection Unit (MPU)
— Armv8 Protected Memory System Architecture
— 8 protected regions

e SysTick timer
— Driven by SYSTICCLK (LOCO) or ICLK

See reference 1. and reference 2. in section 2.8. References for details.

2.1.2 Debug

e Arm® CoreSight™ MTB-M23
— Revision: r0p0-00rel0
— Buffer size: 1 KB of 16-KB MTB SRAM
Data Watchpoint Unit (DWT)
— 2 comparators for watchpoints
Flash Patch and Break point Unit (FPB)
— 4 instruction comparators
CoreSight Debug Access Port (DAP)
— Serial Wire-Debug Port (SW-DP)
Debug Register Module (DBGREG)

— Reset control

— Halt control
See reference 1. and reference 2. in section 2.8. References for details.

213 Operating Frequency

The operating frequencies for the MCU are as follows:
e CPU: maximum 48 MHz
e Serial Wire Debug (SWD) interface: maximum 12.5 MHz

214 Block Diagram
Figure 2.1 shows a block diagram of the Cortex-M23 core.
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From: OCD Emulator (SWD)

——> OCD Access
————> Trace/debug data

From: System bus

@ Cortex®-M23 integration )
v 4 N
SWJ-DP Cortex-M23
CM23 core [Z
DAP IC <210 nvic > MTB
APB-AP > DWT Snant
DBGREG
|OCDREG DBGREG |
To: System control
v v >
ALa e > ROM Table|
—# ’__# \l{ ‘ s FPB ROM Table
Bus matrix
- J
S J
v
To: System bus
Figure 2.1 Cortex-M23 block diagram

2.2

Table 2.1 shows the implementation options of the MCU.

Implementation Options

Table 2.1 Implementation options (1 of 2)

Option Implementation

Non-secure MPU Included, 8 protect regions

Secure MPU Not included
Security extension Not included
Single-cycle multiplier Included

Divider Included, 19 cycles
Number of interrupts 32

Number of Wakeup Interrupt Controllers | Not included

(WIC)

Cross Trigger Interface (CTI) Not included

Micro Trace Buffer (MTB) Included
Embedded Trace Macrocell (ETM) Not included
Multi-drop support for serial wire Not supported

Sleep mode power saving
Power Modes.
Note: = SCB.SCR.SLEEPDEEP is ignored.

Sleep mode and other low power modes are supported. For more details, see section 10, Low

Endianness Little-endian

RO1UH0852EJ0150 Rev.1.50
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Table 2.1 Implementation options (2 of 2)
Option Implementation
SysTick Included
SYST_CALIB register (0x4000_0147) Bit [31]=0 Reference clock provided
Bit [30] = 1 TENMS value is inexact
Bits [29:24] = 0x00 Reserved
Bits [23:0] = 0x000147 TENMS: (32768 x 10 ms) - 1/32.768 kHz
= 326.66 decimal
= 327 with skew
= 0x000147
Event input/output Not implemented
System reset request output The SYSRESETREQ bit in Application Interrupt and Reset Control Register causes a CPU reset
Auxiliary fault inputs (AUXFAULT) Not implemented
2.3 SWD Interface
Table 2.2 shows the SWD pins.
Table 2.2 SWD pins
Name /10 Function When not in use
SWCLK Input Serial wire clock pin Pull-up
SWDIO 1/0 Serial wire data 1/O pin Pull-up
24 Debug Function
241 Debug Mode Definition
Table 2.3 shows the CPU debug modes and usage conditions.
Table 2.3 CPU debug mode and conditions
Conditions Mode
OCD connect SWD authentication Debug mode Debug authentication?
Not connected — User mode Disabled
Connected Failed User mode Disabled
Connected Passed OCD mode Enabled

Note 1. OCD connect is determined by the CDBGPWRUPREQ bit output in the SWJ-DP register. The bit can only be written by the OCD.
However, the level of the bit can be confirmed by reading the DBGSTR.CDBGPWRUPREQ bit.

Note 2. Debug authentication is defined by the Armv8-M Architecture. Enabled means that both invasive and non-invasive CPU debugging
are permitted. Disabled means that both are not permitted.

242 Debug Mode Effects

This section describes the effects of debug mode, which occur both internally and externally to the CPU.

24.21 Low power mode

All CoreSight debug components can store the register settings even when the CPU enters Software Standby, or Snooze
mode. However, AHB-AP cannot respond to On-Chip Debug (OCD) access in these low power modes. The OCD must

wait for cancellation of the low power mode to access the CoreSight debug components. To request low power mode
cancellation, the OCD can set the DBIRQ bit in the MCUCTRL register. For details, see section 2.5.6.3. MCUCTRL : MCU
Control Register.

2422 Reset
In OCD mode, some resets depend on the CPU status and the DBGSTOPCR register setting.
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Table 2.4 Reset or interrupt and mode setting

Reset or interrupt name

Control in On-Chip Debug (OCD) mode

OCD break mode OCD run mode

RES pin reset

Same as user mode

Power-on reset

Same as user mode

Independent watchdog timer reset/interrupt

Does not occur’!

Depends on DBGSTOPCR setting

Watchdog timer reset/interrupt

Does not occur'!

Depends on DBGSTOPCR setting

Voltage monitor O reset

Depends on DBGSTOPCR setting

Voltage monitor 1 reset/interrupt

Depends on DBGSTOPCR setting

Voltage monitor 2 reset/interrupt

Depends on DBGSTOPCR setting

SRAM parity error reset/interrupt

Depends on DBGSTOPCR setting

Bus master MPU error reset/interrupt

Same as user mode

Bus slave MPU error reset/interrupt

Same as user mode

CPU stack pointer error reset/interrupt

Same as user mode

Software reset

Same as user mode

Note:
Note 1. The IWDT and WDT always stop in this mode.

2.5 Programmers Model

2.5.1 Address Spaces

The MCU debug system includes two CoreSight Access Ports (AP):

In OCD break mode, the CPU is halted. In OCD run mode, the CPU is in OCD mode and the CPU is not halted.

o AHB-AP, which is connected to the CPU bus matrix and has the same access to the system address space as the CPU
o APB-AP, which has a dedicated address space (OCD address space) and is connected to the OCDREG registers.

Figure 2.2 shows a block diagram of the AP connection and address spaces.

SWD
g———> SWJ-DP |—>

DAP
IC

________________________

________________________

________________________

Figure 2.2 SWD authentication block diagram

For debugging purposes, there are two register modules, DBGREG and OCDREG. DBGREG is located in the system
address space and can be accessed from the OCD emulator, the CPU, and other bus masters in the MCU. OCDREG is
located in the OCD address space and can only be accessed from the OCD tool. The CPU and other bus masters cannot

access OCDREG.

RO1UH0852EJ0150 Rev.1.50
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252

Cortex-M23 Peripheral Address Map

In the system address space, the Cortex-M23 core has a Private Peripheral Bus (PPB) that can only be accessed from the
CPU and OCD emulator. Table 2.5 shows the address map of the MCU.

Table 2.5 Cortex-M23 peripheral address map
Component name Start address End address Note
DWT 0xE000_1000 0xE000_1FFF See reference 2.
FPB 0xE000_2000 0xE000_2FFF See reference 2.
SCS 0xE000_EO000 0xEO000_EFFF See reference 2.
253 External Debug Address Map

In the system address space, the Cortex-M23 core has external debug components. These components can be accessed from
the CPU and other bus masters through the system bus. Table 2.6 shows the address map of the Cortex-M23 external debug
components.

Table 2.6 External debug address map

Component name

Start address

End address

Note

MTB (SRAM area)

0x2000_4000

0x2000_7FFF

MTB uses up to 1 KB as trace buffer
See reference 6. in section 2.8. References.

MTB (SFR area)

0x4001_9000

0x4001_9FFF

See reference 6. in section 2.8. References.

ROM Table

0x4001_A000

0x4001_AFFF

See reference 6. in section 2.8. References.

254 CoreSight ROM Table

The MCU contains one CoreSight ROM Table, which lists all components implemented in the user area.

2541 ROM entries

Table 2.7 shows the ROM entries. The OCD emulator can use the ROM entries to determine which components are
implemented in a system. See reference 4. for details.

Table 2.7 ROM entries

# Address Access size R/W Value Target module pointer
0 0x4001_A000 32 bits R 0x9FFF4003 SCS

1 0x4001_A004 32 bits R Ox9FFE7003 DWT

2 0x4001_A008 32 bits R 0x9FFE8003 FPB

3 0x4001_A00C 32 bits R OxFFFFF003 MTB

4 0x4001_A010 32 bits R 0x00000000 End of entries
254.2 CoreSight component registers

The CoreSight ROM Table lists the CoreSight component registers defined in the Arm CoreSight architecture.

Table 2.8 shows the registers. See reference 5. in section 2.8. References for details of each register.

Table 2.8 CoreSight component registers in the CoreSight ROM Table (1 of 2)

Name Address Access size R/W Initial value

MEMTYPE 0x4001_AFCC 32 bits R 0x00000001

PIDR4 0x4001_AFDO 32 bits R 0x00000004

PIDR5 0x4001_AFD4 32 bits R 0x00000000

PIDR6 0x4001_AFD8 32 bits R 0x00000000
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Table 2.8 CoreSight component registers in the CoreSight ROM Table (2 of 2)

Name Address Access size R/W Initial value
PIDR7 0x4001_AFDC 32 bits R 0x00000000
PIDRO 0x4001_AFEO 32 bits R 0x00000039
PIDR1 0x4001_AFE4 32 bits R 0x00000030
PIDR2 0x4001_AFES8 32 bits R 0x0000000A
PIDR3 0x4001_AFEC 32 bits R 0x00000000
CIDRO 0x4001_AFFO 32 bits R 0x0000000D
CIDR1 0x4001_AFF4 32 bits R 0x00000010
CIDR2 0x4001_AFF8 32 bits R 0x00000005
CIDR3 0x4001_AFFC 32 bits R 0x000000B1

255 DBGREG Module

The DBGREG module controls the debug functionalities and is implemented as a CoreSight-compliant component.

Table 2.9 shows the DBGREG registers other than the CoreSight component registers.

Table 2.9 Non-CoreSight DBGREG registers

Name DAP port Address Access size R/IW
Debug Status Register DBGSTR Port 0 0x4001_B000 32 bits R
Debug Stop Control Register DBGSTOPCR Port 0 0x4001_B010 32 bits R/W

2551 DBGSTR : Debug Status Register

Base address: DBG = 0x4001_B000
Offset address: 0x00

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CDBG | CDBG
Bit field: | — — |PWRU|PWRU| — — — — — — — — — — — —
PACK | PREQ
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Bit field: — — — — — — — — — — — — — — — —
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
27:0 — These bits are read as 0. R
28 CDBGPWRUPREQ | Debug power-up request R

0: OCD is not requesting debug power up
1: OCD is requesting debug power up

29 CDBGPWRUPACK | Debug power-up acknowledge R
0: Debug power-up request is not acknowledged
1: Debug power-up request is acknowledged

31:30 — These bits are read as 0. R

The DBGSTR register is a status register which indicates the state of the debug power-up request to the MCU from the
emulator.
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2552 DBGSTOPCR : Debug Stop Control Register

Base address: DBG = 0x4001_B000
Offset address: 0x10

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DBGS DBGS | DBGS | DBGS
Bit field: | — — — — — — — TOP_ | — — — — — | TOP_L|TOP_L | TOP_L
RPER VD2 VD1 VDO
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DBGS | DBGS
Bit field: | — — — — — — — — — — — — — — TOP_ | TOP_I
WDT WDT
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
Bit Symbol Function R/W
0 DBGSTOP_IWDT Mask bit for IWDT reset/interrupt in the OCD run mode R/W

In the OCD break mode, the reset/interrupt is masked and IWDT counter is stopped,
regardless of this bit value.

0: Enable IWDT reset/interrupt
1: Mask IWDT reset/interrupt and stop IWDT counter

1 DBGSTOP_WDT Mask bit for WDT reset/interrupt in the OCD run mode R/W
In the OCD break mode, the reset/interrupt is masked and WDT counter is stopped,
regardless of this bit value.

0: Enable WDT reset/interrupt
1: Mask WDT reset/interrupt and stop WDT counter

15:2 — These bits are read as 0. The write value should be 0. R/W

16 DBGSTOP_LVDO Mask bit for LVDO reset R/wW

0: Enable LVDO reset
1: Mask LVDO reset

17 DBGSTOP_LVD1 Mask bit for LVD1 reset/interrupt R/W

0: Enable LVD1 reset/interrupt
1: Mask LVD1 reset/interrupt

18 DBGSTOP_LVD2 Mask bit for LVD2 reset/interrupt R/W

0: Enable LVD2 reset/interrupt
1: Mask LVD2 reset/interrupt

23:19 — These bits are read as 0. The write value should be 0. R/W

24 DBGSTOP_RPER Mask bit for SRAM parity error reset/interrupt R/W

0: Enable SRAM parity error reset/interrupt
1: Mask SRAM parity error reset/interrupt

31:25 — These bits are read as 0. The write value should be 0. R/W

The Debug Stop Control Register (DBGSTOPCR) controls the functional stop in OCD mode. All bits in the register are
regarded as 0 when the MCU is not in OCD mode.

2553 DBGREG CoreSight component registers
The DBGREG module provides the CoreSight component registers defined in the Arm CoreSight architecture.

Table 2.10 shows the registers. See reference 4. in section 2.8. References for details of each register.

Table 2.10 DBGREG CoreSight component registers (1 of 2)

Name Address Access size R/IW Initial value
PIDR4 0x4001_BFDO 32 bits R 0x00000004
PIDR5 0x4001_BFD4 32 bits R 0x00000000
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Table 2.10 DBGREG CoreSight component registers (2 of 2)

Name Address Access size R/W Initial value
PIDR6 0x4001_BFD8 32 bits R 0x00000000
PIDR7 0x4001_BFDC 32 bits R 0x00000000
PIDRO 0x4001_BFEO 32 bits R 0x00000005
PIDR1 0x4001_BFE4 32 bits R 0x00000030
PIDR2 0x4001_BFES8 32 bits R 0x0000001A
PIDR3 0x4001_BFEC 32 bits R 0x00000000
CIDRO 0x4001_BFFO 32 bits R 0x0000000D
CIDR1 0x4001_BFF4 32 bits R 0x000000F0
CIDR2 0x4001_BFF8 32 bits R 0x00000005
CIDR3 0x4001_BFFC 32 bits R 0x000000B1

256 OCDREG Module

The OCDREG module are only accessible by the On-Chip Debug (OCD) emulator. OCDREG is implemented as a
CoreSight-compliant component.

Table 2.11 lists the OCDREG registers.

Table 2.11 OCDRERG registers

Name DAP port Address Access size R/W
ID Authentication Code Register 0 IAUTHO Port 1 0x8000_0000 32 bits w
ID Authentication Code Register 1 IAUTH1 Port 1 0x8000_0100 32 bits w
ID Authentication Code Register 2 IAUTH2 Port 1 0x8000_0200 32 bits w
ID Authentication Code Register 3 IAUTH3 Port 1 0x8000_0300 32 bits w
MCU Status Register MCUSTAT Port 1 0x8000_0400 32 bits R
MCU Control Register MCUCTRL Port 1 0x8000_0410 32 bits R/W

Note:  OCDREG is located in the dedicated OCD address space. This address map is independent from the system address map. See
section 2.5.2. Cortex-M23 Peripheral Address Map.

2.5.6.1 IAUTHN : ID Authentication Code Register (n = 0 to 3)

Four authentication registers are provided for writing the 128-bit key. These registers must be written in sequential order
from IAUTHn (n =0 to 3).

The initial value of the registers is all OXFFFFFFFF. This means that SWD access is initially permitted when the ID code in
the OSIS register has the initial value. See section 2.7.1. Unlock ID Code.

Base address: CPU_OCD = 0x8000_0000
Offset address: 0x000 + 0x100 x n

Bit position: 31 0
Bit field: IAUTHN: AID (32+32xn -1) to (32xn) bits
Value afterreset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
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256.2 MCUSTAT : MCU Status Register

Base address: CPU_OCD = 0x8000_0000
Offset address: 0x400

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: — — — — — — — — — — — — — — — —
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CPUS
Bit field: | — — — — — — — — — — — — — | Topc | CPYS | AuTH
LEEP
LK
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 1/0™ 1/0" 0
Bit Symbol Function R/W
0 AUTH Authentication status R

0: Authentication failed
1: Authentication succeeded

1 CPUSLEEP Sleep mode status R

0: CPUis notin Sleep mode
1: CPU in Sleep mode

2 CPUSTOPCLK CPU clock status R

0: CPU clock is not stopped.
1: CPU clock is stopped.

31:3 — These bits are read as 0. R

Note 1. Depends on the MCU status.

256.3 MCUCTRL : MCU Control Register

Base address: CPU_OCD = 0x8000_0000
Offset address: 0x410

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bitfield: | — — — — — — — — — — — — — — — —
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
P EDBG
Bitfield: | — — — — — — — |DBIRQ| — — — — — — — RQ
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 EDBGRQ External Debug Request R/W

Writing 1 to the bit causes a CPU halt. When the EDBGRAQ bit is set to 0 or the CPU is
halted, the EDBGRQ bit is cleared.

0: Debug event not requested

1: Debug event requested

71 — These bits are read as 0. The write value should be 0. R/W

8 DBIRQ Debug Interrupt Request R/W
Writing 1 to the bit wakes up the MCU from low power mode. The condition can be cleared
by writing 0 to the DBIRQ bit.

0: Debug interrupt not requested

1: Debug interrupt requested

31:9 — These bits are read as 0. The write value should be 0. R/W
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Note:  Set DBIRQ and EDBGRAQ to the same value.

2564 OCDREG CoreSight component registers
The OCDREG module provides the CoreSight component registers defined in the Arm CoreSight architecture.

Table 2.12 shows the registers. See reference 4. in section 2.8. References for details of each register.

Table 2.12 OCDREG CoreSight component registers

Name Address Access size R/W Initial value
PIDR4 0x8000_0OFDO 32 bits R 0x00000004
PIDR5 0x8000_0FD4 32 bits R 0x00000000
PIDR6 0x8000_0FD8 32 bits R 0x00000000
PIDR7 0x8000_OFDC 32 bits R 0x00000000
PIDRO 0x8000_O0FEO 32 bits R 0x00000004
PIDR1 0x8000_OFE4 32 bits R 0x00000030
PIDR2 0x8000_OFES8 32 bits R 0x0000000A
PIDR3 0x8000_OFEC 32 bits R 0x00000000
CIDRO 0x8000_OFF0 32 bits R 0x0000000D
CIDR1 0x8000_OFF4 32 bits R 0x000000F0
CIDR2 0x8000_OFF8 32 bits R 0x00000005
CIDR3 0x8000_OFFC 32 bits R 0x000000B1

2.6 SysTick Timer

The SysTick timer provides a simple 24-bit down counter. The reference clock for the timer can be selected as the CPU
clock (ICLK) or SysTick timer clock (SYSTICCLK). See section 8, Clock Generation Circuit and reference 1. in section
2.8. References for details.

2.7 OCD Emulator Connection

A SWD authentication mechanism checks access permission for debug and MCU resources. To obtain full debug
functionality, a pass result of the authentication mechanism is required.

Figure 2.3 shows a block diagram of the authentication mechanism.
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Figure 2.3 SWD Authentication mechanism block diagram

An ID comparator is available in the MCU for authentication. The comparator compares the 128-bit IAUTH output from
the OCDREG and the 128-bit unlock ID code from the option-setting memory. When the two outputs are identical, the CPU
debug functions and system bus access from the OCD emulator are permitted.

After the OCD emulator gets access permission, the OCD emulator must set the DBGEN bit in the System Control OCD
Control Register (SYOCDCR). In addition, the OCD emulator must clear the DBGEN bit before disconnecting. See section
10.2.12. SYOCDCR : System Control OCD Control Register.

2.71 Unlock ID Code

The unlock ID code is used for checking permission for debug and access to on-chip resources. If the unlock ID code
matches the 128-bit data written in the ID Authentication Code Registers 0 to 3, the SWD debugger obtains access
permission. Unlock ID code is written in the OCD/Serial Programmer ID Setting Register (OSIS) in the option-setting
memory. The initial value of the unlock ID code is all 1s (OxXFFFFFFFF_FFFFFFFF FFFFFFFF _FFFFFFFF). See section 6,
Option-Setting Memory for details.

2.7.2 DBGEN

After the OCD emulator gets access permission, the OCD emulator must set the DBGEN bit in the System Control OCD
Control Register (SYOCDCR). In addition, the OCD emulator must clear the DBGEN bit before disconnecting it. See
section 10, Low Power Modes for details.

2.7.3 Restrictions on Connecting an OCD emulator

This section describes the restrictions on emulator access.

2.7.31 Starting connection while in low power mode

When starting a SWD connection from an OCD emulator, the MCU must be in Normal or Sleep mode. If the MCU is in
Software Standby or Snooze mode, the OCD emulator can cause the MCU to hang.

2.7.3.2 Changing low power mode while in OCD mode

When the MCU is in OCD mode, the low power mode can be changed. However, system bus access from AHB-AP is
prohibited in Software Standby or Snooze mode. Only SWJ-DP, APB-AP, and OCDREG can be accessed from the OCD
emulator in these modes. Table 2.13 shows the restrictions.
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Table 2.13 Restrictions by mode

Start OCD emulator Change low power Access AHB-AP and Access APB-AP and
Active mode connection mode system bus OCDREG
Normal Yes Yes Yes Yes
Sleep Yes Yes Yes Yes
Software Standby No Yes No Yes
Snooze No Yes No Yes

If system bus access is required in Software Standby or Snooze mode, set the MCUCTRL.DBIRQ bit in OCDREG to wake
up the MCU from the low power modes. Simultaneously, by asserting the MCUCTRL.DBIRQ bit in OCDREG, the OCD
emulator can wake up the MCU without starting CPU execution by using a CPU break.

2.7.3.3 Modify the unlock ID code in OSIS

After modifying the unlock ID code in the OSIS, the OCD emulator must reset the MCU by asserting the RES pin or
setting the SYSRESETREQ bit of the Application Interrupt and Reset Control Register in the system control block to 1.
The modified unlock ID code is reflected after reset. For the system control block, see reference 2. listed in section 2.8.
References.

The emulator must set the modified unlock ID code in the TAUTHO to ITAUTHS3 registers immediately before the MCU is
placed in the reset state. When the IAUTHO to IAUTH3 registers have been overwritten, writing to the SYSRESETREQ bit
is not possible. Place the MCU in the reset state by asserting the signal on the RES pin.

2734 Connecting sequence and SWD authentication

Because the OCD emulator is protected by the SWD authentication mechanism, the OCD might be required to input the
ID code to the SWD authentication registers. The OSIS value in the option-setting memory determines whether the code is
required. After negation of the RES pin, a wait time is required before comparing the OSIS value at cold start. See section
39.3.3. Reset Timing. The SWD authentication process is described in detail below.

(1) When MSB of the OSIS register is 0 (bit [127] = 0)
The ID code is always a mismatch and connection to the OCD is prohibited.

(2) When bits in the OSIS register is all 1s (initial value)

ID authentication is not required and the OCD can use the AHB-AP without authentication. For details of the settings for
using the AHB-AP, see reference 4. in section 2.8. References.

1. Connect the OCD emulator to the MCU through the SWD interface.

2. Setup SWIJ-DP to access the DAP bus. In the setup, the OCD emulator must assert CDBGPWRUPREQ in the SWJ-DP
Control Status Register, then wait until CDBGPWRUPACK in the same register is asserted.

Set up the AHB-AP to access the system address space. The AHB-AP is connected to the DAP bus port 0.
4. Start accessing the CPU debug resources using the AHB-AP.

(3) When OSIS[127:126] = 10b

ID authentication is required and the OCD must write the unlock code to the IAUTH registers 0 to 3 in OCDREG before
using the AHB-AP.

1. Connect the OCD debugger to the MCU through the SWD interface.

2. Setup SWIJ-DP to access the DAP bus. In the setup, the OCD emulator must assert CDBGPWRUPREQ in SWJ-DP
Control Status Register, then wait until CDBGPWRUPACK in the same register is asserted.

Set up the APB-AP to access OCDREG. The APB-AP is connected to the DAP bus port 1.
4. Write the 128-bit ID code to IAUTH registers 0 to 3 in OCDREG using the APB-AP.

5. Ifthe 128-bit ID code matches the OSIS value, the AHB-AP is authorized to issue an AHB transaction. The
authorization result can be confirmed by the AUTH bit in the MCUSTAT Register or the DbgStatus bit in the AHB-AP
Control Status Word Register.
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e When the DbgStatus bit is 1, the 128-bit ID code is a match with the OSIS value. AHB transfers are permitted.

e When the DbgStatus bit is 0, the 128-bit ID code is not a match with the OSIS value. AHB transfers are not
permitted.

6. Set up the AHB-AP to access the system address space. The AHB-AP is connected to the DAP bus port 0.
7. Start accessing the CPU debug resources using the AHB-AP.

(4) When OSIS[127:126] = 11b

OCD authentication is required and the OCD must write the unlock ID code to the IAUTH registers 0 to 3 in OCDREG.
The connection sequence is the same when OSIS[127:126] is 10b except for “ALeRASE” capability.

When IATUH registers 0 to 3 are “ALeRASE” in ASCII code, the contents of the code flash, data flash, and configuration
area are erased at once. See section 35, Flash Memory for details.

The ALeRASE sequence is as follows:
1. Connect the OCD debugger to the MCU through the SWD interface.

2. Setup SWIJ-DP to access the DAP bus. In the setup, the OCD emulator must assert CDBGPWRUPREQ in the SWJ-DP
Control Status Register, then wait until CDBGPWRUPACK in the same register is asserted.

Set up the APB-AP to access OCDREG. The APB-AP is connected to the DAP bus port 1.
4. Write the 128-bit ID code to IAUTH registers 0 to 3 in OCDREG using the APB-AP.

5. If the 128-bit ID code is “ALeRASE” in ASCII code (0x414C_6552_4153_45FF _FFFF_FFFF_FFFF_FFFF), the
contents of the code flash, data flash, and configuration area are erased. Thereafter, the MCU transitions to Sleep mode.

2.8 References

1. ARM®v8-M Architecture Reference Manual (ARM DDI 0553B.a)

2. ARM® Cortex®-M23 Processor Technical Reference Manual (ARM DDI 0550C)
3. ARM® Cortex®-M23 Device Generic User Guide (ARM DUI 1095A)

4. ARM® CoreSight™ SoC-400 Technical Reference Manual (ARM DDI 0480G)

5. ARM® CoreSight™ Architecture Specification (ARM THI 0029E)

6. ARM® CoreSight™ MTB-M23 Technical Reference Manual (ARM DDI 0564C)

29 Usage Notes

The memory cannot be debugged if the security MPU is enabled. Disable the security MPU when debug a program. OCD
emulation connection only valid when SECMPUAC register is OXFFFF_FFFF.
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3. Operating Modes

3.1 Operating Mode Types and Selection

Table 3.1 shows the selection of operating modes by the mode-setting pin. For details on each of the operating modes, see
section 3.2. Details of Operating Modes. Operation starts when the on-chip flash memory is enabled, regardless of the mode
in which operation started.

Table 3.1 Selection of operating modes by the mode-setting pin

Mode-setting pin (MD) Operating mode
1 Single-chip mode
0 SCI boot mode

3.2 Details of Operating Modes
3.2.1 Single-Chip Mode

In single-chip mode, all I/O pins are available for use as input or output port, inputs or outputs for peripheral functions, or as
interrupt inputs.

When a reset is released while the MD pin is high, the MCU starts in single-chip mode and the on-chip flash is enabled.

3.2.2 SCI Boot Mode

In this mode, the on-chip flash memory programming routine (SCI boot program), stored in the boot area within the MCU,
is used. The on-chip flash, including code flash memory and data flash memory, can be modified from outside the MCU
by using a universal asynchronous receiver/transmitter (UART) SCI. For details, see section 35, Flash Memory. The MCU
starts in SCI boot mode if the MD pin is held low on release from the reset state.

3.3 Operating Modes Transitions

3.3.1 Operating Mode Transitions as Determined by the Mode-Setting Pin

Figure 3.1 shows operating mode transitions determined by the MD pin settings.

- MD = 1 and release RES pin

- Release POR RES pin or POR occurs

RES pin or
POR occurs MD =0 and
release RES pin

Single-chip mode SCI boot mode

Figure 3.1 Mode-setting pin level and operating mode
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4. Address Space

4. Address Space

4.1 Address Space

The MCU supports a 4-GB linear address space ranging from 0x0000 0000 to OxFFFF_FFFF that can contain both program
and data. Figure 4.1 shows the memory map of a 128-KB/64-KB/32-KB flash product.

Product

Address

128 KB
64 KB
32 KB

0x0002_0000
0x0001_0000
0x0000_8000

Memory .

details.

Note 1. Do not access reserved areas.
Note 2. Some regions are reserved for the option-setting memory. For details on the regions, see section 6, Option-Setting

OXFFFF_FFFF

0xE000_0000

0x4080_0000
0x407E_0000

0x4010_1000

0x4010_0000

0x4000_0000

0x2000_8000

0x2000_4000

0x0101_0034
0x0101_0010

0x0100_1C21
0x0100_1C00
< See the table on the left

0x0000_0000

System for Cortex®-M23

Reserved area’

Flash I/O registers

Reserved area’

On-chip flash (data flash)

Peripheral 1/O registers

Reserved area’

On-chip SRAM

Reserved area’

On-chip flash (option-setting memory)

Reserved area’

On-chip flash (Factory Flash)™®

Reserved area™

On-chip flash (program flash)
(read only)?

Note 3. Factory Flash includes UIDRn, PNRn, MCUVER registers. See section 35.3.27. UIDRn : Unique ID Registers n (n =0 to
3), section 35.3.28. PNRn : Part Numbering Register n (n = 0 to 3), section 35.3.29. MCUVER : MCU Version Register in

Figure 4.1 Memory map
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5. Resets

5. Resets

51 Overview

The MCU provides 12 resets. Table 5.1 lists the reset names and sources.

Table 5.1 Reset names and sources

Reset name

Source

RES pin reset

Voltage input to the RES pin is driven low

Power-on reset

VCC rise (voltage detection VpoRr)"!

Independent watchdog timer reset

IWDT underflow or refresh error

Watchdog timer reset

WDT underflow or refresh error

Voltage monitor O reset

VCC fall (voltage detection Vgetg) !

Voltage monitor 1 reset

VCC fall (voltage detection Vetq)™!

Voltage monitor 2 reset

VCC fall (voltage detection Vgetp) ™!

SRAM parity error reset

SRAM parity error detection

Bus master MPU error reset

Bus master MPU error detection

Bus slave MPU error reset

Bus slave MPU error detection

CPU stack pointer error reset

CPU stack pointer error detection

Software reset

Register setting (use the Arm® software reset bit AIRCR.SYSRESETREQ)

Note 1. For details on the voltages to be monitored (VpoRr, Vdeto: Vdet1» and Vget2), see section 7, Low Voltage Detection (LVD) and section

39, Electrical Characteristics.

The internal state and pins are initialized by a reset. Table 5.2 and Table 5.3 list the targets initialized by resets.

Table 5.2

Reset detect flags initialized by each reset source (1 of 5)

Reset source

Voltage Independent
Power-on monitor 0 watchdog Watchdog

Flags to be initialized RES pin reset |reset reset timer reset timer reset
Power-On Reset Detect Flag (RSTSR0.PORF) v — — — —

Voltage Monitor 0 Reset Detect Flag v v — — —
(RSTSRO.LVDORF)

Independent Watchdog Timer Reset Detect Flag v v v — —
(RSTSR1.IWDTRF)

Watchdog Timer Reset Detect Flag v v v — —
(RSTSR1.WDTRF)

Voltage Monitor 1 Reset Detect Flag v v v — —
(RSTSRO.LVD1RF)

Voltage Monitor 2 Reset Detect Flag v v v — —
(RSTSRO0.LVD2RF)

Software Reset Detect Flag (RSTSR1.SWRF) v v v — —

SRAM Parity Error Reset Detect Flag v v v — —
(RSTSR1.RPERF)

Bus Slave MPU Error Reset Detect Flag v v v — —
(RSTSR1.BUSSRF)

Bus Master MPU Error Reset Detect Flag v v v — —
(RSTSR1.BUSMRF)

CPU Stack Pointer Error Reset Detect Flag v v v — —
(RSTSR1.SPERF)
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Table 5.2 Reset detect flags initialized by each reset source (2 of 5)

Reset source

Voltage Independent
Power-on monitor 0 watchdog Watchdog
Flags to be initialized RES pin reset | reset reset timer reset timer reset
Cold Start/Warm Start Determination Flag — v — — —
(RSTSR2.CWSF)
Table 5.2 Reset detect flags initialized by each reset source (3 of 5)
Reset source
Voltage Voltage
monitor 1 monitor 2 SRAM parity
Flags to be initialized reset reset Software reset | error reset

Power-On Reset Detect Flag (RSTSR0.PORF) — — — —

Voltage Monitor O Reset Detect Flag — — — —
(RSTSRO.LVDORF)

Independent Watchdog Timer Reset Detect Flag — — — —
(RSTSR1.IWDTRF)

Watchdog Timer Reset Detect Flag — — — —
(RSTSR1.WDTRF)

Voltage Monitor 1 Reset Detect Flag — — — —
(RSTSRO.LVD1RF)

Voltage Monitor 2 Reset Detect Flag — — — —
(RSTSRO.LVD2RF)

Software Reset Detect Flag (RSTSR1.SWRF) — — — —

SRAM Parity Error Reset Detect Flag — — — —
(RSTSR1.RPERF)

Bus Slave MPU Error Reset Detect Flag — — — —
(RSTSR1.BUSSRF)

Bus Master MPU Error Reset Detect Flag — — — —
(RSTSR1.BUSMREF)

CPU Stack Pointer Error Reset Detect Flag — — — —
(RSTSR1.SPERF)

Cold Start/Warm Start Determination Flag — — — —
(RSTSR2.CWSF)

Table 5.2 Reset detect flags initialized by each reset source (4 of 5)

Reset source

Bus master Bus slave CPU stack
MPU error MPU error pointer error
Flags to be initialized reset reset reset

Power-On Reset Detect Flag (RSTSR0.PORF) — — —
Voltage Monitor 0 Reset Detect Flag (RSTSR0.LVDORF) — — —
Independent Watchdog Timer Reset Detect Flag (RSTSR1.IWDTRF) — — —

Watchdog Timer Reset Detect Flag (RSTSR1.WDTRF) — — —
Voltage Monitor 1 Reset Detect Flag (RSTSR0.LVD1RF) — — —
Voltage Monitor 2 Reset Detect Flag (RSTSR0.LVD2RF) — — —

Software Reset Detect Flag (RSTSR1.SWRF) — — —
SRAM Parity Error Reset Detect Flag (RSTSR1.RPERF) — — —
Bus Slave MPU Error Reset Detect Flag (RSTSR1.BUSSRF) — — —
Bus Master MPU Error Reset Detect Flag (RSTSR1.BUSMRF) — — —
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Table 5.2 Reset detect flags initialized by each reset source (5 of 5)
Reset source
Bus master Bus slave CPU stack
MPU error MPU error pointer error
Flags to be initialized reset reset reset
CPU Stack Pointer Error Reset Detect Flag (RSTSR1.SPERF) — — —
Cold Start/Warm Start Determination Flag (RSTSR2.CWSF) — — —
Note: v :Initialized to O
— : Not initialized
Table 5.3 Module-related registers initialized by each reset source (1 of 4)
Reset source
Voltage Independent
Power-on monitor 0 watchdog Watchdog
Registers to be initialized RES pin reset |reset reset timer reset timer reset
Registers related to the IWDTRR, IWDTSR v v v v v
IWDT
Registers related to the WDTRR, WDTCR, v v v v v
WDT WDTSR, WDTRCR,
WDTCSTPR
Registers related to the LVD1CRO, v v v v v
voltage monitor function 1 | LVCMPCR.LVD1E,
LVDLVLR.LVD1LVL
LVD1CR1/LVD1SR v v v v
Registers related to the LVD2CRO, v v v v
voltage monitor function 2 | LVCMPCR.LVDZ2E,
LVDLVLR.LVD2LVL
LVD2CR1/LVD2SR v v v v v
Register related to the SOSCCR — v — — —
SOSC
SOMCR — v — — —
SOMRG — v — — —
Register related to the LOCOCR v v v v v
LOCO
LOCOUTCR — v v — —
Register related to the MOMCR v v v v v
MOSC
Register related to the RCR1.RTCOS, v v v v v
RTC™ RCR1.CIE,
RCR2.RTCOE,
RCR2.ADJ30,
RCR2.RESET
Other than above — — — — —
Register related to the AGT — v v — —
Register related to the MPU v v v v v
Pin state (except XCIN/XCOUT pin) v v v v v
Pin state (XCIN/XCOUT pin) — v — — —
Registers other than those shown, CPU, and v v v v v
internal state
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Table 5.3 Module-related registers initialized by each reset source (2 of 4)
Reset source
Voltage Voltage
monitor 1 monitor 2 SRAM parity
Registers to be initialized reset reset Software reset | error reset
Registers related to the IWDTRR, IWDTSR v v v v
IWDT
Registers related to the WDTRR, WDTCR, v v v v
WDT WDTSR, WDTRCR,
WDTCSTPR
Registers related to the LVD1CRO, — — — —
voltage monitor function 1 | LVCMPCR.LVD1E,
LVDLVLR.LVD1LVL
LVD1CR1/LVD1SR — — — —
Registers related to the LVD2CRO, — — — —
voltage monitor function 2 | LVCMPCR.LVDZ2E,
LVDLVLR.LVD2LVL
LVD2CR1/LVD2SR — — — —
Register related to the SOSCCR — — — —
SOSC
SOMCR — — — —
SOMRG — — — —
Register related to the LOCOCR v v v v
LOCO
LOCOUTCR v v — —
Register related to the MOMCR v v v v
MOSC
Register related to the RCR1.RTCOS, v v v v
RTC™ RCR1.CIE,
RCR2.RTCOE,
RCR2.ADJ30,
RCR2.RESET
Other than above — —
Register related to the AGT v v — —
Register related to the MPU v v v v
Pin state (except XCIN/XCOUT pin) v v v v
Pin state (XCIN/XCOUT pin) — — — —
Registers other than those shown, CPU, and v v v v
internal state
Table 5.3 Module-related registers initialized by each reset source (3 of 4)
Reset source
Bus master |Bus slave CPU stack
MPU error MPU error pointer error
Registers to be initialized reset reset reset
Registers related to the IWDT IWDTRR, IWDTSR v v v
Registers related to the WDT WDTRR, WDTCR, WDTSR, |V v v
WDTRCR, WDTCSTPR
Registers related to the voltage monitor function 1 LVD1CRO, — — —
LVCMPCR.LVD1E,
LVDLVLR.LVD1LVL
LVD1CR1/LVD1SR — — —
R0O1UH0852EJ0150 Rev.1.50 RENESAS Page 78 of 1058

Jun 28, 2024



RA2E1 User's Manual

5. Resets

Table 5.3 Module-related registers initialized by each reset source (4 of 4)

Reset source
Bus master | Bus slave CPU stack
MPU error MPU error pointer error
Registers to be initialized reset reset reset
Registers related to the voltage monitor function 2 LVD2CRO, — — —
LVCMPCR.LVD2E,
LVDLVLR.LVD2LVL
LVD2CR1/LVD2SR — — —
Register related to the SOSC SOSCCR — — —
SOMCR — — —
SOMRG — — —
Register related to the LOCO LOCOCR v v v
LOCOUTCR — — —
Register related to the MOSC MOMCR v v v
Register related to the RTC"! RCR1.RTCOS, v v v
RCR1.CIE, RCR2.RTCOE,
RCR2.ADJ30, RCR2.RESET
Other than above — — —
Register related to the AGT — — —
Register related to the MPU — — —
Pin state (except XCIN/XCOUT pin) v v v
Pin state (XCIN/XCOUT pin) — — —
Registers other than those shown, CPU, and internal state v v v

Note: v Initialized
— : Not initialized

Note 1. The RTC has an RTC software reset. For details, see section 22, Realtime Clock (RTC).
The RTC is not initialized by any reset source. SOSC and LOCO can be selected as the clock sources of the RTC.
Table 5.4 and Table 5.5 show the states of SOSC and LOCO when a reset occurs.

Table 5.4 States of SOSC when a reset occurs

Reset source

POR

Other

SOSC Enable or disable

Initialized to disable

Continue with the state that was selected before the
reset occurred

Drive capability

Initialized to normal mode

Continue with the state that was selected before the
reset occurred

XCIN/XCOUT

Initialized to general-purpose input
pins

Continue with the state that was selected before the
reset occurred

Table 5.5 States of LOCO when a reset occurs

Reset source

POR/LVDO/LVD1/LVD2

Other

LOCO Enable or disable

Initialized to enable

When a reset is canceled, reset exception handling starts.

Table 5.6 lists the pin related to the reset function.
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Table 5.6 Pin related to reset
Pin name /10 Function
RES Input Reset pin
5.2 Register Descriptions
5.2.1 RSTSRO : Reset Status Register 0
Base address: SYSC = 0x4001_EO000
Offset address: 0x410
Bit position: 7 6 5 4 3 2 1 0
Bit field: | — — — — LVEF)zR "VEF”R "VEOR PORF
Value after reset: 0 0 0 0 X1 X1 x1 X1
Bit Symbol Function R/W
0 PORF Power-On Reset Detect Flag R/W™2
0: Power-on reset not detected
1: Power-on reset detected
1 LVDORF Voltage Monitor 0 Reset Detect Flag R/W™2
0: Voltage monitor O reset not detected
1: Voltage monitor O reset detected
2 LVD1RF Voltage Monitor 1 Reset Detect Flag R/W™2
0: Voltage monitor 1 reset not detected
1: Voltage monitor 1 reset detected
3 LVD2RF Voltage Monitor 2 Reset Detect Flag R/W™2
0: Voltage monitor 2 reset not detected
1: Voltage monitor 2 reset detected
74 — These bits are read as 0. The write value should be 0. R/W

Note 1. The value after reset depends on the reset source.

Note 2. The register is cleared when a reset source listed in section 5.1. Overview occurs or when 0 is written to clear a flag. Bits other than

the flag that is cleared should be set to 1.

POREF flag (Power-On Reset Detect Flag)
The PORF flag indicates that a power-on reset occurred.
[Setting condition]

e When a power-on reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs
o When PORF is read as 1 and then 0 is written to PORF

LVDOREF flag (Voltage Monitor 0 Reset Detect Flag)
The LVDORF flag indicates that the VCC voltage fell below V getg.
[Setting condition]

o When a voltage monitor 0 reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs
e When LVDORF is read as 1 and then 0 is written to LVDORF.
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LVD1RF flag (Voltage Monitor 1 Reset Detect Flag)
The LVDIRF flag indicates that the VCC voltage fell below V get;.
[Setting condition]

e When a voltage monitor 1 reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs
o When LVDIRF is read as 1 and then O is written to LVD1RF

LVD2RF flag (Voltage Monitor 2 Reset Detect Flag)
The LVD2RF flag indicates that the VCC voltage fell below V getn.
[Setting condition]

e When a voltage monitor 2 reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs
o When LVD2RF is read as 1 and then 0 is written to LVD2RF

522 RSTSR1 : Reset Status Register 1

Base address: SYSC = 0x4001_EO00
Offset address: 0x0CO

Bit position: 15 14 13 12 1 10 9 8 7 6 2 1 0
e SPER | BUSM | BUSS RPER WDTR | IWDT
Bit field: — — — F RF RF — F — — SWRF F RF
Value after reset: 0 0 0 X1 X1 X1 0 X1 0 0 X1 X1 X1
Bit Symbol Function R/W
0 IWDTRF Independent Watchdog Timer Reset Detect Flag R/W™2
0: Independent watchdog timer reset not detected
1: Independent watchdog timer reset detected
1 WDTRF Watchdog Timer Reset Detect Flag R/W™2
0: Watchdog timer reset not detected
1: Watchdog timer reset detected
2 SWRF Software Reset Detect Flag R/W™2
0: Software reset not detected
1: Software reset detected
73 — These bits are read as 0. The write value should be 0. R/W
8 RPERF SRAM Parity Error Reset Detect Flag R/W™2
0: SRAM parity error reset not detected
1: SRAM parity error reset detected
9 — This bit is read as 0. The write value should be 0. R/W
10 BUSSRF Bus Slave MPU Error Reset Detect Flag R/W™2
0: Bus slave MPU error reset not detected
1: Bus slave MPU error reset detected
1 BUSMRF Bus Master MPU Error Reset Detect Flag R/W™2
0: Bus master MPU error reset not detected
1: Bus master MPU error reset detected
12 SPERF CPU Stack Pointer Error Reset Detect Flag R/W™2
0: CPU stack pointer error reset not detected
1: CPU stack pointer error reset detected
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Bit Symbol Function

R/W

15:13 — These bits are read as 0. The write value should be 0.

R/W

Note 1. The value after reset depends on the reset source.

Note 2. Only 0 can be written to clear the flag. The flag must be cleared by writing 0 after 1 is read.

IWDTREF flag (Independent Watchdog Timer Reset Detect Flag)

The IWDTREF flag indicates that an independent watchdog timer reset occurs.

[Setting condition]

o When an independent watchdog timer reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs
o When 1 is read and then 0 is written to IWDTRF.

WDTREF flag (Watchdog Timer Reset Detect Flag)
The WDTRF flag indicates that a watchdog timer reset occurs.
[Setting condition]

o When a watchdog timer reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs

o When 1 is read and then 0 is written WDTRF.

SWREF flag (Software Reset Detect Flag)
The SWREF flag indicates that a software reset occurs.
[Setting condition]

o When a software reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs

o When 1 is read and then 0 is written to SWREF.

RPERF flag (SRAM Parity Error Reset Detect Flag)
The RPERF flag indicates that an SRAM parity error reset occurs.
[Setting condition]

o When an SRAM parity error reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs

o When 1 isread as 1 and then O is written to RPERF.

BUSSREF flag (Bus Slave MPU Error Reset Detect Flag)
The BUSSREF flag indicates that a bus slave MPU error reset occurs.
[Setting condition]

o When a bus slave MPU error reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs

o When 1 is read and then 0 is written to BUSSRF.
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BUSMREF flag (Bus Master MPU Error Reset Detect Flag)

The BUSMREF flag indicates that a bus master MPU error reset occurs.

[Setting condition]

o When a bus master MPU error reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs

o When 1 is read and then 0 is written to BUSMREF.

SPERF flag (CPU Stack Pointer Error Reset Detect Flag)
The SPERF flag indicates that a stack pointer error reset occurs.
[Setting condition]

e When a stack pointer error reset occurs.

[Clearing conditions]
o When a reset listed in section 5.1. Overview occurs
o When 1 is read and then 0 is written to SPERF.

5.2.3 RSTSR2 : Reset Status Register 2

Base address: SYSC = 0x4001_EO000
Offset address: 0x411

Bit position: 7 6 5 4 3 2 1 0
Bit field: | — — - — — — — | CWSF

Value after reset: 0 0 0 0 0 0 0 x1

Bit Symbol Function R/W

0 CWSF Cold/Warm Start Determination Flag R/W™2
0: Cold start
1: Warm start

71 — These bits are read as 0. The write value should be 0. R/W

Note 1. The value after reset depends on the reset source.
Note 2. Only 1 can be written to set the flag.

RSTSR2 determines whether a power-on reset caused the reset processing (cold start) or a reset signal input during

operation caused the reset processing (warm start).

CWSF flag (Cold/Warm Start Determination Flag)

The CWSF flag indicates the type of reset processing, either cold start or warm start. The determines whether a power-on
reset caused the reset processing (cold start) or a reset signal input during operation caused the reset processing (warm start).
CWSF flag is initialized by a power-on reset. It is not initialized by a reset signal generated by the RES pin.

[Setting condition]

e When 1 is written by software.

[Clearing condition]

o When a reset listed in section 5.1. Overview occurs.
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5.3 Operation

531 RES Pin Reset

The RES pin generates this reset. When the RES pin is driven low, all the processing in progress is aborted and the MCU
enters a reset state. To successfully reset the MCU, the RES pin must be held low for the power supply stabilization time
specified at power-on.

When the RES pin is driven high from low, the internal reset is canceled after the post-RES cancellation wait time (tRgswT)
elapses. The CPU then starts the reset exception handling.

For details, see section 39, Electrical Characteristics.

53.2 Power-On Reset

The power-on reset (POR) is an internal reset generated by the power-on reset circuit. A power-on reset is generated under
the following conditions.

1. Ifthe RES pin is in a high level state when power is supplied
2. Ifthe RES pin is in a high level state when VCC is below Vpogr

After VCC exceeds Vpopr and the specified power-on reset time (tpor) elapses, the CPU starts the reset exception handling.
The power-on reset time is a stabilization period of the external power supply and the MCU circuit.

After a power-on reset is generated, the PORF flag in the RSTSRO is set to 1. The POREF flag is initialized by the RES pin
reset. When VCC falls below Vpgp, a power-on reset state is occurred.

Figure 5.1 shows example of operations during a power-on reset.
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Vdeto

VCCmin."

Vpor'™!

VCC ——

RES pin

POR monitor
(active-low)

LVDO enable/disable signal
(active-low)

Voltage detection 0 signal
(active-low)

Internal reset signal
(active-low)

RSTSRO.PORF

RSTSRO.LVDORF

T
o
E
@
n
)
=)
@
[
@
@
@
@
15
o
@

Voitage:monitor 0 reset state
——p

Set by OFS1.LVDAS

L 1A

o B B A A A E

Cleared by user
programming

Note:  For details on the electrical characteristics, see section 39, Electrical Characteristics.
Note 1. Vpor shows a power-on reset detection level, and VCCmin shows the minimum guaranteed voltage of MCU.
Note 2. At power-on, VCC should rise to the minimum guaranteed voltage before the power-on reset is released.

RES pin reset

Figure 5.1

5.3.3 Voltage Monitor Reset

Example of operations during a power-on reset

The voltage monitor i (i =0, 1, 2) reset is an internal reset generated by the voltage monitor i circuit. If the Voltage
Detection 0 Circuit Start (LVDAS) bit in the Option Function Select Register 1 (OFS1) is 0 (voltage monitor O reset is
enabled after a reset) and VCC falls below V 4et9, the RSTSRO.LVDORF flag becomes 1 and the voltage detection circuit
generates voltage monitor 0 reset. Clear the OFS1.LVDAS bit to 0 if the voltage monitor O reset is to be used. After VCC
exceeds Vgeto and the voltage monitor 0 reset time (t;ypg) elapses, the internal reset is canceled and the CPU starts the reset

exception handling.

When the Voltage Monitor 1 Interrupt/Reset Enable bit (RIE) is set to 1 (enabling generation of a reset or interrupt by the
voltage detection circuit) and the Voltage Monitor 1 Circuit Mode Select bit (RI) is set to 1 (selecting generation of a reset in
response to detection of a low voltage) in Voltage Monitor 1 Circuit Control Register 0 (LVD1CRO0), the RSTSRO.LVDIRF

flag is set to 1 and the voltage detection circuit generates a voltage monitor 1 reset if VCC falls to or below V gey;.

Likewise, when the Voltage Monitor 2 Interrupt/Reset Enable bit (RIE) is set to 1 (enabling generation of a reset or interrupt
by the voltage detection circuit) and the Voltage Monitor 2 Circuit Mode Select bit (RI) is set to 1 (selecting generation

of a reset in response to detection of a low voltage) in Voltage Monitor 2 Circuit Control Register 0 (LVD2CRO), the
RSTSRO.LVD2REF flag is set to 1 and the voltage detection circuit generates a voltage monitor 2 reset if VCC falls to or

below Vgetn.

Similarly, timing for release from the voltage monitor 1 reset state is selectable with the Voltage Monitor 1 Reset Negate
Select bit (RN) in the LVD1CRO. When the LVD1CRO.RN bit is 0 and VCC falls to or below V get1, the CPU is released

from the internal reset state and starts reset exception handling when the LVD1 reset time (t;yp;) elapses after VCC rises
above Vget1- When the LVDICRO.RN bit is 1 and VCC falls to or below V41, the CPU is released from the internal reset
state and starts reset exception handling when the LVDI reset time (t;yp) elapses.
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Likewise, timing for release from the voltage monitor 2 reset state is selectable by setting the Voltage Monitor 2 Reset
Negate Select bit (RN) in the LDV2CRO register.

Detection levels Vet and Vgepp can be changed in the Voltage Detection Level Select Register (LVDLVLR).

Figure 5.2 shows example of operations during voltage monitor 1 and 2 resets. For details on the voltage monitor 1 reset and

voltage monitor 2 reset, see section 7, Low Voltage Detection (LVD).

Voeti”!

LVCMPCR.LVDIE

Voltage detection i signal
(active-low)

LVDIiCRO.RN =0

RSTSRO.LVDIRF

1
!
1
LVDi valid setting !
1
1
1
1

Internal reset signal
LVDICRO.RN =1

RSTSRO.LVDIRF

Internal reset signal

RES pin reset

tLvoi2 ] |—

.
tuvpi?
.

I RES pin reset

Note:  For details on the electrical characteristics, see section 39, Electrical Characteristics.
Note 1. Veti indicates the detection level of a voltage monitor 1 reset and a voltage monitor 2 reset (i = 1, 2).
Note 2. t;yp;indicates the time for a voltage monitor 1 reset and a voltage monitor 2 reset (i = 1, 2).

T

Figure 5.2

534 Independent Watchdog Timer Reset

Example of operations during voltage monitor 1 and voltage monitor 2 resets

The independent watchdog timer reset is an internal reset generated from the Independent Watchdog Timer (IWDT). Output
of the reset from the IWDT can be selected in the Option Function Select Register 0 (OFS0).

When output of the independent watchdog timer reset is selected, the reset is generated if the IWDT underflows, or if data
is written when refresh operation is disabled. When the internal reset time (trgsw2) elapses after the independent watchdog

timer reset is generated, the internal reset is canceled and the CPU starts the reset exception handling.

For details on the independent watchdog timer reset, see section 24, Independent Watchdog Timer (IWDT).

5.3.5 Watchdog Timer Reset

The watchdog timer reset is an internal reset generated from the Watchdog Timer (WDT). Output of the reset from the WDT
can be selected in the WDT Reset Control Register (WDTRCR) or Option Function Select register 0 (OFS0).

When output of the watchdog timer reset is selected, a watchdog timer reset is generated if the WDT underflows, or if data
is written when refresh operation is disabled. When the internal reset time (trpsw2) elapses after the watchdog timer reset is

generated, the internal reset is canceled and the CPU starts the reset exception handling.
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For details on the watchdog timer reset, see section 23, Watchdog Timer (WDT).

536 Software Reset

The software reset is an internal reset generated by a software setting of the SYSRESETREQ bit in the AIRCR register in
the Arm core. When the SYSRESETREQ bit is set to 1, a software reset is generated. When the internal reset time (trRgsw?)

elapses after the software reset is generated, the internal reset is canceled and the CPU starts the reset exception handling.

For details on the SYSRESETREQ bit, see the ARM® Cortex®-M23 Technical Reference Manual.

537 Determination of Cold/Warm Start

Read the CWSF flag in RSTSR2 to determine the cause of reset processing. This flag indicates whether a power-on reset
caused the reset processing (cold start) or a reset signal input during operation caused the reset processing (warm start).

The CWSF flag is set to 0 when a power-on reset occurs (cold start), otherwise the flag is not set to 0. The flag is set to 1
when 1 is written to it through software. It is not set to 0 even on writing 0 to it.

Figure 5.3 shows an example of cold/warm start determination operation.

/

Veor

vcC __|

RES pin
Not driven to 0 when a
low level is applied to

POR signal (active-low) {A
the RES pin

RSTSR2.CWSF flag | \ | |_
\ /

Set to 1 through software

Figure 5.3 Example of cold/warm start determination operation

538 Determination of Reset Generation Source

Read RSTSRO and RSTSRI1 to determine which reset executes the reset exception handling.

Figure 5.4 shows an example of the flow to identify a reset generation source. The reset flag must be written with 0 after it
isread as 1.
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Reset exception
handling

RSTSR1 # 0x00
or
RSTSRO.LVD1RF =1
or
RSTSRO.LVD2RF = 1

RSTSRO.
LVDORF =1

v

Reset associated with Voltage Power-on  RES pin reset
each bit of RSTSR1, monitor 0 reset
RSTSRO.LVD1REF, or reset

RSTSRO.LVD2RF"™

Note 1. When resets are generated simultaneously by two or more sources, the two or more corresponding reset flags will be set
to 1.

Figure 5.4 Example of reset generation source determination flow

54 Usage Notes

5.4.1 Note on RES pin reset

A power-on reset may occur if RES pin reset is used with the following condition.
e When VCC< 1.7V

e Voltage detection O circuit is enabled.
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6. Option-Setting Memory

6.1 Overview

The option-setting memory determines the state of the MCU after a reset. The Option-setting memory is allocated to the
configuration setting area and the program flash area of the flash memory. The available methods of setting are different for
the two areas.

Figure 6.1 shows the option-setting memory area.

Address”

OCD/Serial Programmer ID

0x0101_0018 to 0x0101_0033 Setting Register (OSIS)

Configuration setting area
Access Window Setting Register

0x0101_0010 to 0x0101_0013 (AWS)

- e

0x0000_0408 to 0x0000_043B " |  Security MPU (SECMPUxxx) 2

Option Function Select Register 1

0x0000_0404 to 0x0000_0407 " (OFs1) Program flash area

0x0000 0400 to 0x0000 0403 "3 Option Function Select Register 0
- (OFS0)

Note 1. The option-setting memory must be allocated to the user area of the flash memory.

Note 2. See Table 6.2 for details.

Note 3. The address of these registers will be changed When the boot swap is set. See section 6.2.1. OFS0 : Option Function
Select Register 0, section 6.2.2. OFS1 : Option Function Select Register 1 and section 6.2.3. MPU Registers for details.

Figure 6.1 Option-setting memory area
6.2 Register Descriptions

6.2.1 OFSO0 : Option Function Select Register 0

Address: 0x0000_0400 and 0x0000_2400""

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WDTR
gitfield: | — | WPTS| | sTirQ | wDTRPSS[1:0] | WDTRPES[1:0] WDTCKS[3:0] woTTops(i0) | WOTS | _
TPCTL s TRT
Value after reset: User setting
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
IWDT IWDT WDT
Bit field: | — STPC — | RSTIR | IWDTRPSS[1:0] | IWNDTRPES[1:0] IWDTCKS[3:0] IWDTTOPS[1:0] | orpr —
TL Qs
Value after reset: User setting™
Bit Symbol Function R/W
0 — When read, this bit returns the written value. R
1 IWDTSTRT IWDT Start Mode Select R
0: Automatically activate IWDT after a reset (auto start mode)
1: Disable IWDT after a reset
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Bit Symbol

Function

3:2 IWDTTOPS[1:0]

IWDT Timeout Period Select

0 0: 128 cycles (0x007F)
01: 512 cycles (0x01FF)
10: 1024 cycles (0x03FF)
11: 2048 cycles (0x07FF)

74 IWDTCKS[3:0]

IWDT-Dedicated Clock Frequency Division Ratio Select

0x0: x1
0x2: x 1/16
0x3: x 1/32
0x4: x 1/64
OxF: x 1/128
0x5: x 1/256
Others: Setting prohibited

9:8 IWDTRPES[1:0]

IWDT Window End Position Select
00: 75%
01: 50%
10: 25%
11: 0% (no window end position setting)

11:10 IWDTRPSS[1:0]

IWDT Window Start Position Select
00: 25%
01: 50%
10: 75%
11: 100% (no window start position setting)

12 IWDTRSTIRQS

IWDT Reset Interrupt Request Select

0: Interrupt
1: Reset

13 —

When read, this bit returns the written value.

14 IWDTSTPCTL

IWDT Stop Control

0: Continue counting
1: Stop counting when in Sleep, Snooze, or Software Standby mode

16:15 —

When read, these bits return the written value.

17 WDTSTRT

WDT Start Mode Select

0: Automatically activate WDT after a reset (auto start mode)
1: Stop WDT after a reset (register start mode)

19:18 WDTTOPSJ[1:0]

WDT Timeout Period Select

0 0: 1024 cycles (0x03FF)
0 1: 4096 cycles (OXxOFFF)
10: 8192 cycles (0x1FFF)
11: 16384 cycles (0x3FFF)

23:20 WDTCKS[3:0]

WDT Clock Frequency Division Ratio Select

0x1: WDTCLK divided by 4
0x4: WDTCLK divided by 64
OxF: WDTCLK divided by 128
0x6: WDTCLK divided by 512
0x7: WDTCLK divided by 2048
0x8: WDTCLK divided by 8192
Others: Setting prohibited

25:24 WDTRPESI[1:0]

WDT Window End Position Select
00: 75%
01: 50%
10: 25%
11: 0% (no window end position setting)

27:26 WDTRPSSJ[1:0]

WDT Window Start Position Select
00: 25%
01: 50%
10: 75%
11: 100% (no window start position setting)
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Bit Symbol Function R/W
28 WDTRSTIRQS WDT Reset Interrupt Request Select R
0: Interrupt
1: Reset
29 — When read, these bits return the written value.
30 WDTSTPCTL WDT Stop Control
0: Continue counting
1: Stop counting when entering Sleep mode
31 — When read, these bits return the written value. R

Note 1. When the boot swap is set, the address of this register changes. Therefore, set 0x0000_2400 and 0x0000_0400 to the same value
if boot swap is used.
Note 2. The value in a blank product is OXFFFFFFFF. It is set to the value written by your application.

IWDTSTRT bit (IWDT Start Mode Select)
The IWDTSTRT bit selects the mode in which the IWDT is activated after a reset (stopped state or activated state).

IWDTTOPS[1:0] bits (IWDT Timeout Period Select)

The IWDTTOPS[1:0] bits specify the timeout period, that is, the time it takes for the down counter to underflow, as 128,
512, 1024, or 2048 cycles of the frequency-divided clock set in the IWDTCKS[3:0] bits. The time it takes for the counter to
underflow after a refresh operation is determined by the combination of the IWDTCKS[3:0] and IWDTTOPS[1:0] bits.

For details, see section 24, Independent Watchdog Timer (IWDT).

IWDTCKSJ[3:0] bits (IWDT-Dedicated Clock Frequency Division Ratio Select)

The IWDTCKS[3:0] bits specify the division ratio of the prescaler for dividing the frequency of the clock for the IWDT
as 1/1, 1/16, 1/32, 1/64, 1/128, and 1/256. Using this setting combined with the IWDTTOPS[1:0] bits setting, the IWDT
counting period can be set from 128 to 524288 IWDT clock cycles.

For details, see section 24, Independent Watchdog Timer (IWDT).

IWDTRPES[1:0] bits (IWDT Window End Position Select)

The IWDTRPES[1:0] bits specify the position where the window for the down counter ends as 0%, 25%, 50%, or 75%
of the count value. The value of the window end position must be smaller than the value of the window start position,
otherwise only the value for the window start position is valid.

The counter values associated with the settings for the start and end positions of the window in the IWDTRPSS[1:0] and
IWDTRPES[1:0] bits vary with the setting in the IWDTTOPS[1:0] bits.

For details, see section 24, Independent Watchdog Timer (IWDT).

IWDTRPSS[1:0] bits (IWDT Window Start Position Select)

The IWDTRPSS[1:0] bits specify the position where the window for the down counter starts as 25%, 50%, 75%, or 100%
of the counted value. The point at which counting starts is 100% and the point at which an underflow occurs is 0%. The
interval between the window starts and ends positions becomes the period in which a refresh is possible. Refresh is not
possible outside this period.

For details, see section 24, Independent Watchdog Timer (IWDT).
IWDTRSTIRQS bit (IWDT Reset Interrupt Request Select)

The IWDTRSTIRQS bit selects the operation on an underflow of the down counter or generation of a refresh error. The
operation is selectable to an independent watchdog timer reset, a non-maskable interrupt request, or an interrupt request.

For details, see section 24, Independent Watchdog Timer (IWDT).

IWDTSTPCTL bit (IWDT Stop Control)

The IWDTSTPCTL bit specifies whether to stop counting when entering Sleep mode, Snooze mode, or Software Standby
mode.

Table 6.1 shows the count stop control by the IWDTSTPCTL bit.
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Table 6.1 Count Stop Control by the IWNDTSTPCTL Bit

IWDTSTPCTL Mode Counting of IWDT
0 Sleep / snooze/ software standby mode Continue counting
1 Sleep / snooze / software standby mode Stop counting

For details, see section 24, Independent Watchdog Timer (IWDT).

WDTSTRT bit (WDT Start Mode Select)

The WDTSTRT bit selects the mode in which the WDT is activated after a reset (stopped state or activated in auto start
mode). When WDT is activated in auto start mode, the OFSO register setting for the WDT is valid.

WDTTOPS[1:0] bits (WDT Timeout Period Select)

The WDTTOPSJ[1:0] bits specify the timeout period, that is, the time it takes for the down counter to underflow as 1024,
4096, 8192, or 16384 cycles of the frequency-divided clock set in the WDTCKS[3:0] bits. The number of WDTCLK cycles
that takes to underflow after a refresh operation is determined by a combination of the WDTCKS[3:0] and WDTTOPS[1:0]
bits.

For details, see section 23, Watchdog Timer (WDT).

WDTCKS][3:0] bits (WDT Clock Frequency Division Ratio Select)

The WDTCKSJ[3:0] bits specify the division ratio of the prescaler for dividing the frequency of WDTCLK as 1/4, 1/64,
1/128, 1/512, 1/2048, and 1/8192. Using this setting combined with the WDTTOPSJ[1:0] bits setting, the WDT counting
period can be set from 4096 to 134217728 WDTCLK cycles.

For details, see section 23, Watchdog Timer (WDT).

WDTRPES[1:0] bits (WDT Window End Position Select)

The WDTRPESJ[1:0] bits specify the position where the window on the down counter ends as 0%, 25%, 50%, or 75% of the
counted value. The value of the window end position must be smaller than the value of the window start position, otherwise
only the value for the window start position is valid.

The counter values associated with the settings for the start and end positions of the window in the WDTRPSS[1:0] and
WDTRPES[1:0] bits vary with the setting of the WDTTOPS[1:0] bits.

For details, see section 23, Watchdog Timer (WDT).

WDTRPSS[1:0] bits (WDT Window Start Position Select)

The WDTRPSS[1:0] bits specify the position where the window for the down counter starts as 25%, 50%, 75%, or 100%
of the counted value. The point at which counting starts is 100% and the point at which an underflow occurs is 0%. The
interval between the positions where the window starts and ends becomes the period in which a refresh is possible.

Refresh is not possible outside this period.
For details, see section 23, Watchdog Timer (WDT).

WDTRSTIRQS bit (WDT Reset Interrupt Request Select)

The WDTRSTIRQS bit selects the operation on an underflow of the down-counter or generation of a refresh error. The
operation is selectable to a watchdog timer reset, a non-maskable interrupt request, or an interrupt request.

For details, see section 23, Watchdog Timer (WDT).
WDTSTPCTL bit (WDT Stop Control)

The WDTSTPCTL bit specifies whether to stop counting when entering Sleep mode.
For details, see section 23, Watchdog Timer (WDT).
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6.2.2 OFS1 : Option Function Select Register 1

Address: 0x0000_0404 and 0x0000_2404"1

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bitfield: | '“3T | — — — — — — — — — — — — — — —
Value after reset: The value set by the user2
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: | — HOCOFRQ1[2:0] — — — H(E)SO — — VDSELO0[2:0] LVSDA — —
Value after reset: The value set by the user™
Bit Symbol Function R/W
1:0 — When read, these bits return the written value.
2 LVDAS Voltage Detection O Circuit Start

0: Enable voltage monitor O reset after a reset
1: Disable voltage monitor O reset after a reset

5:3 VDSELOQ[2:0] Voltage Detection 0 Level Select™ R
000: Vgeto 0
001 Vgeto_1
010: Vgeto_2
011 Vgeto 3
100: Vgeto_4
Others: Setting prohibited
7:6 — When read, these bits return the written value.

8 HOCOEN HOCO Oscillation Enable

0: Enable HOCO oscillation after a reset
1: Disable HOCO oscillation after a reset

11:9 — When read, these bits return the written value.

14:12 HOCOFRQ1[2:0] HOCO Frequency Setting 1

000: 24 MHz

010: 32MHz

100: 48 MHz

101: 64 MHz
Others: Setting prohibited

30:15 — When read, these bits return the written value. R

31 ICSATS Internal Clock Supply Architecture Type Select R

0: Internal Clock Supply Architecture Type B
1: Internal Clock Supply Architecture Type A

Note 1. When the boot swap is set, the address of this register changes. Therefore, set 0x0000_2404 and 0x0000_0404 to the same value
if boot swap is used.

Note 2. The value in a blank product is OXFFFFFFFF. It is set to the value written by your application.

Note 3. See section 39, Electrical Characteristics for the voltage levels to be detected. Set to 100b if LVDO is not used.

LVDAS bit (Voltage Detection 0 Circuit Start)
The LVDAS bit selects whether the voltage monitor O reset is enabled or disabled after a reset.

VDSELO0[2:0] bits (Voltage Detection 0 Level Select)
The VDSELO[2:0] bits select the voltage detection level of the voltage detection O circuit.

HOCOEN bit (HOCO Oscillation Enable)

The HOCOEN bit selects whether the HOCO Oscillation Enable bit is valid after a reset. Setting this bit to 0 allows the
HOCO oscillation to start before the CPU starts operation, which reduces the wait time for oscillation stabilization.
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Note: ~ When the HOCOEN bit is set to 0, the system clock source is not switched to HOCO. The system clock source is

only switched to HOCO by setting the Clock Source Select bits (SCKSCR.CKSEL[2:0]). To use the HOCO clock, set
the OFS1.HOCOFRQ1 bits to an optimum value.
HOCOFRQ1[2:0] bits (HOCO Frequency Setting 1)

The HOCOFRQ1[2:0] bits select the HOCO frequency after a reset as 24, 32, 48, or 64 MHz.

ICSATS bit (Internal Clock Supply Architecture Type Select)
The ICSATS bit selects the internal clock supply architecture from Type A and Type B after a reset.

Internal Clock Supply Architecture Type A provides the clocks that the frequency of ICLK, PCLKB, PCLKD can be
individually set in the System Clock Division Control Register (SCKDIVCR).

In Internal Clock Supply Architecture Type A, a fairly flexible operation frequency relationship between system and
peripheral functions can be executed for various applications.

Internal Clock Supply Architecture Type B provides the clocks that the frequency of ICLK, PCLKB, PCLKD is fixed as
ICLK = PCLKB = PCLKD regardless of the PCKBJ[2:0] and PCKD[2:0] settings in the System Clock Division Control
Register (SCKDIVCR).

In Internal Clock Supply Architecture Type B, a simple operation frequency relationship between system and peripheral
functions can be executed, and therefore, is a more advantageous type for power reduction.

For details of the System Clock Division Control Register (SCKDIVCR), see section 8.2.1. SCKDIVCR : System Clock

Division Control Register.

For details of the clock generation circuit block diagram, see section 8.1. Overview.

Note:

e 48 MHz or 64 MHz HOCO frequency setting in OFS1.HOCOFRQ1[2:0] is not allowed. Set the HOCO frequency to 32

MHz or 24 MHz.

When Internal Clock Supply Architecture Type B is selected:

o Memory wait setting in the MEMWAIT.MEMWAIT and FLDWAITR.FLDWAIT1 is not allowed. Use the default.

6.2.3 MPU Registers

Table 6.2 shows the registers related to the MPU function. For details, see section 14, Memory Protection Unit (MPU).

The security MPU is disabled on erasure of the flash memory. If incorrect data is written to an MPU register, the MCU
might fail to operate. See section 14, Memory Protection Unit (MPU) to set the correct data.

Table 6.2 MPU registers (1 of 2)
Size
Register name Symbol Function Address™! (byte)
Security MPU Program Counter Start SECMPUPCSO0 Specifies the security fetch region of code | 0x0000_0408 |4
Address Register 0 flash or SRAM.
Security MPU Program Counter End SECMPUPCEOQ Specifies the security fetch region of code | 0x0000_040C |4
Address Register 0 flash or SRAM.
Security MPU Program Counter Start SECMPUPCS1 Specifies the security fetch region of code | 0x0000_0410 |4
Address Register 1 flash or SRAM
Security MPU Program Counter End SECMPUPCE1 Specifies the security fetch region of code | 0x0000_0414 4
Address Register 1 flash or SRAM.
Security MPU Region 0 Start Address SECMPUSO Specifies the secure program and data of | 0x0000_0418 |4
Register code flash
Security MPU Region 0 End Address SECMPUEO Specifies the secure program and data of | 0x0000_041C |4
Register code flash.
Security MPU Region 1 Start Address SECMPUSA1 Specifies the secure program and data of | 0x0000_0420 4
Register SRAM.
Security MPU Region 1 End Address SECMPUE1 Specifies the secure program and data of | 0x0000_0424 |4
Register SRAM.
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Table 6.2 MPU registers (2 of 2)
Size
Register name Symbol Function Address™! (byte)
Security MPU Region 2 Start Address SECMPUS2 Specifies the secure data of security 0x0000_0428 |4
Register function.
Security MPU Region 2 End Address SECMPUE2 Specifies the secure data of security 0x0000_042C |4
Register function.
Security MPU Region 3 Start Address SECMPUS3 Specifies the secure data of security 0x0000_0430 4
Register function.
Security MPU Region 3 End Address SECMPUE3 Specifies the secure data of security 0x0000_0434 |4
Register function.
Security MPU Access Control Register SECMPUAC Specifies the security enabled/disabled 0x0000_0438 |4
region.
Note 1. When the boot swap is set, the address of these registers change. Therefore, set (0x0000_2408 to 0x0000_243B) and
(0x0000_0408 to 0x0000_043B) to the same value if boot swap is used.
6.2.4 AWS : Access Window Setting Register
Address: 0x0101_0010
Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: BEFL — — — — FAWE[10:0]
Value after reset: User setting
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: | FSPR | — — — — FAWSI[10:0]
Value after reset: User setting
Bit Symbol Function R/W
10:0 FAWS[10:0] Access Window Start Block Address R
These bits specify the start block address for the access window. They do not represent the
block number of the access window. The access window is only valid in the program flash
area. The block address specifies the first address of the block and consists of the address
bits [21:11].
14:11 — When read, these bits return the written value. R
15 FSPR Protection of Access Window and Startup Area Select Function R
This bit controls the programming of the write/erase protection for the access window, the
Startup Area Select Flag (BTFLG), and the temporary boot swap control. When this bit is
set to 0, it cannot be changed to 1.
0: Executing the configuration setting command for programming the access window
(FAWE[10:0], FAWS[10:0]) and the Startup Area Select Flag (BTFLG) is invalid
1: Executing the configuration setting command for programming the access window
(FAWE[10:0], FAWS[10:0]) and the Startup Area Select Flag (BTFLG) is valid
26:16 FAWE[10:0] Access Window End Block Address R
These bits specify the end block address for the access window.
They do not represent the block number of the access window.
The access window is only valid in the program flash area. The end block address for
the access window is the next block to the acceptable programming and erasure region
defined by the access window. The block address specifies the first address of the block
and consists of the address bits [21:11].
30:27 — When read, these bits return the written value. R
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Bit Symbol Function R/W
31 BTFLG Startup Area Select Flag R
This bit specifies whether the address of the startup area is exchanged for the boot swap
function.

0: First 8-KB area (0x0000_0000 to 0x0000_1FFF) and second 8-KB area
(0x0000_2000 to 0x0000_3FFF) are exchanged

1: First 8-KB area (0x0000_0000 to 0x0000_1FFF) and second 8-KB area
(0x0000_2000 to 0x0000_3FFF) are not exchanged

Issuing the program or erase command to an area outside the access window causes a command-locked state. The access
window is only valid in the program flash area. The access window provides protection in self-programming mode, serial
programming mode, and on-chip debug mode. The access window can be locked by the FSPR bit.

The access window is specified in both the FAWS[10:0] bits and the FAWE[10:0] bits. The settings for the FAWS[10:0] and
FAWE]10:0] bits are as follows:

FAWE[10:0] = FAWS[10:0]: The P/E command is allowed to execute in the full program flash area.

FAWE[10:0] > FAWS[10:0]: The P/E command is only allowed to execute in the window from the block pointed to by the
FAWS[10:0] bits to the block one lower than the block pointed to by the FAWE[10:0] bits.

FAWE[10:0] < FAWS[10:0]: The P/E command is not allowed to execute in the program flash area.

Address P/E

Protected
area

Block 7
(FAWE[10:00] = 0x007) 3

Block 6

Access Non-protected
window Block 5 area

Block 4
(FAWS[10:0] = 0x004)

»lad

Block 3

Block 2
Protected
area

Block 1

Block 0

Figure 6.2 Access window overview

6.2.5 OSIS : OCD/Serial Programmer ID Setting Register

The OSIS register stores the ID for ID code protection of the OCD/serial programmer. When connecting the OCD/serial
programmer, write values so that the MCU can determine whether to permit the connection. Use this register to check
whether a code transmitted from the OCD/serial programmer matches the ID code in the option-setting memory. When
the ID codes match, connection with the OCD/serial programmer is permitted, if not, connection with the OCD/serial
programmer is not possible. The OSIS register must be set in 32-bit words.
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Address: 0x0101_0018, 0x0101_0020, 0x0101_0028, 0x0101_0030

Bit position: 31 0

Bit field:

Value after reset: User setting

These fields hold the ID for use in ID authentication for the OCD/serial programmer.

ID code bits [127] and [126] determine whether the ID code protection is enabled, and the authentication method to use with
the host. Table 6.3 shows how the ID code determines the authentication method.

Table 6.3 Specifications for ID code protection

Operating mode on Operations on connection to programmer or on-
boot up ID code State of protection chip debugger
Serial programming OxFF, ..., OxFF (all bytes are | Protection disabled The ID code is not checked, the ID code always
mode (SCI boot mode) OxFF) matches, and the connection to the serial programmer
On-chip debug mode or on-chip debugger™! is permitted.
(SWD boot mode)
Bit [127] =1, bit [126] = 1, Protection enabled Matching ID code indicates that authentication is
and at least one of the 16 complete and connection to the serial programmer or
bytes is not OxFF the on-chip debugger is permitted.

Mismatching ID code indicates transition to the ID code
protection wait state.

When the ID code sent from the serial programmer

or the on-chip debugger is ALeRASE in ASCII code
(0x414C_6552_4153_45FF_FFFF_FFFF_FFFF_FFFF),
the content of the user flash area is erased and all bits
in the OSIS register are 1.

However, when the AWS.FSPR bit is 0 or security MPU
is enabled, the content of the user flash area is not

erased.
Bit [127] = 1 and bit [126] = | Protection enabled Matching ID code indicates that authentication is
0 complete and connection to the serial programmer or

the on-chip debugger is permitted.
Mismatching ID code indicates transition to the ID code
protection wait state.

Bit[127]=0 Protection enabled The ID code is not checked, the ID code is always
mismatching, the connection to the serial programmer
or the on-chip debugger is prohibited.

When the ID code sent from the on-chip debugger is
ALeRASE in ASCII code
(0x414C_6552_4153_45FF_FFFF_FFFF_FFFF_FFFF),
the content of the user flash area is erased and all bits
in the OSIS register are 1.

However, when the AWS.FSPR bit is 0 or security MPU
is enabled, the content of the user flash area is not
erased.

Note 1. Never send the ID code from on-chip debugger. Or send ID code OxFF, ..., OxFF (all bytes OxFF) from on-chip debugger.
6.3 Setting Option-Setting Memory

6.3.1 Allocation of Data in Option-Setting Memory

Programming data is allocated to the addresses in the option-setting memory shown in Figure 6.1. The allocated data is used
by tools such as a flash programming software or an on-chip debugger.

Note:  Programming formats vary depending on the compiler. See the compiler manual for details.

6.3.2 Setting Data for Programming Option-Setting Memory

Allocating data according to the procedure described in section 6.3.1. Allocation of Data in Option-Setting Memory, alone
does not actually write the data to the option-setting memory. You must also follow one of the actions described in this
section.
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(1) Changing the option-setting memory by self-programming

Use the programming command to write data to the program flash area. Use the configuration setting command to write
data to the option-setting memory in the configuration setting area. In addition, use the startup area select function to safely
update the boot program that includes the option-setting memory.

For details of the programming command, the configuration setting command, and the startup area select function, see
section 35, Flash Memory.

(2) Debugging through an OCD or programming by a flash writer
This procedure depends on the tool in use, see the tool manual for details.

The MCU provides two setting procedures:

e Read the data allocated as described in section 6.3.1. Allocation of Data in Option-Setting Memory, from an object file
or Motorola S-format file generated by the compiler, and write the data to the MCU

e Use the GUI interface of the tool to program the same data as allocated in section 6.3.1. Allocation of Data in
Option-Setting Memory.

6.4 Usage Notes

6.4.1 Data for Programming Reserved Areas and Reserved Bits in the Option-Setting
Memory

When reserved areas and reserved bits in the option-setting memory are within the scope of programming, write 1 to all bits
of reserved areas and all reserved bits. If 0 is written to these bits, normal operation cannot be guaranteed.

6.4.2 Note on FSPR Bit

The AWS.FSPR bit cannot be changed to 1 once it is set to 0. At that time, access window and startup area selection cannot
be set again.
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7. Low Voltage Detection (LVD)

7.1 Overview

The Low Voltage Detection (LVD) module monitors the voltage level input to the VCC pin. The detection level can be
selected by register settings. The LVD module consists of three separate voltage level detectors (LVDO, LVD1, LVD2).
LVDO, LVDI1, and LVD2 measure the voltage level input to the VCC pin. LVD registers allow your application to configure

detection of VCC changes at various voltage thresholds.

Voltage monitor registers are used to configure the LVD to trigger an interrupt, event link output, or reset when the

thresholds are crossed.

Table 7.1 lists the LVD specifications. Figure 7.1 shows a block diagram of the voltage monitor O reset generation circuit.
Figure 7.2 shows a block diagram of the voltage monitor 1 interrupt and reset circuit, and Figure 7.3 shows a block diagram
of the voltage monitor 2 interrupt and reset circuit.

Table 7.1

LVD specifications

Parameter

Voltage monitor 0

Voltage monitor 1

Voltage monitor 2

Means for setting up
operation

OFS1 register

Registers

Registers

Target for monitoring

VCC pin input voltage

VCC pin input voltage

VCC pin input voltage

Monitored voltage

Vdeto

Vdet1

Vdet2

Detected event

Voltage falls past Vgeto

Voltage rises or falls past Vet

Voltage rises or falls past Vgeto

Detection voltage

Selectable from 5
different levels in the
OFS1.VDSELO[2:0] bits

Selectable from 16 different levels in
the LVDLVLR.LVD1LVL[4:0] bits

Selectable from 4 different levels in
the LVDLVLR.LVD2LVL[2:0] bits

Monitoring flag

None

LVD1SR.MON flag: Monitors whether
voltage is higher or lower than Vget1

LVD2SR.MON flag: Monitors
whether voltage is higher or lower
than Vget2

LVD1SR.DET flag: V4et1 passage
detection

LVD2SR.DET flag: Vget2 passage
detection

Voltage monitor O reset

Voltage monitor 1 reset

Voltage monitor 2 reset

Reset when Vyeto > VCC
CPU restart after specified
time with VCC > Veto

Reset when Vget1 > VCC

CPU restart timing selectable:

after specified time with VCC > Vet
or Vget1 > VCC

Reset when Vgetp > VCC

CPU restart timing selectable:

after specified time with either VCC >
Vdet2 Of Vgetz > VCC

Process on Reset
voltage
detection

Interrupt

No interrupt

Voltage monitor 1 interrupt

Voltage monitor 2 interrupt

Non-maskable or maskable interrupt
selectable

Non-maskable or maskable interrupt
selectable

Interrupt request issued when Vet >
VCC and VCC > Vyetq or either

Interrupt request issued when Vgeto
> VCC and VCC > Vet Or either

Event link function

None

Available
Output of event signals on detection
of Vget1 Crossings

Available
Output of event signals on detection
of Vet Crossings
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Voltage Detection (LVD)

Voltage detection 0 circuit

Voltage monitor 0 reset generation circuit

VCCZ

i Level selection
circuit

LVDAS

)

Voltage detection

»

0 signal Voltage detection’
Internal reference 0 reset signal
voltage ™ \pgE| [2:0] -
(for detecting Vaeto) ’ LVDAS (active-low)
Voltage detection 0 signal is high when
the LVDAS bit is 1 (LVDO disabled).
LVDAS, VDSEL[2:0]: Bits of OFS1
Note:  For details of OFS1.LVDAS and OFS1.VDSELO0[2:0], see section 6, Option-Setting Memory.
Figure 7.1 Block diagram of voltage monitor 0 reset generation circuit
Voltage monitor 1
The setting of the LVD1SR.DET bit is 0
if 0 (undetected) is written in the program
Voltage detection 1
vee LVD1SR.MON
LVCMPCR LVD1E
LVD1CRO.CMPE LVD1CRO.RIE
LVD1CRORI
N LVDICRORN =0 >
Voltage Fix_ecé o Volta:ge_ molnitor 1
Internal reference detection 1 perio reset signa
voltage Level signal negation (active-low)
(for detection of
Vaet1) selection
LVDLVLR LVD1LVL[4:0] cireut Voltage monitor 1
non-maskable interrupt
ignal
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Figure 7.2 Block diagram of voltage monitor 1 interrupt and reset circuit
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Figure 7.3

7.2

Register Descriptions

Block diagram of voltage monitor 2 interrupt and reset circuit

7.2.1 LVCMPCR : Voltage Monitor Circuit Control Register
Base address: SYSC = 0x4001_EO00
Offset address: 0x417
Bit position: 7 6 5 4 3 2 1 0
Bitfield: | — |LVD2E |LVDIE| — — — — —
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
4:0 — These bits are read as 0. The write value should be 0. R/W
5 LVD1E Voltage Detection 1 Enable R/W
0: Voltage detection 1 circuit disabled
1: Voltage detection 1 circuit enabled
6 LVD2E Voltage Detection 2 Enable R/W
0: Voltage detection 2 circuit disabled
1: Voltage detection 2 circuit enabled
7 — This bit is read as 0. The write value should be 0. R/W
Note:  Setthe PRCR.PRCS3 bit to 1 (write enabled) before rewriting this register.

LVD1E bit (Voltage Detection 1 Enable)

When using voltage detection 1 interrupt/reset or the LVDISR.MON flag, set the LVDIE bit to 1. The voltage detection 1
circuit starts when LVD1 operation stabilization time (tqg-a)) elapses after the LVDIE bit value is changed from 0 to 1. For
details on t4(g-a), see section 39, Electrical Characteristics.

LVD2E bit (Voltage Detection 2 Enable)

When using voltage detection 2 interrupt/reset or the LVD2SR.MON flag, set the LVD2E bit to 1. The voltage detection 2
circuit starts when LVD2 operation stabilization time ty(g-a) elapses after the LVD2E bit value is changed from 0 to 1. For

details on LVD2 operation stabilization time tq.a), see section 39, Electrical Characteristics.
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7.2.2 LVDLVLR : Voltage Detection Level Select Register

Base address: SYSC = 0x4001_E000
Offset address: 0x418

Bit position: 7 6 5

4 3 2 1 0

Bit field: LVD2LVL[2:0]

LVD1LVL[4:0]

Value after reset: 0 0 0

0 0 1 1 1

Bit Symbol

Function

4:0 LVD1LVL[4:0]

Voltage Detection 1 Level Select (Standard voltage during fall in voltage)™!
0x00: Vde“_o
0x01: Vdet1_1
0x02: Vdet1_2
0x03: Vdet1_3
0x04: Vdet174
0x05: Vdet175
0x06: Vdet176
0x07: Vdet177
0x08: Vdet1_8
0x09: Vdet1_9
O0xO0A: Vdet1_A
0x0B: Vdet1_B
0x0C: Vdeﬁ_c
0x0D: Vdet1_D
O0xOE: Vdet1_E
OxOF: Vdeﬁ_F
Others: Setting prohibited

R/W

7:5 LVD2LVL[2:0]

Voltage Detection 2 Level Select (Standard voltage during fall in voltage)*!
000: Vdet2_0
001: Vgetz_1
010: Vdet2_2
011: Vdet2_3
Others: Setting prohibited

R/W

Note:  Set the PRCR.PRCS3 bit to 1 (write enabled) before rewriting this register.
Note 1. See section 39, Electrical Characteristics for the voltage levels to be detected. Keep the initial value if LVD1 is not used. When
using LVDO, set the detection voltage of LVD1 higher than the detection voltage of LVDO. The LVD1LVL [4:0] bits can be rewritten

only once after reset.

The contents of the LVDLVLR register can only be changed if the LVCMPCR.LVD1E and LVCMPCR.LVD2E bits (voltage
detection n circuit disable, n = 1, 2) are both 0. Do not set LVD detectors 1 and 2 to the same voltage detection level.

7.2.3 LVD1CRO : Voltage Monitor 1 Circuit Control Register 0

Base address: SYSC = 0x4001_EO000
Offset address: 0x41A

Bit position: 7 6 5 4 3 2 1 0
Bit field: | RN RI — — | CMPE | — RIE
Value after reset: 1 0 0 0 X 0 0 0
Bit Symbol Function R/W
0 RIE Voltage Monitor 1 Interrupt/Reset Enable R/W
0: Disable
1: Enable
1 — This bit is read as 0. The write value should be 0. R/W
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Bit Symbol Function R/W

2 CMPE Voltage Monitor 1 Circuit Comparison Result Output Enable R/W

0: Disable voltage monitor 1 circuit comparison result output
1: Enable voltage monitor 1 circuit comparison result output

3 — The read value is undefined. The write value should be 1. R/W
5:4 — These bits are read as 0. The write value should be 0. R/W
6 RI Voltage Monitor 1 Circuit Mode Select R/W

0: Generate voltage monitor 1 interrupt on Vgetq crossing
1: Enable voltage monitor 1 reset when the voltage falls to and below Vet

7 RN Voltage Monitor 1 Reset Negate Select R/W

0: Negate after a stabilization time (t,\yp1) when VCC > Vet is detected
1: Negate after a stabilization time (t.yp1) on assertion of the LVD1 reset

Note:  Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

RIE bit (Voltage Monitor 1 Interrupt/Reset Enable)

The RIE bit enables or disables voltage monitor 1 interrupt/reset. Ensure that neither a voltage monitor 1 interrupt nor a
voltage monitor 1 reset is generated during programming or erasure of the flash memory.

CMPE bit (Voltage Monitor 1 Circuit Comparison Result Output Enable)

The CMPE bit enables or disables voltage monitor 1 circuit comparison result output. Set the CMPE bit to 1 after the
voltage detection 1 circuit enables and stabilization time (tqg-a)) €lapses. When stopping the voltage detection 1 circuit,

disable the voltage detection 1 circuit after setting the CMPE bit is 0.

RN bit (Voltage Monitor 1 Reset Negate Select)

If the RN bit is set to 1 (negation follows a stabilization time on assertion of the LVD1 reset signal), set the
MOCOCR.MCSTP bit to 0 (the MOCO operates). In addition, for a transition to Software Standby mode, the only possible
value for the RN bit is 0 (negation follows stabilization time when VCC > V44 is detected). Do not set the RN bit to 1

when this is the case.

7.24 LVD2CRO : Voltage Monitor 2 Circuit Control Register 0

Base address: SYSC = 0x4001_EO000
Offset address: 0x41B

Bit position: 7 6 5 4 3 2 1 0
Bit field: | RN RI — — |cMPE| — RIE
Value after reset: 1 0 0 0 X 0 0 0
Bit Symbol Function R/W
0 RIE Voltage Monitor 2 Interrupt/Reset Enable R/W
0: Disable
1: Enable
1 — This bit is read as 0. The write value should be 0. R/W
2 CMPE Voltage Monitor 2 Circuit Comparison Result Output Enable R/W

0: Disable voltage monitor 2 circuit comparison result output
1: Enable voltage monitor 2 circuit comparison result output

3 — The read value is undefined. The write value should be 1. R/W
5:4 — These bits are read as 0. The write value should be 0. R/W
6 RI Voltage Monitor 2 Circuit Mode Select R/W

0: Generate voltage monitor 2 interrupt on Vgeto crossing
1: Enable voltage monitor 2 reset when the voltage falls to and below Vyet2
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Bit Symbol Function R/W

7 RN Voltage Monitor 2 Reset Negate Select R/W

0: Negate after a stabilization time (typ2) when VCC > Ve is detected
1: Negate after a stabilization time (t.yp2) on assertion of the LVD2 reset

Note:  Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

RIE bit (Voltage Monitor 2 Interrupt/Reset Enable)

The RIE bit enables or disables the voltage monitor 2 interrupt/reset. Ensure that neither a voltage monitor 2 interrupt nor a
voltage monitor 2 reset is generated during programming or erasure of the flash memory.

CMPE bit (Voltage Monitor 2 Circuit Comparison Result Output Enable)

The CMPE bit enables or disables voltage monitor 2 circuit comparison result output. Set the CMPE bit to 1 after the
voltage detection 2 circuit enables and stabilization time (tq(g-a)) €lapses. When stopping the voltage detection 2 circuit,
disable the voltage detection 2 circuit after setting the CMPE bit is 0.

RN bit (Voltage Monitor 2 Reset Negate Select)

If the RN bit is set to 1 (negating LVD2 reset in a specified time after its assertion), set the MOCOCR.MCSTP bit to 0
(the MOCO operates). Additionally, for a transition to Software Standby mode, the only possible value for the RN bit is
0 (negation follows a stabilization time when VCC > V4 is detected). Do not set the RN bit to 1 (negation follows a

stabilization time after assertion of the LVD2 reset signal) when this is the case.

7.2.5 LVD1CR1 : Voltage Monitor 1 Circuit Control Register

Base address: SYSC = 0x4001_EO000
Offset address: O0x0EO

Bit position: 7 6 5 4 3 2 1 0
Bitfield: | — — — — — 'R?SE IDTSEL[1:0]
Value after reset: 0 0 0 0 0 0 0 1
Bit Symbol Function R/W
1:0 IDTSEL[1:0] Voltage Monitor 1 Interrupt Generation Condition Select R/W

0 0: When VCC 2 Vyetq (rise) is detected
0 1: When VCC < Vg1 (fall) is detected
1 0: When fall and rise are detected

11: Settings prohibited

2 IRQSEL Voltage Monitor 1 Interrupt Type Select R/W

0: Non-maskable interrupt
1. Maskable interrupt’!

73 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRC3 bit to 1 (writing enabled) before rewriting this register.
Note 1. When enabling maskable interrupts, do not change the NMIER.LVD1EN bit value in the ICU from the reset state.

7.2.6 LVD1SR : Voltage Monitor 1 Circuit Status Register

Base address: SYSC = 0x4001_EO000
Offset address: O0xO0E1

Bit position: 7 6 5 4 3 2 1 0
Bit field: — — — — — — MON DET
Value after reset: 0 0 0 0 0 0 1 0
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Bit Symbol Function R/W
0 DET Voltage Monitor 1 Voltage Variation Detection Flag R/W™1
0: Not detected
1: Vget1 Crossing is detected
1 MON Voltage Monitor 1 Signal Monitor Flag R
0: VCC < Vet
1: VCC 2= Vget1 or MON is disabled
7:2 — These bits are read as 0. The write value should be 0. R/W
Note:  Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.

Note 1. Only 0 can be written to this bit. After writing O to this bit, 2 system clock cycles are required for the bit to be read as 0.

DET flag (Voltage Monitor 1 Voltage Variation Detection Flag)

The DET flag is enabled when the LVCMPCR.LVDIE bit is 1 (voltage detection | circuit enabled) and the
LVDI1CRO.CMPE bit is 1 (voltage monitor 1 circuit comparison result output enabled).

When detecting Vget1, set the DET flag to 0 after setting LVD1CRO.RIE is 0 (disabled). When setting LVD1CRO.RIE bit to
1 (enabled) after setting it to 0, wait for 2 or more PCLKB cycles which have elapsed.
MON flag (Voltage Monitor 1 Signal Monitor Flag)

The MON flag is enabled when the LVCMPCR.LVDIE bit is 1 (voltage detection 1 circuit enabled) and the
LVDI1CRO.CMPE bit is 1 (voltage monitor 1 circuit comparison result output enabled).

7.2.7 LVD2CR1 : Voltage Monitor 2 Circuit Control Register 1

Base address: SYSC = 0x4001_E000
Offset address: Ox0E2

Bit position: 7 6 5 4 3 2 1 0
Bit field: | — — — — — 'R?_SE IDTSEL[1:0]
Value after reset: 0 0 0 0 0 0 0 1
Bit Symbol Function R/W
1:0 IDTSEL[1:0] Voltage Monitor 2 Interrupt Generation Condition Select R/W

0 0: When VCC 2 Ve (rise) is detected
0 1: When VCC < Vet (fall) is detected

1 0: When fall and rise are detected
1 1: Settings prohibited

2 IRQSEL Voltage Monitor 2 Interrupt Type Select R/W
0: Non-maskable interrupt
1. Maskable interrupt"!

73 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRCS bit to 1 (writing enabled) before rewriting this register.
Note 1. When enabling maskable interrupts, do not change the NMIER.LVD2EN bit value in the ICU from the reset state.

7.2.8 LVD2SR : Voltage Monitor 2 Circuit Status Register

Base address: SYSC = 0x4001_EO000
Offset address: Ox0E3

Bit position: 7 6 5 4 3 2 1 0
Bit field: — — — — — — MON DET
Value after reset: 0 0 0 0 0 0 1 0
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Bit Symbol Function R/W

0 DET Voltage Monitor 2 Voltage Variation Detection Flag R/W™

0: Not detected
1: Vget2 Crossing is detected

1 MON Voltage Monitor 2 Signal Monitor Flag R

0: VCC < Vet2
1: VCC 2= Vgeto or MON is disabled

7:2 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRC3 bit to 1 (write enabled) before rewriting this register.
Note 1. Only 0 can be written to this bit. After writing O to this bit, 2 system clock cycles are required for the bit to be read as 0.

DET flag (Voltage Monitor 2 Voltage Variation Detection Flag)

The DET flag is enabled when the LVCMPCR.LVD2E bit is 1 (voltage detection 2 circuit enabled) and the
LVD2CRO.CMPE bit is 1 (voltage monitor 2 circuit comparison result output enabled).

When detecting Vgepp, set the DET flag to 0 after setting LVD2CRO.RIE is 0 (disabled). When setting LVD2CRO.RIE bit to
1 (enabled) after setting it to 0, wait for 2 or more PCLKB cycles which have elapsed.

MON flag (Voltage Monitor 2 Signal Monitor Flag)

The MON flag is enabled when the LVCMPCR.LVD2E bit is 1 (voltage detection 2 circuit enabled) and the
LVD2CRO.CMPE bit is 1 (voltage monitor 2 circuit comparison result output enabled).

7.3 VCC Input Voltage Monitor

7.3.1 Monitoring Vgeto

The comparison results from voltage monitor 0 are not available for reading.

7.3.2 Monitoring Vet1

Table 7.2 shows the procedures to set up monitoring against Vgt . After the settings are complete, the comparison results
from voltage monitor 1 can be monitored with the LVD1SR.MON flag.

Table 7.2 Procedures to set up monitoring against Vgetq

Step Monitoring the comparison results from voltage monitor 1

Setting up the voltage 1 | Set LVCMPCR.LVD1E = 0 to disable voltage detection 1 before writing to the LVDLVLR.LVD1LVL[4:0] bits.
detection 1 circuit - : -
Select the detection voltage in the LVDLVLR.LVD1LVL[4:0] bits.

Set LVCMPCR.LVD1E = 1 to enable the voltage detection 1 circuit.

Wait for at least ty (g-a) for the LVD1 operation stabilization time after LVD1 is enabled.

a|l |l WIN

Enabling output Set LVD1CR0.CMPE = 1 to enable output of the comparison results from voltage monitor 1.

7.3.3 Monitoring Vget2

Table 7.3 shows the procedures to set up monitoring against Vgep. After the settings are complete, the comparison results
from voltage monitor 2 can be monitored in the LVD2SR.MON flag.

Table 7.3 Procedures to set up monitoring against Vget2

Step Monitoring the results of comparison by voltage monitor 2
Setting up the voltage 1 | Set LVCMPCR.LVD2E = 0 to disable voltage detection 2 before writing to the LVDLVLR.LVD2LVL[2:0] bits.
detection 2 circuit - - -

2 | Select the detection voltage in the LVDLVLR.LVD2LVL[2:0] bits.

3 | Set LVCMPCR.LVD2E = 1 to enable the voltage detection 2 circuit.

4 | Wait for at least tq (e.a) for the LVD2 operation stabilization time after LVD2 is enabled.
Enabling output 5 | Set LVD2CR0.CMPE = 1 to enable output of the comparison results from voltage monitor 2.
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7.4 Reset from Voltage Monitor 0

When using the reset from voltage monitor 0, clear the OFS1.LVDAS bit to 0 to enable the voltage monitor O reset after a
reset. However, at boot mode, the reset from voltage monitor 0 is disabled regardless of the value of the OFS1.LVDAS bit.

Figure 7.4 shows an example of operations for a voltage monitor O reset.

*3

1 1 1
Veeto*'! ‘: ’: \:L +
i i i i
Veor*! d ] ; '
) ) ) )
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
) ) ) )
1 1 1 1
External voltage VCC — | | | |
i i i i
1 1 1 1
1 1 1 1
_______'______r____|___|'______:___________
P Power-on reset state _ Voltage-monitor O reset state

A
|y

1

RES pin :
1

_ 1

1

1
1
1
1
1
1
i
1
POR detection signal i
(active-low) !
:

1

|

]

1

1

1

1

1

1

1

1

Set by OFS1.LVDAS

Voltage detection 0
signal (active-low) |

LVDO enable/disable
signal (active-low)

Internal reset signal tror*?

(active-low)

RSTSRO0.PORF
RSTSRO.LVDORF

tuvpo*? I_
—Pp

RES pin reset

Note:  For details of the electrical characteristics, see section 39, Electrical Characteristics.

Note 1. Vpor indicates the detection level for a power-on reset and Vet indicates the detection level for a voltage monitor 0
reset.

Note 2. tpog: the period until the power-on reset is released.
tvpo: the period until the LVDO reset is released.

Note 3. At power-on, the POR reset is released after VCC has reached the minimum guaranteed voltage.

Figure 7.4 Example of voltage monitor 0 reset operation

7.5 Interrupt and Reset from Voltage Monitor 1

An interrupt or reset can be generated in response to the comparison results from the voltage monitor 1 circuit.

Table 7.4 shows the procedures for setting bits related to the voltage monitor 1 interrupt/reset so that voltage monitoring
occurs. Table 7.5 shows the procedures for setting bits related to the voltage monitor 1 interrupt/reset so that voltage
monitoring stops. Figure 7.5 shows an example of operations for a voltage monitor 1 interrupt. For the operation of the
voltage monitor 1 reset, see Figure 5.2 in section 5, Resets.

When using the voltage monitor 1 circuit in Software Standby mode, set up the circuit using the procedures in this section.
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(1) Setting in Software Standby mode

o When VCC > V4 is detected, negate the voltage monitor 1 reset signal (LVD1CRO.RN = 0) following a stabilization
time.

Table 7.4 Procedures for setting bits related to voltage monitor 1 interrupt and voltage monitor 1 reset so that
voltage monitoring occurs

Voltage monitor 1 interrupt (voltage monitor 1

Step ELC event output) Voltage monitor 1 reset
Setting up the voltage 1 | Set LVCMPCR.LVD1E = 0 to disable voltage detection 1 before writing to the LVDLVLR register.
detection 1 circuit - 3 -

2 | Select the detection voltage in the LVDLVLR.LVD1LVL[4:0] bits.

3 | Set LVCMPCR.LVD1E = 1 to enable the voltage detection 1 circuit.

4 | Wait for at least tq (e-a) for the LVD1 operation stabilization time after LVD1 is enabled."
Setting up the voltage 5 | Set LVD1CRO.RI = 0 to select the voltage monitor 1 e Set LVD1CRO.RI = 1 to select the voltage
monitor 1 interrupt or interrupt. monitor 1 reset.
reset e Select the type of reset negation in the

LVD1CRO.RN bit.

6 e Select the interrupt request condition in the —
LVD1CR1.IDTSEL[1:0] bits.

e Select the interrupt type in the
LVD1CR1.IRQSEL bit.

Enabling output 7 |SetLVD1SR.DET =0.

8 | Set LVD1CRO.RIE = 1 to enable the voltage monitor 1 interrupt or reset.”

9 | Set LVD1CRO0.CMPE = 1 to enable output of the comparison results from voltage monitor 1.

Note 1. Steps 5 to 8 can be performed during the wait time in step 4. For details on tq (-a), See section 39, Electrical Characteristics.
Note 2. Step 8 is not required if only the ELC event signal is to be output.

Table 7.5 Procedures for setting bits related to voltage monitor 1 interrupt and voltage monitor 1 reset so that
voltage monitoring stops

Step Voltage monitor 1 interrupt (voltage monitor 1 ELC event output), voltage monitor 1 reset
Stopping the enabling 1 | Set LVD1CRO.CMPE = 0 to disable output of the comparison results from voltage monitor 1.
output

2 | Set LVD1CRO.RIE = 0 to disable the voltage monitor 1 interrupt or reset.”!

Stopping the voltage 3 | Set LVCMPCR.LVD1E = 0 to disable the voltage detection 1 circuit.
detection 1 circuit

Note 1. Step 2 is not required if only the ELC event signal is to be output.

If the voltage monitor 1 interrupt or reset setting is to be made again after it is used and stopped once, you can omit the
following steps in the procedures for stopping and setting, depending on the conditions:

e Setting the voltage detection 1 circuit is not required if the settings for the circuit do not change.
e Setting the voltage monitor 1 interrupt or reset is not required if the settings for the voltage monitor 1 interrupt or

voltage monitor 1 reset do not change.

Figure 7.5 shows an example of the voltage monitor 1 interrupt operation.
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interrupt request

]]j]J

Note 1. When the voltage monitor O reset is not in use, use at VCC = VCCmin.

Figure 7.5 Example of voltage monitor 1 interrupt operation

7.6 Interrupt and Reset from Voltage Monitor 2

An interrupt or reset can be generated in response to the comparison results from the voltage monitor 2 circuit.

Table 7.6 shows the procedures for setting bits related to the voltage monitor 2 interrupt/reset so that voltage monitoring
occurs. Table 7.7 shows the procedures for setting bits related to the voltage monitor 2 interrupt/reset so that voltage
monitoring stops. Figure 7.6 shows an example of operations for a voltage monitor 2 interrupt. For the operation of the
voltage monitor 2 reset, see Figure 5.2 in section 5, Resets.

When using the voltage monitor 2 circuit in Software Standby mode, set up the circuit with the following procedures.

(1) Setting in Software Standby mode

o When VCC > V. is detected, negate the voltage monitor 2 reset signal (LVD2CRO.RN = 0) following a LVD2
stabilization time.

Table 7.6 Procedures for setting bits related to voltage monitor 2 interrupt and voltage monitor 2 reset so that
voltage monitoring occurs (1 of 2)

Voltage monitor 2 interrupt (voltage monitor 2

Step ELC event output) Voltage monitor 2 reset
Setting up the voltage 1 | Set LVCMPCR.LVD2E = 0 to disable voltage detection 2 before writing to the LVDLVLR register.
detection 2 circuit - - -
2 | Select the detection voltage in the LVDLVLR.LVD2LVL[2:0] bits.
3 | Set LVCMPCR.LVD2E = 1 to enable the voltage detection 2 circuit.
4 | Wait for at least tq (E-A) for the LVD2 operation stabilization time after LVD2 is enabled."
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Table 7.6 Procedures for setting bits related to voltage monitor 2 interrupt and voltage monitor 2 reset so that
voltage monitoring occurs (2 of 2)

Voltage monitor 2 interrupt (voltage monitor 2

Step ELC event output) Voltage monitor 2 reset

Setting up the voltage 5 | Set LVD2CRO0.RI = 0 to select the voltage monitor2 | e Set LVD2CRO0.RI = 1 to select the voltage
monitor 2 interrupt or interrupt. monitor 2 reset.

reset e Select the type of reset negation in the

LVD2CRO.RN bit.

6 e Select the interrupt request condition in the —
LVD2CR1.IDTSEL[1:0] bits.

e Select the interrupt type in the
LVD2CR1.IRQSEL bit.

Enabling output 7 | Set LVD2SR.DET =0.

8 | Set LVD2CRO.RIE = 1 to enable the voltage monitor 2 interrupt or reset.”?

9 | Set LVD2CR0.CMPE = 1 to enable output of the comparison results from voltage monitor 2.

Note 1. Steps 5 to 8 can be performed during the wait time in step 4. For details on tye-a), see section 39, Electrical Characteristics.
Note 2. Step 8 is not required if only the ELC event signal is to be output.

Table 7.7 Procedures for setting bits related to voltage monitor 2 interrupt and voltage monitor 2 reset so that
voltage monitoring stops

Step Voltage monitor 2 interrupt (voltage monitor 2 ELC event output), voltage monitor 2 reset

Settings to stop enabling | 1 | Set LVD2CRO0.CMPE = 0 to disable output of the comparison results from voltage monitor 2.
output

2 | Set LVD2CRO.RIE = 0 to disable the voltage monitor 2 interrupt or reset.”!

Stopping the voltage 3 | Set LVCMPCR.LVD2E = 0 to disable the voltage detection 2 circuit.
detection 2 circuit

Note 1. Step 2 is not required if only the ELC event signal is to be output.

If the voltage monitor 2 interrupt or reset setting is to be made again after it is used and stopped once, you can omit the
following steps in the procedures for stopping and setting, depending on the conditions:

e Setting the voltage detection 2 is not required if the settings for the circuit do not change.

e Sctting the voltage monitor 2 interrupt or reset is not required if the settings for the voltage monitor 2 interrupt or
voltage monitor 2 reset do not change.
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Note 1. When the voltage monitor O reset is not in use, use at VCC = VCCmin.

Figure 7.6 Example of voltage monitor 2 interrupt operation

7.7 Event Link Controller (ELC) Output
The LVD can output the event signals to the Event Link Controller (ELC).

(1)  Vget1 Crossing Detection Event

The LVD outputs the event signal when it detects that the voltage has passed the V4¢; voltage while both the voltage
detection 1 circuit and the voltage monitor 1 circuit comparison result output are enabled.

(2) Vdget2 Crossing Detection Event

The LVD outputs the event signal when it detects that the voltage has passed the V4etp voltage while both the voltage
detection 2 circuit and the voltage monitor 2 circuit comparison result output are enabled.

When enabling the event link output function of the LVD, you must enable the LVD before enabling the LVD event link
function of the ELC. To stop the event link output function of the LVD, you must stop the LVD before disabling the LVD
event link function of the ELC.

7.7.1 Interrupt Handling and Event Linking

The LVD provides bits to separately enable or disable the voltage monitor 1 and 2 interrupts. When an interrupt source is
generated and the interrupt is enabled by the interrupt enable bit, the interrupt signal is output to the CPU.

In contrast, as soon as an interrupt source is generated, an event link signal is output as the event signal to the other module
through the ELC, regardless of the state of the interrupt enable bit.

It is possible to output voltage monitor 1 and 2 interrupts in Software Standby mode.

e When a Vet or Vgep passage events is detected in Software Standby mode, event signals are not generated for the
ELC because the clock is not supplied in Software Standby mode. Because the Vo1 and Ve passage detection flags
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are saved, when the clock supply resumes after returning from Software Standby mode, the event signals for the ELC
are output based on the state of the V4et; and V4erp detection flags.
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8. Clock Generation Circuit

8.1 Overview

The MCU provides a clock generation circuit. Table 8.1 and Table 8.2 list the clock generation circuit specifications. Figure

8.1 and Figure 8.2 show a block diagram, and Table 8.3 lists the I/O pins.

Table 8.1

Clock generation circuit specifications for the clock sources

Clock source

Description

Specification

Main clock oscillator (MOSC)

Resonator frequency

1 MHz to 20 MHz

External clock input frequency

Up to 20 MHz

External resonator or additional circuit

ceramic resonator, crystal

Connection pins EXTAL, XTAL

Drive capability switching Available

Oscillation stop detection function Available
Sub-clock oscillator (SOSC) Resonator frequency 32.768 kHz

External resonator or additional circuit

crystal resonator

Connection pins

XCIN, XCOUT

Drive capability switching

Available

High-speed on-chip oscillator (HOCO)

Oscillation frequency

24/32/48/64 MHz

User trimming Available
Middle-speed on-chip oscillator Oscillation frequency 8 MHz
(MOCO) . -

User trimming Available
Low-speed on-chip oscillator (LOCO) | Oscillation frequency 32.768 kHz

User trimming Available
IWDT-dedicated on-chip oscillator Oscillation frequency 15 kHz
(IWDTLOCO) A

User trimming No

External clock input for SWD
(SWCLK)

Input clock frequency

Up to 12.5 MHz

Table 8.2 Clock generation circuit specifications for the internal clocks (1 of 2)
Item Clock source Clock supply Specification
System clock (ICLK) MOSC/SOSC 1/HOCO/ CPU, DTC, Flash, Flash-IF, SRAM Up to 48 MHz
MOCO/LOCO Division ratios: 1/2/4/8/16/32/64
1 MHz to 48 MHz (P/E)

Peripheral module clock B MOSC/SOSC 1/HOCO/ Peripheral modules (CAC, ELC, I/O | Up to 32 MHz

(PCLKB) MOCO/LOCO Ports, KINT, POEG, GPT, AGT, Division ratios:1/2/4/8/16/32/64
RTC, WDT, IWDT, SCI, IIC, SPI,
CRC, ADC12, ACMPLP, CTSU,
DOC, AES, and TRNG)

Peripheral module clock D MOSC/SOSC 1/HOCO/ Peripheral modules (GPT count Up to 64 MHz

(PCLKD) MOCO/LOCO clock, ADC12 conversion clock) Division ratios: 1/2/4/8/16/32/64

AGT clock (AGTSCLK/ SOSC™/LOCO AGT 32.768 kHz

AGTLCLK)

CAC Main clock (CACMCLK) [MOSC CAC Up to 20 MHz

CAC Sub clock (CACSCLK) |sosc™ CAC 32.768 kHz

CAC LOCO clock (CACLCLK) | LOCO CAC 32.768 kHz

CAC MOCO clock MOCO CAC 8 MHz

(CACMOCLK)
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Table 8.2 Clock generation circuit specifications for the internal clocks (2 of 2)
Item Clock source Clock supply Specification
CAC HOCO clock HOCO CAC 24/32/48/64 MHz
(CACHCLK)
CAC IWDTLOCO clock IWDTLOCO CAC 15 kHz
(CACILCLK)
RTC clock (RTCSCLK™/ SOSC/LOCO RTC 32.768 kHz / 128 Hz
RTCS128CLK/RTCLCLK)
IWDT clock (IWDTCLK) IWDTLOCO IWDT 15 kHz
SysTick timer clock LOCO SysTick timer 32.768 kHz
(SYSTICCLK)
Clock/buzzer output MOSC/SOSC™1/LOCO/ CLKOUT pin Up to 16 MHz
(CLKOUT) MOCO/HOCO Division ratios: 1/2/4/8/16/32/64/128
Serial wire clock (SWCLK) SWCLK pin OCD Up to 12.5 MHz

Note:  Restrictions on setting clock frequency: ICLK = PCLKB, PCLKD = PCLKB
PCLKB Restrictions on clock frequency ratio: (N: integer, and up to 64)
ICLK:PCLKB = N:1, ICLK:PCLKD = N:1 or 1:N
Minimum ICLK frequency is 1 MHz in Programming/Erasure (P/E) mode.

Note 1. This clock is not supplied in Software Standby mode when the RCR4.ROPSEL bit is 1.

Oscillation
stop detection
circuit

CKSEL[2:0]

oo cxza

Frequency
divider

Selector

System clock (ICLK)
To CPU, FLASH, SRAM,
FLASH-IF, and DTC

Selector

Peripheral module clock

— PCLKB (Peripheral bus)
—m PCLKD (GPT, ADC)

= SysTick timer clock (SYSTICCLK)

» AGT clock (AGTSCLK)

IWDT-dedicated

1/64
XTAL o— .
Main clock Main clock 5
EXTAL 0—| oscillator E | o
] i "
» wait control PCKBJ[2:0]
SCDIVCR PCKD[2:0]
XCIN © Sub-clock Sub-clock
XCOUT o oscillator | [Dwer g
o
12}
High-speed on-chip H‘\ghk-speed
oscillator cloc Oscillation
24/32/48/64 MHz >—| wait control
Middle-speed on-chip gl‘lledci\e-speed
oscillator
8 MHz
Low-speed on-chip L‘OWLspeed
oscillator cod
32.768 kHz
CKODIV[2:0]
CKOSEL v
Frequency
divider

> 1o AGT (AGTLCLK)

Clock/Buzzer output

Selector Q
\ SES
o}
o
2

» (CLKOUT)
To CLKOUT pin

o IWDT clock (IWDTCLK)

on-chip oscillator
15 kHz

SWCLK o

IWDT low-speed
clock

~ ToIwDT
(CACILCLK)

(CACLCLK)

CAC clock  (SACMOCLK)

(CACHCLK)

To CAC (CACSCLK)

(CACMCLK)

- RTC 128 Hz clock (RTCS128CLK)

P RTC clock (RTCLCLK)

ToRTC (RTCSCLK)

o Serial wire clock (SWCLK)

" To TAP controller

Figure 8.1

Clock generation circuit block diagram (Internal Clock Supply Architecture Type A)
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CKSEL[2:0] SCKDIVCR | ICK[2:0]
SCKSCR U
U .
Frequency % System clock (ICLK)
Oscillation — 5 divider 2 To CPU, FLASH, SRAM,
stop detection H 3 ™ 3 FLASH-IF, and DTC
circuit E i Peripheral module clock
iég PCLKB (Peripheral bus)
XTAL G Main clock Main clock PCLKD (GPT, ADC)
EXTAL o— oscillator Oscillation —e
wait control
XCIN 0 Sub-clock Sub-clock
XCOUT ¢ oscillator | (o]
High-speed on-chip High-speed
§ clock ———
oscillator Oscillation
24/32 MHz | wait conror
Middle-speed on-chip Middle-speed
¥ clock
oscillator
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- SysTick timer clock (SYSTICCLK)
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32.768 kHz
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15 kHz IWDT low-speed T (CACILCLK)
clock (CACLCLK)
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(CACHCLK)
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»- RTC 128 Hz clock (RTCS128CLK)
P RTC clock (RTCLCLK)
ToRTC (RTCSCLK)
o Serial wire clock (SWCLK)
SWCLK o ™ To TAP controller

Figure 8.2 Clock generation circuit block diagram (Internal Clock Supply Architecture Type B)

Table 8.3 Clock generation circuit input/output pins

Pin name /10 Description
XTAL Output These pins are used to connect a crystal resonator. The EXTAL pin can also be used to input an
EXTAL Input external clock. For details, see section 8.3.2. External Clock Input.
XCIN Input These pins are used to connect a 32.768-kHz crystal resonator
XCouT Output
CLKOUT Output This pin is used to output the CLKOUT/BUZZER clock
SWCLK Input This pin is used to input from the SWD
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8.2
8.2.1

Base address: SYSC = 0x4001_EO000

Offset address: 0x020

Bit position: 31 30 29

Register Descriptions

28

SCKDIVCR : System Clock Division Control Register

27 26 25 24 23 22

21

20

18

Bit field: —_ — —

— ICK[2:0] — —

Value after reset: 0 0 0

Bit position: 15 14 13

1

Bit field: — — —

— PCKB[2:0] — —

PCKDI[2:0]

Value after reset: 0 0 0

0 1 0 0 0 0

0

Bit Symbol

Function

2:0 PCKD[2:0]

Peripheral Module Clock D (PCLKD) Select "3

000:
001:
010:
011:
100:
101:
110:
Others:

x1/1

x 1/2

x 1/4

x 1/8

x 1/16

x 1/32

x 1/64

Settings prohibited

R/W

7:3 —

These bits are read as 0. The write value should be 0.

R/W

10:8 PCKB[2:0]

Peripheral Module Clock B (PCLKB) Select™ "3

000:
001:
010:
011:
100:
101:
110:
Others:

x 11

x1/2

x 1/4

x 1/8

x 1/16

x 1/32

x 1/64

Settings prohibited

R/wW

23:11 —

These bits are read as 0. The write value should be 0.

R/W

26:24 ICK[2:0]

System Clock (ICLK) Select™ "2 "3

000:
001:
010:
011:
100:
101:
110:
Others:

x1/1

x 1/2

x 1/4

x 1/8

x 1/16

x 1/32

x 1/64

Settings prohibited

R/W

31:27 —

These bits are read as 0. The write value should be 0.

R/W

Note:

module clock (PCLKB), and the peripheral module clock (PCLKD) should be ICLK : PCLKB : PCLKD =1:1: 1.

Write the same value to ICK[2:0], PCKBJ[2:0], and PCKD[2:0] when setting SCKDIVCR in Internal Clock Supply Architecture Type B.
The association between the frequencies of the system clock (ICLK) and the peripheral module clock (PCLKB) should be

Note 1.

ICLK:PCLKB = N:1 (N: integer).
Note 2.

ICLK:PCLKD = N:1 or 1:N (N: integer).
Note 3.

MHz and MEMWAIT.MEMWAIT = 0.

The SCKDIVCR register selects the frequencies of the system clock (ICLK), and peripheral module clock (PCLKB,

PCLKD).

The association between the frequencies of the system clock (ICLK) and the peripheral module clock (PCLKD) should be

For Internal Clock Supply Architecture Type B, the association between the frequencies of the system clock (ICLK), the peripheral

Selecting division by 1 to ICLK is prohibited when SCKSCR.CKSEL[2:0] bits select the system clock source that is faster than 32
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8.2.2 SCKSCR : System Clock Source Control Register

Base address: SYSC = 0x4001_E000

Offset address:

Bit position:

Bit field:

Value after reset:

0x026

4 3 2 1 0

— — CKSEL[2:0]

0 0 0 0 1

Bit Symbol

Function

2:0 CKSEL[2:0]

Clock Source Select™’

000: HOCO

001: MOCO

010: LOCO

0 1 1: Main clock oscillator (MOSC)
100: Sub-clock oscillator (SOSC)
10 1: Setting prohibited

110: Setting prohibited

11 1: Setting prohibited

R/W

73 —

These bits are read as 0. The write value should be 0.

R/wW

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.
Note 1. Selecting a system clock source that is faster than 32 MHz (system clock source > 32 MHz) is prohibited when the
SCKDIVCR.ICK][2:0] bits select division by 1 and MEMWAIT.MEMWAIT = 0.

The SCKSCR register selects the clock source for the system clock.

CKSEL[2:0] bits (Clock Source Select)
The CKSEL[2:0] bits select the source for the following modules:

e System clock (ICLK)

e Peripheral module clocks (PCLKB and PCLKD)

The bits select from one of the following sources:

e [ ow-speed on-chip oscillator (LOCO)

e Middle-speed on-chip oscillator (MOCO)
e High-speed on-chip oscillator (HOCO)

o Main clock oscillator (MOSC)

e Sub-clock oscillator (SOSC)

The operating state of each clock source is controlled not only by the clock oscillation enable settings but also by the
operating modes of the product. Some clock sources might be forcibly stopped depending on the product operating mode

being used.

Check the operation state of clock sources in each product operating mode, and do not select the clock source to be stopped
in SCKSCR. The clock sources should be switched when there are no occurring internal asynchronous interrupt. For details,
see section 10, Low Power Modes.

8.2.3 MEMWAIT : Memory Wait Cycle Control Register for Code Flash

Base address: SYSC = 0x4001_EO000

Offset address: 0x031
Bit position: 7 4 3 2 1 0
Bitfield: | — - = =1 - |
Value after reset: 0 0 0 0 0 0
RO1UHO0852EJ0150 Rev.1.50 RENESAS
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Bit Symbol Function R/W
0 MEMWAIT Memory Wait Cycle Select for Code Flash R/W
0: No wait
1: Wait
71 — These bits are read as 0. The write value should be 0. R/(W)

Note:  Writing O to the MEMWAIT bit is prohibited when SCKDIVCR.ICK bit selects division by 1 and SCKSCR.CKSEL[2:0] bits select the
system clock source that is faster than 32 MHz (ICLK > 32 MHz).
Note:  For Internal Clock Supply Architecture Type B selected by OFS1.ICSATS bit, the MEMWAIT settings is prohibited.

The MEMWAIT register controls the wait cycle of code flash read access.

MEMWAIT bit (Memory Wait Cycle Select for Code Flash)

This bit selects the wait cycle of code flash read access. The wait cycle of code flash access is set to no wait (MEMWAIT =
0) after a reset is released.

Before writing to the MEMWAIT bit, check the ICLK frequency and operation power control mode. The following
restrictions apply when setting the ICLK and operation power control mode, and the MEMWAIT bit:

o When setting the ICLK to faster than 32 MHz (ICLK > 32 MHz), set MEMWAIT to 1 while ICLK is 32 MHz or less
(ICLK <32 MHz) and the operation power control mode is High-speed mode (OPCCR.OPCM[1:0] = 00b). Setting
MEMWALIT to 1 is prohibited in operation modes other than High-speed mode. Setting the ICLK faster than 32 MHz is
prohibited while MEMWAIT = 0.

e When setting the ICLK from 32 MHz or faster (ICLK > 32 MHz) to 32 MHz or less (ICLK < 32 MHz), the ICLK
frequency must be set to 32 MHz or less while MEMWAIT = 1. Setting MEMWAIT to 0 is prohibited while ICLK is
faster than 32 MHz. Setting MEMWALIT to 1 is prohibited in operation modes other than High-speed mode. MEMWAIT
can be set to 0 while the ICLK frequency is 32 MHz or less and operation power control mode is High-speed mode
(OPCCR.OPCM[1:0] = 00b).

Table 8.4 MEMWAIT bit setting

MCU operation power control

High-speed mode

MEMWAIT bit Mode: except High-speed mode ICLK = 32 MHz ICLK > 32 MHz

0 v 4 —
1 — v v

Note: v : Setting is possible.
— : Setting is not possible.

8.24 FLDWAITR : Memory Wait Cycle Control Register for Data Flash

Base address: FLCN = 0x407E_C000
Offset address: 0x3FC4

Bit position: 7 6 5 4 3 2 1 0
N FLDW
Bit field: — — — — — — — AT
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 FLDWAIT1 Memory Wait Cycle Select for Data Flash R/W

0: 1 wait access (Default)
1: 2 wait access

71 — These bits are read as 0. The write value should be 0. R/W
Note:  Writing O to the FLDWAIT1 bit is prohibited when SCKDIVCR.ICK bit selects division by 1 and SCKSCR.CKSEL[2:0] bits select the
system clock source that is faster than 32 MHz (ICLK > 32 MHz).

Note:  For Internal Clock Supply Architecture Type B selected by OFS1.ICSATS bit, setting FLDWAIT1 is prohibited.
Note:  There is no need to set FLDWAIT1 if data flash is not used.

The FLDWAITR register controls the wait cycle of data flash read access.
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FLDWAIT1 bit (Memory Wait Cycle Select for Data Flash)

This bit selects the wait cycle of data flash read access. The wait cycle of data flash access is set to 1 wait (FLDWAIT1 = 0)
after a reset is released.

The FLDWAIT]1 settings for the data flash read access wait cycle are as follows:
e FLDWAITI = 0: 1 wait cycle
e FLDWAITI = 1: 2 wait cycles

Before writing to the FLDWAIT1 bit, check the ICLK frequency and operation power control mode. The following

restrictions apply when setting the ICLK and operation power control mode, and the FLDWAIT1 bit:

e When setting the ICLK faster than 32 MHz (ICLK > 32 MHz), set FLDWAIT1 to 1 while ICLK is 32 MHz or less
(ICLK < 32 MHz) and the operation power control mode is High-speed mode (OPCCR.OPCM[1:0] = 00b). Setting
FLDWAIT1 to 1 is prohibited in operation modes other than High-speed mode. Setting the ICLK faster than 32 MHz is
prohibited while FLDWAIT1 = 0.

When setting the ICLK from 32 MHz or faster (ICLK > 32 MHz) to 32 MHz or less (ICLK < 32 MHz), the ICLK
frequency must be set to 32 MHz or less while FLDWAIT1 = 1. Setting FLDWAIT1 to 0 is prohibited while ICLK is
faster than 32 MHz. Setting FLDWAIT]1 to 1 is prohibited in operation modes other than High-speed mode. FLDWAIT1
can be set to 0 while the ICLK frequency is 32 MHz or less and operation power control mode is High-speed mode

(OPCCR.OPCM[1:0] =

00b).

Table 8.5 FLDWAIT1 bit setting
MCU operation power control
High-speed mode
FLDWAIT1 bit Mode: except High-speed mode ICLK < 32 MHz ICLK > 32 MHz
0 v v
1 — v

Note: v : Setting is possible.
— : Setting is not possible.

Figure 8.3 shows an example flow when setting ICLK faster than 32 MHz.
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( Start

) ICLK = 32 MHz, MEMWAIT = 0, FLDWAIT1 =0

A

Operation mode
= High-speed mode

Set operation mode to
High-speed mode

| Set MEMWAIT bit to 1 |

Y

/

| Set FLDWAIT1 bit to 1 |

/

| Set ICLK > 32 MHz

Figure 8.3 When setting ICLK > 32 MHz
Figure 8.4 shows an example flow when setting ICLK less than or equal to 32 MHz when ICLK is greater than 32 MHz.
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( Start ) ICLK > 32 MHz, MEMWAIT = 1,
FLDWAIT1 = 1, High-speed mode

Y
| Set ICLK = 32 MHz |

v
| Clear MEMWAIT bit to 0 |

Y
| Clear FLDWAIT1 bit to 0 |

Change the
operation mode from
High-speed mode

| Change the operation mode |

A

Figure 8.4 When setting ICLK = 32 MHz from ICLK > 32 MHz

8.2.5 MOSCCR : Main Clock Oscillator Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x032

Bit position: 7 6 5 4 3 2 1 0
Bitfield: | — — — — — — — | MOST
Value after reset: 0 0 0 0 0 0 0 1
Bit Symbol Function R/W
0 MOSTP Main Clock Oscillator Stop R/W
0: Operate the main clock oscillator™!
1: Stop the main clock oscillator
71 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.
Note 1. MOMCR register must be set before setting MOSTP to 0.

The MOSCCR register controls the main clock oscillator.

MOSTP bit (Main Clock Oscillator Stop)
The MOSTP bit starts or stops the main clock oscillator.
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When changing the value of the MOSTP bit, execute subsequent instructions only after reading the bit to check that the
value is updated.

When using the main clock, the Main Clock Oscillator Mode Oscillation Control Register (MOMCR) and the Main Clock
Oscillator Wait Control Register (MOSCWTCR) must be set before setting MOSTP to 0. After setting the MOSTP bit to 0,
confirm that the OSCSF.MOSCSF bit is set to 1 before using the main clock oscillator.

A fixed stabilization wait time is required after setting the main clock oscillator to start operation. A fixed wait time is also
required for oscillation to stop after stopping the main clock oscillator.

The following restrictions apply when starting and stopping operation:

e After stopping the main clock oscillator, confirm that the OSCSF.MOSCSF bit is 0 before restarting the main clock
oscillator

e Confirm that the main clock oscillator operates and that the OSCSF.MOSCSF bit is 1 before stopping the main clock
oscillator

e Regardless of whether the main clock oscillator is selected as the system clock, confirm that the OSCSF.MOSCSF bit
is set to 1 before executing a WFI instruction to place the MCU in Software Standby after operating the main clock
oscillator mode.

o When a transition to Software Standby mode is to follow the setting to stop the main clock oscillator, confirm that the
OSCSF.MOSCSF bit is set to 0 before executing the WFTI instruction.

Writing 1 to MOSTP is prohibited under the following condition:
o SCKSCR.CKSEL[2:0]=011b (system clock source = MOSC).

8.2.6 SOSCCR : Sub-Clock Oscillator Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x480

Bit position: 7 6 5 4 3 2 1 0
Bitfield: | — — — — — — — | SO%T
Value after reset: 0 0 0 0 0 0 0 1
Bit Symbol Function R/W
0 SOSTP Sub Clock Oscillator Stop R/W

0: Operate the sub-clock oscillator™!
1: Stop the sub-clock oscillator

71 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.
Note 1. The SOMCR register must be set before setting SOSTP to 0.

The SOSCCR register controls the sub-clock oscillator.

SOSTP bit (Sub Clock Oscillator Stop)

The SOSTP bit starts or stops the sub-clock oscillator. When changing the value of the SOSTP bit, only execute subsequent
instructions after reading the bit to check that the value is updated. Use the SOSTP bit when using the sub-clock oscillator
as the source for a peripheral module, for example the RTC. When using the sub-clock oscillator, set the Sub-Clock
Oscillator Mode Control Register (SOMCR) before setting SOSTP to 0.
The following restrictions apply when starting and stopping the operation:

e After stopping the sub-clock oscillator, allow a stop interval of at least 5 SOSC clock cycles before restarting it

o After setting the SOSTP bit to 0, use the sub-clock only after the sub-clock oscillation stabilization time (tsygoscwT)

has elapsed.

e Regardless of whether the sub-clock oscillator is selected as the system clock, confirm that the sub-clock oscillation is
stable before executing a WFI instruction to place the MCU in Software Standby mode
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e When a transition to Software Standby mode is to follow the setting to stop the sub-clock oscillator, wait for at least 3
SOSC clock cycles before executing the WFT instruction.

Writing 1 to SOSTP is prohibited under the following condition:
o SCKSCR.CKSEL[2:0]= 100b (system clock source = SOSC).

8.2.7 LOCOCR : Low-Speed On-Chip Oscillator Control Register

Base address: SYSC = 0x4001_E000
Offset address: 0x490

Bit position: 7 6 5 4 3 2 1 0
Bit field: — — — — — — — LCPST
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 LCSTP LOCO Stop R/W

0: Operate the LOCO clock
1: Stop the LOCO clock

71 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.
The LOCOCR register controls the LOCO clock.

LCSTP bit (LOCO Stop)
The LCSTP bit starts or stops the LOCO clock.

After setting the LCSTP bit to 0 to start the LOCO clock, only use the clock after the LOCO clock-oscillation stabilization
wait time (t ocowT) elapses. A fixed stabilization wait time is required after setting the LOCO clock to start operation. A
fixed wait time is also required after setting the LOCO clock to stop.

The following restrictions apply when starting and stopping operation:
e After stopping the LOCO clock, allow a stop interval of at least 5 LOCO clock cycles before restarting it
e Confirm that LOCO oscillation is stable before stopping the LOCO clock

e Regardless of whether the LOCO is selected as the system clock, confirm that LOCO oscillation is stable before
executing a WFI instruction to place the MCU in Software Standby mode

o When a transition to Software Standby mode is to follow the setting to stop the LOCO clock, wait for at least 3 LOCO
cycles before executing the WFI instruction.
Writing 1 to LCSTP is prohibited under the following condition:
o SCKSCR.CKSEL[2:0]=010b (system clock source = LOCO).
Because the LOCO clock measures the wait time for other oscillators, it continues to oscillate while measuring this time,

regardless of the setting in LOCOCR.LCSTP. As a result, the LOCO clock might be unintentionally supplied even when the
LCSTP is set to stop.

8.2.8 HOCOCR : High-Speed On-Chip Oscillator Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x036

Bit position: 7 6 5 4 3 2 1 0
Bitfield: | — | — | — | — | — | — | = ["¥T
Value after reset: 0 0 0 0 0 0 0 011"
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Bit Symbol Function R/W

0 HCSTP HOCO Stop R/W™2

0: Operate the HOCO clock "3
1: Stop the HOCO clock

71 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.

Note:  Set the HOCOWTCR.HSTS[2:0] bits to 011b before starting the HOCO clock by setting this register.

Note:  Writing to OPCCR.OPCM][1:0] is prohibited while HOCOCR.HCSTP = 0 and OSCSF.HOCOSF = 0 (HOCO is in stabilization wait
counting).

Note 1. The HCSTP bit value after a reset is 0 when the OFS1.HOCOEN bit is 0. It is 1 when the OFS1.HOCOEN bit is 1.

Note 2. Writing HCSTP is prohibited while OPCCR.OPCMTSF = 1 or SOPCCR.SOPCMTSF = 1 (during transition of operating power
control mode)

Note 3. If you are using the HOCO (HCSTP = 0), set the OFS1.HOCOFRQ1[2:0] bit to an optimum value.

The HOCOCR register controls the HOCO clock.

HCSTP bit (HOCO Stop)
The HCSTP bit starts or stops the HOCO clock.

After setting the HCSTP bit to 0 to start the HOCO clock, confirm that the OSCSF.HOCOSF is set to 1 before using the
clock. When OFS1.HOCOEN is set to 0, confirm that OSCSF.HOCOSF is also set to 1 before using the HOCO clock. A
fixed stabilization wait time is required after setting the HOCO clock to start operation. A fixed wait time is also required
after setting the HOCO clock to stop.

The following limitations apply when starting and stopping operation:
e After stopping the HOCO clock, confirm that the OSCSF.HOCOSF is 0 before restarting the HOCO clock.
e Confirm that the HOCO clock operates and that the OSCSF.HOCOSF is 1 before stopping the HOCO clock.

e Regardless of whether the HOCO clock is selected as the system clock, confirm that the OSCSF.HOCOSF is set to 1
before executing a WFI instruction to place the MCU in Software Standby mode after setting HOCO operation with the
HCSTP bit.

e When a transition to Software Standby mode is to follow the setting of the HOCO clock to stop, confirm that the
OSCSF.HOCOSF is set to 0 after setting the HOCO clock and before executing the WFI instruction.

Writing 1 to HCSTP is prohibited under the following condition:
o SCKSCR.CKSEL[2:0]= 000b (system clock source = HOCO).

8.2.9 MOCOCR : Middle-Speed On-Chip Oscillator Control Register

Base address: SYSC = 0x4001_E000
Offset address: 0x038

Bit position: 7 6 5 4 3 2 1 0
Bit field: — — — — — — — M(;,ST
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 MCSTP MOCO Stop R/W

0: MOCO clock is operating
1: MOCO clock is stopped

71 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.
The MOCOCR register controls the MOCO clock.

MCSTP bit (MOCO Stop)
The MCSTP bit starts or stops the MOCO clock.
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After setting MCSTP to 0, use the MOCO clock only after the MOCO clock oscillation stabilization time (tyocowT)

elapses. A fixed stabilization wait time is required after setting the MOCO clock to start operation. A fixed wait time is also
required for oscillation to stop after setting the MOCO clock to stop operation.

The following restrictions apply when starting and stopping the oscillator:
e After stopping the MOCO clock, allow a stop interval of at least 5 MOCO clock cycles before restarting it
e Confirm that MOCO clock oscillation is stable before stopping the MOCO clock

e Regardless of whether the MOCO clock is selected as the system clock, confirm that MOCO clock oscillation is stable
before executing a WFI instruction to place the MCU in Software Standby mode

e When a transition to Software Standby mode is to follow the setting to stop the MOCO clock, wait for at least 3 MOCO
clock cycles before executing the WFI instruction.

Writing 1 to MCSTP is prohibited under the following condition:
o SCKSCR.CKSEL[2:0] = 001Db (system clock source = MOCO).

Writing 1 to the MCSTP bit (stopping the MOCO) is prohibited if oscillation stop detection is enabled in the Oscillation
Stop Detection Control Register (OSTDCR.OSTDE).

8.2.10 OSCSF : Oscillation Stabilization Flag Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x03C

Bit position: 7 6 5 4 3 2 1 0
N MOSC HoCO
Bit field: — — — — SF — — SF
Value after reset: 0 0 0 0 0 0 0 011"
Bit Symbol Function R/W
0 HOCOSF HOCO Clock Oscillation Stabilization Flag R

0: The HOCO clock is stopped or is not yet stable
1: The HOCO clock is stable, so is available for use as the system clock

2:1 — These bits are read as 0.

3 MOSCSF Main Clock Oscillation Stabilization Flag

0: The main clock oscillator is stopped (MOSTP = 1) or is not yet stable
1: The main clock oscillator is stable, so is available for use as the system clock

74 — These bits are read as 0. R

Note 1. The value after reset depends on the OFS1.HOCOEN setting.
When OFS1.HOCOEN = 1 (disable HOCO), the value after reset of HOCOSF is 0.
When OFS1.HOCOEN = 0 (enable HOCO), the HOCOSF value is set to 0 immediately after reset is released, and the HOCOSF
value is set to 1 after the HOCO oscillation stabilization wait time elapses.

Note 2. This is true when an appropriate value is set in the Wait Control register for the main clock oscillator. If the wait time value is not
sufficient, the oscillation stabilization flag is set to 1 and supply of the clock signal to the internal circuits starts before oscillation is
stable.

The OSCSF register contains flags to indicate the operating status of the counters in the oscillation stabilization wait circuits

for the individual oscillators. After oscillation starts, these counters measure the wait time until each oscillator output clock

is supplied to the internal circuits. An overflow of a counter indicates that the clock supply is stable and available for the

associated circuit.

HOCOSF flag (HOCO Clock Oscillation Stabilization Flag)

The HOCOSF flag indicates the operating status of the counter that measures the wait time for the high-speed clock
oscillator (HOCO). When OFS1.HOCOEN is set to 0, confirm that OSCSF.HOCOSF is set to 1 before using the HOCO
clock.

[Setting condition]
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o When the HOCO clock is stopped and the HOCOCR.HCSTP bit is set to 0, and then the HOCO oscillation stabilization
time is counted by the MOCO clock and supply of the HOCO clock within the MCU is started. For the HOCO
oscillation stabilization time, see section 39, Electrical Characteristics.

[Clearing condition]
o When the HOCO clock is operating and then is deactivated because the HOCOCR.HCSTP bit is set to 1.

MOSCSF flag (Main Clock Oscillation Stabilization Flag)
The MOSCSF flag indicates the operating status of the counter that measures the wait time for the main clock oscillator.
[Setting condition]

o When the main clock oscillator is stopped and the MOSCCR.MOSTP bit is set to 0, and then the number of MOCO
clock cycles corresponding to the setting of the MOSCWTCR register is counted and supply of the main clock within
the MCU is started.

[Clearing condition]

e When the main clock oscillator is operating and then is deactivated because the MOSCCR.MOSTP bit is set to 1.

8.2.11 OSTDCR : Oscillation Stop Detection Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x040

Bit position: 7 6 5 4 3 2 1 0
Bitfies: [ O30 | — | — | — | — | — | = |°5®
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 OSTDIE Oscillation Stop Detection Interrupt Enable R/W

0: Disable oscillation stop detection interrupt (do not notify the POEG)
1: Enable oscillation stop detection interrupt (notify the POEG)

6:1 — These bits are read as 0. The write value should be 0. R/W

7 OSTDE Oscillation Stop Detection Function Enable R/W

0: Disable oscillation stop detection function
1: Enable oscillation stop detection function

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.

The OSTDCR register controls the oscillation stop detection function.

OSTDIE bit (Oscillation Stop Detection Interrupt Enable)

The OSTDIE bit enables the oscillation stop detection function interrupt. It also controls whether oscillation stop detection
is reported to the POEG.

If the Oscillation Stop Detection flag in the Oscillation Stop Detection Status Register (OSTDSR.OSTDF) requires clearing,
set the OSTDIE bit to 0 before clearing OSTDF. Wait for at least 2 PCLKB cycles before setting the OSTDIE bit to 1. By
reading the I/O register whose access cycle number is defined by PCLKB, it is possible to secure waiting time of 2 or more
cycles of PCLKB.

OSTDE bit (Oscillation Stop Detection Function Enable)

The OSTDE bit enables the oscillation stop detection function.

When the OSTDE bit is 1 (enabled), the MOCO stop bit (MOCOCR.MCSTP) is set to 0 and the MOCO operation
starts. The MOCO clock cannot be stopped while the oscillation stop detection function is enabled. Writing 1 to the
MOCOCR.MCSTP bit (MOCO stopped) is invalid.

When the Oscillation Stop Detection flag in the Oscillation Stop Detection Status Register (OSTDSR.OSTDF) is 1 (main
clock oscillation stop detected), writing 0 to the OSTDE bit is invalid.
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The OSTDE bit must be set to 0 before transitioning to Software Standby mode. To transition to Software Standby mode,
first set the OSTDE bit to 0, then execute the WFI instruction.

The following restrictions apply when using the oscillation stop detection function:
In low-speed mode, selecting division by 1, 2 for ICLK, PCLKB, and PCLKD is prohibited

8.2.12 OSTDSR : Oscillation Stop Detection Status Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x041

Bit position: 7 6 5 4 3 2 1 0
Bitfield: | — | — | — | — | — | — | — [®8P
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 OSTDF Oscillation Stop Detection Flag R/W™1

0: Main clock oscillation stop not detected
1: Main clock oscillation stop detected

71 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.
Note 1. This bit can only be set to 0. This bit is cleared to 0 by writing 0 after reading it as 1.

The OSTDSR register indicates the stop detection status of the main clock oscillator.

OSTDF flag (Oscillation Stop Detection Flag)

The OSTDF flag indicates the main clock oscillator status. When this flag is 1, it indicates that the main clock oscillation
stop was detected. After this stop is detected, the OSTDF flag is not set to 0 even when the main clock oscillation is
restarted. The OSTDF bit is cleared to 0 by writing 0 after reading it as 1.

At least 3 ICLK cycles of wait time are required between writing 0 to OSTDF and reading it as 0. If the OSTDF flag is set
to 0 when the main clock oscillation is stopped, the OSTDF flag becomes 0 then returns to 1.

The OSTDF flag cannot be set to 0 under the following conditions:
o SCKSCR.CKSEL[2:0]=011b (system clock source = MOSC).

The OSTDF flag must be set to 0 after switching the clock source to sources other than the main clock oscillator.
[Setting condition]
e The main clock oscillator is stopped when OSTDCR.OSTDE = 1 (oscillation stop detection function enabled).

[Clearing condition]
e 1 isread and then 0 is written when the SCKSCR.CKSEL[2:0] bits are neither 011b (system clock is MOSC) nor 101b.

8.2.13 MOSCWTCR : Main Clock Oscillator Wait Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x0A2

Bit position: 7 6 5 4 3 2 1 0
Bit field: — — — — MSTSI[3:0]
Value after reset: 0 0 0 0 0 1 0 1
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Bit Symbol Function R/W

3:0 MSTS[3:0] Main Clock Oscillator Wait Time Setting R/W
0x0: Wait time = 2 cycles (0.25 ps)
0x1: Wait time = 1024 cycles (128 ps)
0x2: Wait time = 2048 cycles (256 ps)
0x3: Wait time = 4096 cycles (512 ps)
0x4: Wait time = 8192 cycles (1024 us)
0x5: Wait time = 16384 cycles (2048 ps)
0x6: Wait time = 32768 cycles (4096 ps)
0x7: Wait time = 65536 cycles (8192 us)
0x8: Wait time = 131072 cycles (16384 ps)
0x9: Wait time = 262144 cycles (32768 ps)
Others: Setting prohibited

7:4 — These bits are read as 0. The write value should be 0. R/W

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.

MSTS[3:0] bits (Main Clock Oscillator Wait Time Setting)
The MSTS[3:0] bits specify the oscillation stabilization wait time for the main clock oscillator.

Set the main clock oscillation stabilization time to a period longer than or equal to the stabilization time recommended

by the oscillator manufacturer. When the main clock is input externally, set these bits to 0x0 because the oscillation
stabilization time is not required.

The wait time set in these bits is counted using: 1 cycle (us) = 1/(fyioco_typ [MHz]) = 1/8 = 0.125 (us) (typ.) (fmoco_typ:
typical frequency for MOCO) The MOCO clock automatically oscillates when necessary, regardless of the value of the
MOCO.MCSTP bit. After the specified wait time elapses, supply of the main clock starts internally in the MCU, and the
OSCSF.MOSCSF flag is set to 1. If the specified wait time is short, supply of the main clock starts before oscillation of the
clock becomes stable.

Only rewrite the MOSCWTCR register when the MOSCCR.MOSTP bit is 1 and the OSCSF.MOSCSF flag is 0. Do not
rewrite this register under any other conditions.

8.2.14 HOCOWTCR : High-Speed On-Chip Oscillator Wait Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x0A5

Bit position: 7 6 5 4 3 2 1 0
Bit field: — — — — — HSTS[2:0]
Value after reset: 0 0 0 0 0 1 0 1
Bit Symbol Function R/W
2:0 HSTS[2:0] HOCO Wait Time Setting R/W

10 1: Value after reset.
0 1 1: Before starting high-speed on-chip oscillator by setting HOCOCR.HCSTP bit, the
HSTS[2:0] bits must be set to 011b beforehand.
Wait time = 46 cycles (5.75 us)
Wait time is calculated at MOCO = 8 MHz (typically 0.125 ps).
Others: Setting prohibited

73 — These bits are read as 0. The write value should be 0. R/W

HOCOWTCR controls the wait time until output of the signal from the high-speed on-chip oscillator to the internal circuits
starts. Only write to HOCOWTCR when the HOCOCR.HCSTP bit is 1 or the OSCSF.HOCOSF flag is 1. Do not write to
this register under any other conditions.

HSTS[2:0] bits (HOCO Wait Time Setting)

The oscillation stabilization wait circuit measures the wait time and controls the clock supply in the MCU. When the
high-speed on-chip oscillator starts, the oscillation stabilization wait circuit starts counting cycles of the middle-speed clock
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set in the HOCOWTCR register. The MCU clock supply is disabled until counting of the set number of cycles is complete.
After counting completes, supply of the clock signal in the MCU starts and the OSCSF.HOCOSF flag is set tol.

The oscillation stabilization wait circuit continues to count the middle-speed clock cycles regardless of the
MOCOCR.MCSTP bit setting. Hardware automatically controls the running and stopping of the middle-speed on-chip
oscillator for wait time measurement.

8.2.15 MOMCR : Main Clock Oscillator Mode Oscillation Control Register

Base address: SYSC = 0x4001_E000
Offset address: 0x413

Bit position: 7 6 5 4 3 2 1 0

Bit field: | — MOLSE — — MS?R — — —

Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
2:0 — These bits are read as 0. The write value should be 0. R/W
3 MODRV1 Main Clock Oscillator Drive Capability 1 Switching R/W

0: 10 MHz to 20 MHz
1: 1 MHz to 10 MHz

5:4 — These bits are read as 0. The write value should be 0. R/W

6 MOSEL Main Clock Oscillator Switching R/W

0: Resonator
1: External clock input

7 — These bits are read as 0. The write value should be 0. R/W

Note:  The EXTAL/XTAL pins are also used as ports. In the initial state, the pin is set as a port.
Note:  The MOSCCR.MOSTP bit must be 1 (MOSC is stopped) before changing this register.

MODRV1 bit (Main Clock Oscillator Drive Capability 1 Switching)
The MODRV1 bit switches the drive capability of the main clock oscillator.

MOSEL bit (Main Clock Oscillator Switching)

The MOSEL bit switches the source for the main clock oscillator.

8.2.16 SOMCR : Sub-Clock Oscillator Mode Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x481

Bit position: 7 6 5 4 3 2 1 0

Bit field: | — — — — — — SODRV[1:0]

Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
1:0 SODRV/[1:0] Sub-Clock Oscillator Drive Capability Switching R/W

0 0: Normal Mode

01: Low Power Mode 1
10: Low Power Mode 2
11: Low Power Mode 3

7:2 — These bits are read as 0. The write value should be 0. R/W

The SOMCR register must be modified when SOSCCR.SOSTP is 1 (SOSC is stopped).
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SODRV[1:0] bits (Sub-Clock Oscillator Drive Capability Switching)

The SODRV[1:0] bits switch the drive capability of the sub-clock oscillator. The relationship between the drive capability
and the setting value is as follows:

Normal Mode > Low Power Mode 1 > Low Power Mode 2 > Low Power Mode 3

8.2.17 SOMRG : Sub-Clock Oscillator Margin Check Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x482

Bit position: 7 6 5 4 3 2 1 0
Bit field: — — — — — — SOSCMRGI1:0]
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
1:0 SOSCMRG[1:0] Sub Clock Oscillator Margin check Switching R/W

0 0: Normal Current

0 1: Lower Margin check
1 0: Upper Margin check
11: Setting prohibited

7:2 — These bits are read as 0. The write value should be 0. R/W

SOSCMRG][1:0] bits (Sub Clock Oscillator Margin check Switching)
The SOSCMRGI[1:0] bits control amp current in the SOSC for oscillation margin check.

8.2.18 CKOCR : Clock Out Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x03E

Bit position: 7 6 5 4 3 2 1 0
Bit field: CKNOE CKODIV[2:0] — CKOSEL[2:0]

Value after reset: 0 0 0 0 0 0 0 0

Bit Symbol Function R/W

2:0 CKOSEL[2:0] Clock Out Source Select R/W
000: HOCO (value after reset)
001: MOCO
010: LOCO
011: MOSC
100: SOSC

10 1: Setting prohibited
Others: Setting prohibited

3 — This bit is read as 0. The write value should be 0. R/W

6:4 CKODIV[2:0] Clock Output Frequency Division Ratio R/W

000: x11
001: x1/2
010: x1/4
011: x1/8
100: x1/16
101: x1/32
110: x1/64
111 x1/128
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Bit Symbol Function R/W

7 CKOEN Clock Out Enable R/W

0: Disable clock out
1: Enable clock out

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.

CKOSEL[2:0] bits (Clock Out Source Select)

The CKOSELJ[2:0] bits select the source of the clock to be output from the CLKOUT pin. When changing the clock source,
set the CKOEN bit to 0.

CKODIV[2:0] bits (Clock Output Frequency Division Ratio)

The CKODIV[2:0] bits specify the clock division ratio. Set the CKOEN bit to 0 when changing the division ratio. The
division ratio of the output clock frequency must be set to a value no higher than the characteristics of the CLKOUT pin
output frequency. For details on the characteristics of the CLKOUT pin, see section 39, Electrical Characteristics.

CKOEN bit (Clock Out Enable)

The CKOEN bit enables output from the CLKOUT pin.

When this bit is set to 1, the selected clock is output. When this bit is set to 0, low is output. When changing this bit,
confirm that the clock out source clock selected in the CKOSEL[2:0] bits is stable. Otherwise, a glitch might be generated in
the output.

Clear this bit before entering Software Standby mode if the selecting clock out source clock is stopped in that mode.

8.2.19 LOCOUTCR : LOCO User Trimming Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x492

Bit position: 7 6 5 4 3 2 1 0

Bit field: LOCOUTRM[7:0]

Value after reset: 0 0 0 0 0 0 0 0

Bit Symbol Function R/W

7:0 LOCOUTRM[7:0] LOCO User Trimming R/W

0x80: -128
0x81: -127

OxFF: -1
0x00: Center Code
0x01: +1

OX7E: +126
Ox7F: +127

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.
The LOCOUTCR register is added to the original LOCO trimming data.

MCU operation is not guaranteed when LOCOUTCR is set to a value that causes the LOCO frequency to be outside

of the specification range. When LOCOUTCR is modified, the frequency stabilization time corresponds to the frequency
stabilization time at the start of MCU operation. When the ratio of the LOCO frequency and the other oscillation frequency
is an integer value, changing the LOCOUTCR value is prohibited.
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8.2.20 MOCOUTCR : MOCO User Trimming Control Register

Base address: SYSC = 0x4001_E000
Offset address: 0x061

Bit position: 7 6 5 4 3 2 1 0

Bit field: MOCOUTRM[7:0]

Value after reset: 0 0 0 0 0 0 0 0

Bit Symbol Function R/W

7:0 MOCOUTRM[7:0] MOCO User Trimming R/W

0x80: -128
0x81: -127

OxFF: -1
0x00: Center Code
0x01: +1

OX7E: +126
Ox7F: +127

Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.
The MOCOUTCR register is added to the original MOCO trimming data.

MCU operation is not guaranteed when MOCOUTCR is set to a value that causes the MOCO frequency to be outside of
the specification range. When MOCOUTCR is modified, the frequency stabilization wait time corresponds to the frequency
stabilization wait time at the start of the MCU operation. When the ratio of the MOCO frequency and the other oscillation
frequency is an integer value, changing the MOCOUTCR value is prohibited.

8.2.21 HOCOUTCR : HOCO User Trimming Control Register

Base address: SYSC = 0x4001_E000
Offset address: 0x062

Bit position: 7 6 5 4 3 2 1 0

Bit field: HOCOUTRM[7:0]

Value after reset: 0 0 0 0 0 0 0 0

Bit Symbol Function R/W

7:0 HOCOUTRM[7:0] HOCO User Trimming R/W

0x80: -128
0x81: -127

OxFF: -1
0x00: Center Code
0x01: +1

Ox7E: +126
Ox7F: +127
Note:  Set the PRCR.PRCO bit to 1 (write enabled) before rewriting this register.

The HOCOUTCR register is added to the original HOCO trimming data.

MCU operation is not guaranteed when HOCOUTCR is set to a value that causes the HOCO frequency to be outside of
the specification range. When HOCOUTCR is modified, the frequency stabilization wait time corresponds to the frequency
stabilization wait time at the start of the MCU operation.

8.3 Main Clock Oscillator

To supply the clock signal to the main clock oscillator, use one of the following ways:
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e Connect an oscillator

e Connect the input of an external clock signal.

8.3.1 Connecting a Crystal Resonator
Figure 8.5 shows an example of connecting a crystal resonator. A damping resistor (Rd) can be added, if required.

Because the resistor values vary according to the resonator and the oscillation drive capability, use values recommended by
the resonator manufacturer. If the manufacturer recommends using an external feedback resistor (Rf), insert an Rf between
EXTAL and XTAL by following the instructions.

When connecting a resonator to supply the clock, the frequency of the resonator must be in the frequency range of the
resonator for the main clock oscillator as described in Table 8.1.

Cu1
EXTAL }—WlT
Ry —
XTAL | 4 ]
o
Rd Cr2
Figure 8.5 Example of crystal resonator connection
Figure 8.6 shows an equivalent circuit of the crystal resonator.
CL
5O | |
| | A
L Rs
XTAL <——e +— EXTAL
| |
[
Co
Figure 8.6 Equivalent circuit of the crystal resonator

8.3.2 External Clock Input

Figure 8.7 shows an example of connecting an external clock input. To operate the oscillator with an external clock signal,
set the MOMCR.MOSEL bit to 1. The XTAL pin becomes high impedance.
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EXTAL | | | | | | External clock input

XTAL Hi-Z

Figure 8.7 Equivalent circuit for external clock

8.3.3 Notes on External Clock Input

The frequency of the external clock input can only be changed when the main clock oscillator is stopped. Do not change the
frequency of the external clock input when the setting of the Main Clock Oscillator Stop bit (MOSCCR.MOSTP) is 0.

84 Sub-Clock Oscillator

The only way of supplying a clock signal to the sub-clock oscillator is by connecting a crystal oscillator.

8.4.1 Connecting a 32.768-kHz Crystal Resonator

To supply a clock to the sub-clock oscillator, connect a 32.768-kHz crystal resonator as shown in Figure 8.8. A damping
resistor (Rd) can be added, if necessary. Because the resistor values vary according to the resonator and the oscillation drive
capability, use values recommended by the resonator manufacturer. If the resonator manufacturer recommends the use of an
external feedback resistor (Rf), insert an Rf between XCIN and XCOUT by following the instructions. When connecting

a resonator to supply the clock, the frequency of the resonator must be in the frequency range of the resonator for the
sub-clock oscillator as described in Table 8.1.

C1

XCIN éﬁ }—77|T
XCOUT |4y, 1 || =

Rd
Cc2

Figure 8.8 Connection example of 32.768-kHz crystal resonator

Figure 8.9 shows an equivalent circuit for the 32.768-kHz crystal resonator.
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Ls Rs
XCIN -9 +— XCOUT

Figure 8.9 Equivalent circuit for the 32.768-kHz crystal resonator
8.5 Oscillation Stop Detection Function

8.5.1 Oscillation Stop Detection and Operation after Detection

The oscillation stop detection function detects the main clock oscillator stop. When oscillation stop is detected, the system
clock switches as follows:

e Ifan oscillation stop is detected with SCKSCR.CKSEL[2:0] = 011b (system clock source = MOSC), the system clock
source switches to the MOCO clock.

An oscillation stop detection interrupt request can be generated when an oscillation stop is detected. In addition, the General
PWM Timer (GPT) output can be forced to a high-impedance state on detection.

The main clock oscillation stop is detected when the input clock remains at 0 or 1 for a certain period, for example, when a
malfunction occurs in the main clock oscillator. See section 39, Electrical Characteristics.

Switching between the main clock oscillator and the MOCO clock is controlled by the Oscillation Stop Detection Flag
(OSTDSR.OSTDF).

OSTDF controls the switched clock as follows:
o When SCKSCR.CKSEL[2:0] = 011b (system clock source = MOSC):
— When OSTDF changes from 0 to 1, the clock source switches to the MOCO clock.
— When OSTDF changes from 1 to 0, the clock source switches back to MOSC.

Note:  When SCKSCR.CKSEL[2:0] # 011b, can not set 0 to OSTDF.

To switch the clock source to the main clock again after the oscillation stop detection, set the CKSEL[2:0] bits to a clock
source other than the main clock and clear the OSTDF flag to 0. Also, check that the OSTDF flag is not 1, then set the
CKSEL[2:0] bits to the main clock after the specified oscillation stabilization time elapses.

After a reset release, the main clock oscillator is stopped and the oscillation stop detection function is disabled. To enable
the oscillation stop detection function, activate the main clock oscillator and write 1 to the oscillation stop detection function
enable bit (OSTDCR.OSTDE) after a specified oscillation stabilization time elapses.

The oscillation stop detection function detects when the main clock is stopped by an external cause. Therefore, the
oscillation stop detection function must be disabled before the main clock oscillator is stopped by software or a transition is
made to Software Standby mode.

The oscillation stop detection function switches all clocks that can be selected as the MOSC clock except CLKOUT to the
MOCO (when system clock is MOSC).

The system clock (ICLK) frequency during the MOCO(when system clock is MOSC) operation is specified by the MOCO
oscillation frequency and the division ratio set by the system clock select bits (SCKDIVCR.ICK[2:0])
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Example of returning when CKSEL[2:0] = 011b (selecting the main clock
oscillator) after an oscillation stop is detected

Start (oscillation stop is detected)

A

Switch to clock sources other than MOSC
Example: Switch to SCKSCR.CKSEL[2:0] = 001b
(selecting the MOCO)

Set OSTDCR.OSTDIE =0

Read OSTDSR.OSTDF = 1

Yes

Try agb

Set OSTDSR.OSTDF =0

OSTDSR.OSTDF =0

Yes

A

Wait for the specified oscillation setting time

y
Switch to SCKSCR.CKSEL[2:0] =011b
(selecting the main clock oscillator)

No

End <

Note:  On return from the oscillation-stopped state, the factor responsible for stopping the main clock oscillation circuit must be
removed from the system to allow oscillation to resume.

Figure 8.10  Flow of recovery on detection of oscillator stop

8.5.2 Oscillation Stop Detection Interrupts

An oscillation stop detection interrupt (MOSC_STOP) is generated when the Oscillation Stop Detection Flag
(OSTDSR.OSTDF) is 1 and the Oscillation Stop Detection Interrupt Enable bit in the Oscillation Stop Detection Control
Register (OSTDCR.OSTDIE) is 1 (enabled). The Port Output Enable for GPT (POEG) is notified of the main clock
oscillator stop. On receiving the notification, the POEG sets the Oscillation Stop Detection Flag in the POEG Group n
Setting Register (POEGGn.OSTPF) to 1 (n = A, B).

After the oscillation stop is detected, wait at least 10 PCLKB clock cycles before writing to the POEGGn.OSTPF flag.
When the OSTDSR.OSTDF flag requires clearing, do so after clearing the Oscillation Stop Detection Interrupt Enable bit
in the Oscillation Stop Detection Control Register (OSTDCR.OSTDIE). Wait at least 2 PCLKB clock cycles before setting
the OSTDCR.OSTDIE bit to 1 again. A longer PCLKB wait time might be required, depending on the number of cycles
required to read a given I/O register.
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The oscillation stop detection interrupt is a non-maskable interrupt. Because non-maskable interrupts are disabled in the
initial state after a reset release, enable non-maskable interrupts through software before using oscillation stop detection
interrupts. For details, see section 12, Interrupt Controller Unit (ICU).

8.6 Internal Clock

Clock sources for the internal clock signals include:
e Main clock
e Sub-clock
e HOCO clock
e MOCO clock
e L OCO clock
e [WDT-dedicated clock

The following internal clocks are produced from these sources.
e Operating clock of the CPU, DTC, Flash, Flash-IF, and SRAM — system clock (ICLK)
e Operating clocks of peripheral modules — PCLKB and PCLKD
e Operating clocks for the CAC — CACCLK
e Operating clock for the RTC sub clock — RTCSCLK
e Operating clock for the RTC sub 128 Hz clock — RTCS128CLK
e Operating clock for the RTC LOCO clock — RTCLCLK
e Operating clock for the IWDT — IWDTCLK
e Operating clock for the AGT LOCO clock — AGTLCLK
e Operating clock for the AGT sub clock — AGTSCLK
e Operating clock for the SysTick timer — SYSTICCLK
e Clock for external pin output — CLKOUT.
For details of the registers used to set the frequencies of the internal clocks, see section 8.6.1. System Clock (ICLK) to
section 8.6.8. External Pin Output Clock (CLKOUT).

If the value of any of these bits is changed, subsequent operation is at the frequency determined by the new value.

8.6.1 System Clock (ICLK)

The system clock (ICLK) is the operating clock for the CPU, DTC, Flash, Flash-IF, and SRAM.

The ICLK frequency is specified by the HOCOFRQ1[2:0] bits in OFS1, the ICK[2:0] bits in SCKDIVCR, and the
CKSEL[2:0] bits in SCKSCR.

When the ICLK clock source is switched, the duration of the ICLK clock cycle becomes longer during the clock source
transition period. See Figure 8.11 and Figure 8.12.
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SCKSCR | CKSEL[2:0] SCKDIVCR IF?CKK[(;]:O]
U Frquency
Main clock oscillator dl\?/?er
Sub-clock oscillator ‘(’5) Selected clock i 5 ICLK
HOCO — @ it 8 PCLKx
MOCO —— ﬁ Hlod 3
LOCO —

Figure 8.11 Block diagram of clock source selector

SCKSCR.CKSEL[2:0] Source A Source B

ta

ICLK
(SCKDIVCR.ICK][2:0] = 000b)

Clock source A

1 LT
1

JUNRRRRERRRRRERR AN
LT L

Selected clock

PCLKB
(SCKDIVCR.PCKB[2:0] = 001b) | | | | |

ta (maximum): 2 ICLK and 3 clock cycles of source A
to (maximum): 3.5 clock cycles of source B

Source A: Clock source before the switch
Source B: Clock source after the switch

Figure 8.12  Timing of clock source switching

8.6.2 Peripheral Module Clock (PCLKB, PCLKD)
The peripheral module clocks (PCLKB and PCLKD) are the operating clocks for the peripheral modules.
The frequency of the given clock is specified in the following bits:

e HOCOFRQI1[2:0] in OFSI.

e PCKBJ[2:0] and PCKD[2:0] in SCKDIVCR

e CKSEL[2:0] in SCKSCR

When the clock source of the peripheral module clock is switched, the duration of the peripheral module clock cycle
becomes longer during the clock source transition period. See Figure 8.11 and Figure 8.12.

8.6.3 CAC Clock (CACCLK)

The CAC clock (CACCLK) is the operating clock for the CAC. CACCLK is generated by the following oscillators:
e Main clock oscillator
e Sub-clock oscillator
e High-speed clock oscillator (HOCO)
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o Middle-speed clock oscillator (MOCO)
o Low-speed on-chip oscillator (LOCO)
o [WDT-dedicated on-chip oscillator. IWDTLOCO)

8.6.4 RTC-Dedicated Clock (RTCSCLK, RTCS128CLK, RTCLCLK)

The RTC-dedicated clocks (RTCSCLK, RTCS128CLK and RTCLCLK) are the operating clocks for the RTC. RTCSCLK
and RTCS128CLK are generated by the sub-clock oscillator, and RTCLCLK is generated by the LOCO clock.

8.6.5 IWDT-Dedicated Clock (IWDTCLK)

The IWDT-dedicated clock (IWDTCLK) is the operating clock for the IWDT. IWDTCLK is internally generated by the
IWDT-dedicated on-chip oscillator.

8.6.6 AGT-Dedicated Clock (AGTSCLK, AGTLCLK)

The AGT-dedicated clocks (AGTSCLK and AGTLCLK) are the operating clocks for the AGT. AGTSCLK is generated by
the sub-clock oscillator, and AGTLCLK is generated by the LOCO clock.

8.6.7 SysTick Timer-Dedicated Clock (SYSTICCLK)

The SysTick timer-dedicated clock (SYSTICCLK) is the operating clock for the SysTick timer. SYSTICCLK is generated
by the LOCO clock.

8.6.8 External Pin Output Clock (CLKOUT)

The CLKOUT is output externally from the CLKOUT pin for the clock or buzzer output. The CLKOUT is output to the
CLKOUT pin when the CKOCR.CKOEN bit is set to 1. Only change the value in the CKODIV[2:0] bits or CKOSEL[2:0]
bits in CKOCR when the CKOCR.CKOEN bit is 0.

The CLKOUT clock frequency is specified in the following bits:
e CKODIV[2:0] bits or CKOSEL[2:0] bits in CKOCR
e HOCOFRQI[2:0] bits in OFS1

8.7 Usage Notes

8.7.1 Notes on Clock Generation Circuit

The frequency of the following clocks supplied to each module changes according to the setting of the SCKDIVCR register:
e System clock (ICLK)
e Peripheral module clocks (PCLKB and PCLKD)

Each frequency must meet the following conditions:

e Each frequency must be selected within the operation-guaranteed range of the operating frequency (f) specified in the
AC characteristics. See section 39, Electrical Characteristics.

e The system clock, peripheral module clock must be set according to Table 8.2.

To ensure correct processing after the clock frequency changes, first write to the relevant Clock Control register to change
the frequency, then read the value from the register, and finally perform the subsequent processing.

8.7.2 Notes on Resonator

Because various resonator characteristics relate closely to your board design, adequate evaluation is required before use.
See the resonator connection example in Figure 8.8. The circuit constants for the resonator depend on the resonator to be
used and the stray capacitance of the mounting circuit. Therefore, consult the resonator manufacturer when determining the
circuit constants. The voltage to be applied between the resonator pins must be within the absolute maximum rating.
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8.7.3 Notes on Board Design

When using a crystal resonator, place the resonator and its load capacitors as close to the XTAL and EXTAL pins

as possible. Other signal lines should be routed away from the oscillation circuit as shown in Figure 8.13 to prevent
electromagnetic induction from interfering with correct oscillation. Figure 8.13 shows the case which the main clock
oscillator is used. In case of sub-clock oscillator, it is also same as Figure 8.13.

Prohibited— = Signal A Signal B <——Prohibited

MCU

ﬁT | | XTAL
77‘7— | EXTAL

{0F

Figure 8.13  Signal routing in board design for oscillation circuit

874 Notes on Resonator Connect Pin

When the main clock is not used, the EXTAL and XTAL pins can be used as general ports. When these pins are used as
general ports, the main clock must be stopped (MOSCCR.MOSTP bit should be set to 1).
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9. Clock Frequency Accuracy Measurement Circuit (CAC)

9.1 Overview

The Clock Frequency Accuracy Measurement Circuit (CAC) counts pulses of the clock to be measured (measurement target
clock) within the time generated by the clock selected as the measurement reference (measurement reference clock), and
determines the accuracy depending on whether the number of pulses is within the allowable range. When measurement is
complete or the number of pulses within the time generated by the measurement reference clock is not within the allowable
range, an interrupt request is generated.

Table 9.1 lists the CAC specifications, Figure 9.1 shows the CAC block diagram, and Table 9.2 lists the CAC 1/O pin.

Table 9.1 CAC specifications

Parameter Specifications

Measurement target clocks Frequency can be measured for:

e Main clock oscillator

Sub-clock oscillator

HOCO clock

MOCO

LOCO clock

Peripheral module clock B (PCLKB)
IWDT-dedicated clock

Measurement reference clocks Frequency can be referenced to:

e External clock input to the CACREF pin
Main clock oscillator

Sub-clock oscillator

HOCO clock

MOCO

LOCO clock

Peripheral module clock B (PCLKB)
IWDT-dedicated clock

Selectable function Digital filter

Interrupt sources e Measurement end
e Frequency error
e Overflow

Module-stop function Module-stop state can be set to reduce power consumption
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CA,cja\EFE DFS¢[1 0] DFS[10]

CACREF pin O o
L I Digital filter
RSCS[2:0] RCDSJ[1:0]
EDGES[1:0]
> Reference 5% -
> signal g 5 Edge ldetgctlon
> generation > 3 —0 RrpPs circuit
»| clock select :‘f k]
—> circuit % Valid edge signal
—»
FMCSJ2:0] Frequency TCSS[1:0]
measurement
MOSC > clock CEME
SOSC > [ =
HOCO clock > m';fsqut:znmcgm %3 Cougltoscc‘)(urce v
MOCO clock > lock select >» 5O 16-bit counter
LOCO clock > circuit %_g’ —» Overflow interrupt request
IWDTCLK clock > 23
PCLKB > ]
Y Interrupt control L. Measurement end interrupt
CACI\W—b circuit request
> Frequency error interrupt
Comparator N request
|CAULVR| |CALLVR| | CAICR H CASTR |
v
Internal peripheral bus >
Figure 9.1 CAC block diagram
Table 9.2 CAC /O pin
Function Pin name /10 Description
CAC CACREF Input Measurement reference clock input pin
9.2 Register Descriptions
9.2.1 CACRO : CAC Control Register 0
Base address: CAC = 0x4004_4600
Offset address: 0x00
Bit position: 7 6 5 4 3 2 1 0
Bit field: — — — — — — — CFME
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 CFME Clock Frequency Measurement Enable R/W
0: Disable
1: Enable
71 — These bits are read as 0. The write value should be 0. R/W

CFME bit (Clock Frequency Measurement Enable)

The CFME bit enables clock frequency measurement. Changes made to this bit are not immediately reflected to the internal
circuit. Read the bit to confirm that the change has been reflected.
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9.2.2 CACR1 : CAC Control Register 1
Base address: CAC = 0x4004_4600
Offset address: 0x01
Bit position: 7 6 5 4 3 2 1 0
Bit field: | EDGES[1:0] TCSS[1:0] FMCS|[2:0] CS:CER
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 CACREFE CACREF Pin Input Enable R/W
0: Disable
1: Enable
3:1 FMCS[2:0] Measurement Target Clock Select R/W
00 0: Main clock oscillator
00 1: Sub-clock oscillator
010: HOCO clock
011: MOCO
100: LOCO clock
10 1: Peripheral module clock B (PCLKB)
11 0: IWDT-dedicated clock
11 1: Setting prohibited
5:4 TCSS[1:0] Timer Count Clock Source Select R/W
0 0: No division
01: x 1/4 clock
10: x 1/8 clock
11: % 1/32 clock
7:6 EDGES[1:0] Valid Edge Select R/W
0 0: Rising edge
0 1: Falling edge
1 0: Both rising and falling edges
1 1: Setting prohibited

Note:  Set the CACR1 register when the CACR0.CFME bit is 0.

CACREFE bit (CACREF Pin Input Enable)
The CACREFE bit enables the CACREF pin input.

FMCSJ[2:0] bits (Measurement Target Clock Select)

The FMCSJ2:0] bits select the measurement target clock whose frequency is to be measured.

TCSS[1:0] bits (Timer Count Clock Source Select)

The TCSS[1:0] bits select the division ratio of the measurement target clock.

EDGES[1:0] bits (Valid Edge Select)
The EDGESJ1:0] bits select the valid edge for the reference signal.

9.2.3 CACR2 : CAC Control Register 2
Base address: CAC = 0x4004_4600
Offset address: 0x02
Bit position: 7 6 5 4 3 2 1 0
Bit field: DFS[1:0] RCDS[1:0] RSCS[2:0] RPS
Value after reset: 0 0 0 0 0 0 0 0
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Bit Symbol Function R/W

0 RPS Reference Signal Select R/W

0: CACREF pin input
1: Internal clock (internally generated signal)

3:1 RSCS[2:0] Measurement Reference Clock Select R/W

00 0: Main clock oscillator

00 1: Sub-clock oscillator

01 0: HOCO clock

011: MOCO

100: LOCO clock

10 1: Peripheral module clock B (PCLKB)
110: IWDT-dedicated clock

11 1: Setting prohibited

5:4 RCDS[1:0] Measurement Reference Clock Frequency Division Ratio Select R/W

00: x 1/32 clock

01: x 1/128 clock

10: x 1/1024 clock

11: x1/8192 clock

7:6 DFS[1:0] Digital Filter Select R/W

0 0: Disable digital filtering

0 1: Use sampling clock for the digital filter as the frequency measuring clock

1 0: Use sampling clock for the digital filter as the frequency measuring clock divided
by 4

1 1: Use sampling clock for the digital filter as the frequency measuring clock divided
by 16.

Note:  Set the CACR2 register when the CACRO.CFME bit is 0.

RPS bit (Reference Signal Select)

The RPS bit selects whether to use the CACREF pin input or an internal clock (internally generated signal) as the reference
signal.

RSCS[2:0] bits (Measurement Reference Clock Select)

The RSCS[2:0] bits select the reference clock for measurement.

RCDS[1:0] bits (Measurement Reference Clock Frequency Division Ratio Select)

The RCDSJ[1:0] bits select the frequency-divisor of the reference clock for measurement when an internal reference clock is
selected. When RPS = 0 (CACREEF pin is used as the reference clock source), the reference clock is not divided.

DFS[1:0] bits (Digital Filter Select)
The DFSJ[1:0] bits enable or disable the digital filter and selects its sampling clock.

9.24 CAICR : CAC Interrupt Control Register

Base address: CAC = 0x4004_4600
Offset address: 0x03

Bit position: 7 6 5 4 3 2 1 0
Bitfel:| — | OUFF [MEND | FERR | | o pi | MEND | FERRI

Value after reset: 0 0 0 0 0 0 0 0

Bit Symbol Function R/W

0 FERRIE Frequency Error Interrupt Request Enable R/W
0: Disable
1: Enable

1 MENDIE Measurement End Interrupt Request Enable R/W
0: Disable
1: Enable
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Bit Symbol Function R/W
2 OVFIE Overflow Interrupt Request Enable R/W
0: Disable
1: Enable
3 — This bit is read as 0. The write value should be 0. R/W
4 FERRFCL FERRF Clear W
0: No effect
1: The CASTR.FERREF flag is cleared
5 MENDFCL MENDF Clear W
0: No effect
1: The CASTR.MENDF flag is cleared
6 OVFFCL OVFF Clear \W
0: No effect
1: The CASTR.OVFF flag is cleared.
7 — This bit is read as 0. The write value should be 0. R/W
FERRIE bit (Frequency Error Interrupt Request Enable)
The FERRIE bit enables or disables the frequency error interrupt request.
MENDIE bit (Measurement End Interrupt Request Enable)
The MENDIE bit enables or disables the measurement end interrupt request.
OVFIE bit (Overflow Interrupt Request Enable)
The OVFIE bit enables or disables the overflow interrupt request.
FERRFCL bit (FERRF Clear)
Setting the FERRFCL bit to 1 clears the CASTR.FERRF flag.
MENDFCL bit (MENDF Clear)
Setting the MENDFCL bit to 1 clears the CASTR.MENDF flag.
OVFFCL bit (OVFF Clear)
Setting the OVFFCL bit to 1 clears the CASTR.OVFF flag.
9.2.5 CASTR : CAC Status Register
Base address: CAC = 0x4004_4600
Offset address: 0x04
Bit position: 7 6 5 4 3 2 1 0
Bitfield: | — — — — — | OVFF MEFND FEER
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 FERRF Frequency Error Flag R
0: Clock frequency is within the allowable range
1: Clock frequency has deviated beyond the allowable range (frequency error).
1 MENDF Measurement End Flag R
0: Measurement is in progress
1: Measurement ended
2 OVFF Overflow Flag R
0: Counter has not overflowed
1: Counter overflowed
73 — These bits are read as 0. R
R0O1UH0852EJ0150 Rev.1.50 RENESAS Page 145 of 1058

Jun 28, 2024



RA2E1 User's Manual 9. Clock Frequency Accuracy Measurement Circuit (CAC)

FERREF flag (Frequency Error Flag)
The FERREF flag indicates a deviation of the clock frequency from the set value (frequency error).
[Setting condition]

e The clock frequency is outside the allowable range defined in the CAULVR and CALLVR registers.

[Clearing condition]
e 1 is written to the FERRFCL bit.

MENDF flag (Measurement End Flag)
The MENDF flag indicates the end of measurement.
[Setting condition]

o Measurement ends.

[Clearing condition]
e 1 is written to the MENDFCL bit.

OVFF flag (Overflow Flag)
The OVFF flag indicates that the counter overflowed.
[Setting condition]

o The counter overflows.

[Clearing condition]

e 1 is written to the CAICR.OVFFCL bit.

9.2.6 CAULVR : CAC Upper-Limit Value Setting Register

Base address: CAC = 0x4004_4600
Offset address: 0x06

Bit position: 15 0
Bit field:
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
15:0 n/a The Upper Value of the Allowable Range R/W

The CAULVR register is a 16-bit read/write register that specifies the upper value of the
allowable range. When the counter value exceeds the value specified in this register, a
frequency error is detected. Write to this register when the CACR0.CFME bit is 0.

The counter value stored in CACNTBR can vary depending on the difference between the
phases of the digital filter and edge-detection circuit, and the signal on the CACREF pin.
Ensure that this setting allows an adequate margin.

9.2.7 CALLVR : CAC Lower-Limit Value Setting Register

Base address: CAC = 0x4004_4600
Offset address: 0x08

Bit position: 15 0
Bit field:
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Bit Symbol Function R/W

15:0 n/a The Lower Value of the Allowable Range R/W
The CALLVR register is a 16-bit read/write register that specifies the lower value of the
allowable range. When the counter value falls below the value specified in this register, a
frequency error is detected. Write to this register when the CACRO.CFME bit is 0.

The counter value stored in CACNTBR can vary depending on the difference between the
phases of the digital filter and edge-detection circuit, and the signal on the CACREF pin.
Ensure that this setting allows an adequate margin.

9.2.8 CACNTBR : CAC Counter Buffer Register

Base address: CAC = 0x4004_4600
Offset address: 0x0A

Bit position: 15 0
Bit field:
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
15:0 n/a The Measurement Result R
The CACNTBR register is a 16-bit read-only register that stores the measurement result.

9.3 Operation
9.3.1 Measuring Clock Frequency

The CAC measures the clock frequency using the CACREEF pin input or an internal clock as a reference. Figure 9.2 shows
an operating example of the CAC.
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When the CACREF pin input is used as a reference:

In CACR1: CACREFE bit = 1, EDGES[1:0] bits = 00b
CAULVR register = 0XAAAA, CALLVR register = 0x5555
When the internal clock is used as a reference:

In CACR1: CACREFE bit = 0, EDGES[1:0] bits = 00b
CAULVR register = 0xAAAA, CALLVR register = 0x5555

Figure 9.2 CAC operating example

The events in Figure 9.2 are:

1.

When the CACREEF pin input is used as reference (CACR1.CACREFE = 1), frequency measurement is enabled by
writing 1 to the CACRO.CFME bit while the CACR2.RPS bit is set to 0 and the CACR1.CACREFE bit is set to 1. When
the internal clock is used as reference (CACR1.CACREFE = 0), frequency measurement is enabled by writing 1 to the
CACRO.CFME bit while the CACR2.RPS bit is set to 1.

When the CACREEF pin input is used as reference, after 1 is written to the CFME bit, the timer starts up-counting if the
valid edge selected by the CACR1.EDGESJ[1:0] bits (rising edge (CACR1.EDGES[1:0] = 00b) in Figure 9.2) is input
from the CACREF pin. When the internal clock is used as reference, after 1 is written to the CFME bit, the timer starts
up-counting if the valid edge selected by the CACR1.EDGESJ[1:0] bits (rising edge (CACR1.EDGES[1:0] = 00b) in
Figure 9.2) is input based on the clock source selected by the CACR2.RSCS[2:0] bits.

When the next valid edge is input, the counter value is transferred to CACNTBR and compared with the values in
CAULVR and CALLVR. If both CACNTBR < CAULVR and CACNTBR > CALLVR are true, only the MENDF flag
in CASTR is set to 1, because the clock frequency is correct. If the MENDIE bit in CAICR is 1, a measurement end
interrupt is generated.

When the next valid edge is input, the counter value is transferred to CACNTBR and compared with the values in
CAULVR and CALLVR. If CACNTBR > CAULVR, the FERRF flag in CASTR is set to 1, because the clock frequency
is erroneous. If the FERRIE bit in CAICR is 1, a frequency error interrupt is generated. The MENDF flag in CASTR is
set to 1 at the end of measurement. If the MENDIE bit in CAICR is 1, a measurement end interrupt is generated.

When the next valid edge is input, the counter value is transferred to CACNTBR and compared with the values in
CAULVR and CALLVR. If CACNTBR < CALLVR, the FERRF flag in CASTR is set to 1, because the clock frequency
is erroneous. If the FERRIE bit in CAICR is 1, a frequency error interrupt is generated. The MENDF flag in CASTR is
set to 1 at the end of measurement. If the MENDIE bit in CAICR is 1, a measurement end interrupt is generated.

When the CFME bit in CACRO is 1, the counter value is transferred to CACNTBR and compared with the values in
CAULVR and CALLVR every time a valid edge is input. Writing 0 to the CFME bit in CACRO clears the counter and
stops up-counting.
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9.3.2 Digital Filtering of Signals on CACREF Pin

The CACREF pin has a digital filter, and levels on the CACREF pin are transmitted to the internal circuitry after three
consecutive matches in the selected sampling interval. The same level continues to be transmitted internally until the
level on the pin has three consecutive matches again. Enabling or disabling of the digital filter and its sampling clock are
selectable.

The counter value transferred to CACNTBR might be in error by up to 1 cycle of the sampling clock because of the
difference between the phases of the digital filter and the signal input to the CACREF pin. When a frequency dividing clock
is selected as a count source clock, the counter value error is obtained using the following formula:

Counter value error = (1 cycle of the count source clock)/ (1 cycle of the sampling clock)

94 Interrupt Requests

The CAC generates three types of interrupt requests:
e Frequency error interrupt
o Measurement end interrupt

e Overflow interrupt

When an interrupt source is generated, the associated status flag is set to 1. Table 9.3 provides information on the CAC
interrupt requests.

Table 9.3 CAC interrupt requests

Interrupt request Interrupt enable bit Status flag Interrupt sources

Frequency error CAICR.FERRIE CASTR.FERRF The result of comparing CACNTBR with CAULVR and CALLVR is

interrupt either CACNTBR > CAULVR or CACNTBR < CALLVR

Measurement end CAICR.MENDIE CASTR.MENDF e Valid edge is input from the CACREF pin or internal clock

interrupt e Measurement end interrupt does not occur at the first valid
edge after writing 1 to the CACR0.CFME bit

Overflow interrupt CAICR.OVFIE CASTR.OVFF Counter overflows

9.5 Usage Notes

9.5.1 Settings for the Module-Stop Function

The Module Stop Control Register C (MSTPCRC) can enable or disable CAC operation. The CAC module is initially
stopped after reset. Releasing the module-stop state enables access to the registers. For details, see section 10, Low Power
Modes.
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10. Low Power Modes

10.

10.1 Overview

Low Power Modes

The MCU provides several functions for reducing power consumption, such as setting clock dividers, stopping modules,
selecting power control mode in normal mode, and transitioning to low power modes.

Table 10.1 lists the specifications of the low power mode functions. Table 10.2 lists the conditions to transition to low power
modes, the states of the CPU and peripheral modules, and the method for canceling each mode. After a reset, the MCU
enters the program execution state, but only the DTC and SRAM operate.

Table 10.1

Specifications of the low power mode functions

Item

Specification

Reducing power consumption by
switching clock signals

The frequency division ratio can be selected independently for the system clock (ICLK), peripheral
module clock (PCLKB and PCLKD)"!

Module stop

Functions can be stopped independently for each peripheral module

Low power modes

Sleep mode
Software Standby mode
Snooze mode

Power control modes

Power consumption can be reduced in Normal, Sleep, and Snooze mode by selecting an
appropriate operating power control mode according to the operating frequency and voltage.

Four operating power control modes are available:

High-speed mode

o Middle-speed mode
e Low-speed mode
e Subosc-speed mode
Note 1. For details, see section 8, Clock Generation Circuit
Table 10.2 Operating conditions of each low power mode (1 of 2)
Item Sleep mode Software Standby mode Snooze mode™!

Transition condition

WFI instruction while
SBYCR.SSBY =0

WFI instruction while
SBYCR.SSBY =1

Snooze request in Software
Standby mode.
SNZCR.SNZE = 1

Canceling method

All interrupts.
Any reset available in the
mode.

Interrupts shown in Table
10.3. Any reset available in
the mode.

Interrupts shown in Table
10.3. Any reset available in
the mode.

State after cancellation by an interrupt

Program execution state
(interrupt processing)

Program execution state
(interrupt processing)

Program execution state
(interrupt processing)

State after cancellation by a reset

Reset state

Reset state

Reset state

Main clock oscillator Selectable Stop Selectable™
Sub-clock oscillator Selectable Selectable Selectable
High-speed on-chip oscillator Selectable Stop Selectable
Middle-speed on-chip oscillator Selectable Stop Selectable
Low-speed on-chip oscillator Selectable Selectable Selectable

IWDT-dedicated on-chip oscillator

Selectable™

Selectable™

Selectable™

Oscillation stop detection function

Selectable

Operation prohibited

Operation prohibited

Clock/buzzer output function

Selectable

Selectable™

Selectable

CPU Stop (Retained) Stop (Retained) Stop (Retained)
SRAM Selectable Stop (Retained) Selectable
Flash memory Operating Stop (Retained) Stop (Retained)
Data Transfer Controller (DTC) Selectable Stop (Retained) Selectable

Watchdog Timer (WDT)

Selectable™

Stop (Retained)

Stop (Retained)

Independent Watchdog Timer (IWDT)

Selectable™

Selectable™

Selectable™
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Table 10.2 Operating conditions of each low power mode (2 of 2)
Item Sleep mode Software Standby mode Snooze mode™!
Realtime clock (RTC) Selectable Selectable Selectable
Low Power Asynchronous General Purpose | Selectable Selectable™ Selectable™®
Timer (AGTn,n=0, 1)
12-bit A/D Converter (ADC12) Selectable Stop (Retained) Selectable™ 0
Capacitive Sensing Unit (CTSU2) Selectable Stop (Retained) Selectable
Data Operation Circuit (DOC) Selectable Stop (Retained) Selectable
Serial Communications Interface (SCI0) Selectable Stop (Retained) Selectable™®
Serial Communications Interface (SCIn, n = | Selectable Stop (Retained) Operation prohibited
1,2,9)
I2C Bus Interface (IIC0) Selectable Selectable™ Selectable™
Event Link Controller (ELC) Selectable Stop (Retained) Selectable™®
Low-Power Analog Comparator (ACMPLPO) | Selectable Selectable”™” Selectable™
Low-Power Analog Comparator (ACMPLP1) | Selectable Selectable™” Selectable™”
NMI, IRQn (n = 0 to 7) pin interrupt Selectable Selectable Selectable
Key Interrupt Function (KINT) Selectable Selectable Selectable
Low Voltage Detection (LVD) Selectable Selectable Selectable
Power-on reset circuit Operating Operating Operating
AES Engine Selectable Selectable Selectable
True Random Number Generator (TRNG) Selectable Selectable Selectable
Other peripheral modules Selectable Stop (Retained) Operation prohibited
1/O ports Operating Retained Operating

Note:  Selectable means that operating or not operating can be selected by the control registers.
Stop (Retained) means that the contents of the internal registers are retained but the operations are suspended.
Operation prohibited means that the function must be stopped before entering Software Standby mode.

Otherwise, proper operation is not guaranteed in Snooze mode.

Note 1. All modules whose module-stop bits are 0 start as soon as PCLKSs are supplied after entering Snooze mode.
To avoid an increasing power consumption in Snooze mode, set the module-stop bit of modules that are not required in Snooze
mode to 1 before entering Software Standby mode.
Note 2. When using SCI0 in Snooze mode, the MOSCCR.MOSTP bit must be 1.
Note 3. Stopped when the Clock Output Source Select bits (CKOCR.CKOSEL[2:0]) are set to a value other than 010b (LOCO) and 100b

(SOSC).

Note 4. In IWDT-dedicated on-chip oscillator and IWDT, operating or stopping is selected by setting the IWDT Stop Control bit
(IWDTSTPCTL) in Option Function Select register 0 (OFSO0) in IWDT auto start mode. In WDT, operating or stopping is selected by
setting the WDT Stop Control bit (WDTSTPCTL) in Option Function Select register 0 (OFS0) in WDT auto start mode or by setting

the WDTCSTPR.SLCSTP in WDT register-start mode.

Note 5. AGTO operation is possible when 100b (LOCO) or 110b (SOSC) is selected in the AGT0.AGTMR1.TCK[2:0] bits.
AGT1 operation is possible when 100b (LOCO), 110b (SOSC), or 101 (underflow event signal from AGTO) is selected in the

AGT1.AGTMR1.TCK[2:0] bits.

Note 6. Event lists the restrictions described in section 10.9.13. ELC Events in Snooze Mode.

Note 7. Only VCOUT function is permitted. The VCOUT pin operates when ACMPLP uses no digital filter.

For details on digital filter, see section 31, Low Power Analog Comparator (ACMPLP).

Note 8. Serial communication modes of SCIO0 is only in asynchronous mode.

Note 9. Only wakeup interrupt is available.

Note 10. When using the 12-bit A/D Converter (ADC12) in Snooze mode, the ADCMPCR.CMPAE and ADCMPCR.CMPBE bit must be 1.

Table 10.3 Available interrupt sources to transition to Normal mode from Snooze mode and Software Standby
mode (1 of 2)
Interrupt source | Name Software Standby mode Snooze mode
NMI Yes Yes
Port | PORT_IRQn (n=0to 7) Yes Yes
RO1UH0852EJ0150 Rev.1.50 RENESAS Page 151 of 1058

Jun 28, 2024



RA2E1 User's Manual

10. Low Power Modes

Table 10.3

mode (2 of 2)

Available interrupt sources to transition to Normal mode from Snooze mode and Software Standby

Interrupt source Name Software Standby mode Snooze mode

LVD LVD_LVD1 Yes Yes
LVD_LVD2 Yes Yes

IWDT IWDT_NMIUNDF Yes Yes

RTC RTC_ALM Yes Yes
RTC_PRD Yes Yes

KINT KEY_INTKR Yes Yes

AGT1 AGT1_AGTI Yes Yes'3
AGT1_AGTCMAI Yes Yes
AGT1_AGTCMBI Yes Yes

ACMPLP ACMP_LPO Yes Yes

11CO 11CO_WuUI Yes Yes

ADC120 ADC120_WCMPM No Yes with SELSR0™ 3
ADC120_WCMPUM No Yes with SELSR0™ 3

SCI0 SCI0O_AM No Yes with SELSR0™ 2
SCI0_RXI_OR_ERI No Yes with SELSR0™ "2

DTC DTC_COMPLETE No Yes with SELSR0"!

DOC DOC_DOPCI No Yes with SELSR0"!

CTSU CTSU_CTSUFN No Yes with SELSR0"'!

Note 1. To use the interrupt request as a trigger for exiting Snooze mode, the request must be selected in SELSRO.
See section 12, Interrupt Controller Unit (ICU). When a trigger selected in SELSRO occurs after executing a WFI instruction, and
during the transition from Normal mode to Software Standby mode, the request can be accepted depending on the timing of the

occurrence.

Note 2. Only one of either SCI0O_AM or SCI0_RXI_OR_ERI can be selected.
Note 3. Event that is enabled by the SNZEDCRO register must not be used.

Figure 10.1 shows the transition between Normal mode to low power mode.
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SBYCR.SSBY =0
Reset state Sleep mode
]

WFl instruction”
*2

F
RES pin = High/
X All interrupts SNZCR.SNZE =1

- Snooze mode

Interrupt™

4
Normal mode Snooze request™ | |Snooze end condition®
) .
(program execution state) WFI instruction®
\ SBYCR.SSBY =1 ¢
4
Interrupt —* Software Standby mode

Low power mode (program stopped state)

Note 1. When an interrupt that acts as a trigger for cancel is received during a transition to the program stopped state after the
execution of a WFI instruction, the MCU executes interrupt exception handling instead of a transition to low power mode.

Note 2. The MOCO is the source of the operating clock following a transition from the reset state to Normal mode.

Note 3. The transition to Normal mode is made from an interrupt in Sleep mode, Software Standby mode, or Snooze mode. The
clock source is the same as before entering the low power mode.

Note 4. See Table 10.3.

Note 5. See section 10.5.1. Setting Operating Power Control Mode.

Note 6. See section 10.8.3. Returning from Snooze Mode to Software Standby Mode.

Figure 10.1 Low power mode transitions
10.2 Register Descriptions

10.2.1 SBYCR : Standby Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x00C

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: | SSBY | — — — — — — — _ _ — _ _ _ _ _
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
14:0 — These bits are read as reset value. The write value should be reset value R/W
15 SSBY Software Standby Mode Select R/W
0: Sleep mode
1: Software Standby mode.

Note:  Set the PRCR.PRC1 bit to 1 (write enabled) before rewriting this register.

SSBY bit (Software Standby Mode Select)
The SSBY bit specifies the transition destination after a WFI instruction is executed.

When the SSBY bit is set to 1, the MCU enters Software Standby mode after execution of a WFI instruction. When the
MCU returns to Normal mode from Software Standby mode by an interrupt, the SSBY bit remains 1. The SSBY bit can be
cleared by writing 0 to it.

While the OSTDCR.OSTDE bit is 1, setting of the SSBY bit is ignored. Even if SSBY bit is 1, the MCU enters Sleep mode
on execution of a WFI instruction.
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While the FENTRYR.FENTRYO bit is 1 setting of the SSBY bit is ignored. Even if SSBY bit is 1, the MCU enters Sleep
mode on execution of a WFI instruction.

10.2.2 MSTPCRA : Module Stop Control Register A

Base address: SYSC = 0x4001_EO000
Offset address: 0x01C

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: — — — — — — — — — MASZEP — — — — — —
Value after reset: 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: — — — — — — — — — — — — — — — —
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit Symbol Function R/W
21:0 — These bits are read as 1. The write value should be 1. R/W
22 MSTPA22 DTC Module Stop™ R/W
0: Cancel the module-stop state
1: Enter the module-stop state
31:23 — These bits are read as 1. The write value should be 1. R/W
Note 1. When rewriting the MSTPA22 bit from 0 to 1, disable the DTC before setting the MSTPA22 bit.
10.2.3 MSTPCRB : Module Stop Control Register B
Base address: MSTP = 0x4004_7000
Offset address: 0x000
Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: | MSTP | MSTP | MSTP | o _ _ _ . MSTP . - MSTP | B -
| B31 B30 B29 B22 B19
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Bitfield: | — — — — — — Mggp — — _ _ _ _ _ _ _
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit Symbol Function R/W
8:0 — These bits are read as 1. The write value should be 1. R/W
9 MSTPB9 12C Bus Interface 0 Module Stop RIW
Target module: 11ICO
0: Cancel the module-stop state
1: Enter the module-stop state
18:10 — These bits are read as 1. The write value should be 1. R/W
19 MSTPB19 Serial Peripheral Interface 0 Module Stop R/W
Target module: SPIO
0: Cancel the module-stop state
1: Enter the module-stop state
21:20 — These bits are read as 1. The write value should be 1. R/W
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Bit Symbol Function R/W

22 MSTPB22 Serial Communication Interface 9 Module Stop R/W
Target module: SCI9

0: Cancel the module-stop state
1: Enter the module-stop state

28:23 — These bits are read as 1. The write value should be 1. R/W

29 MSTPB29 Serial Communication Interface 2 Module Stop R/W
Target module: SCI2
0: Cancel the module-stop state
1: Enter the module-stop state

30 MSTPB30 Serial Communication Interface 1 Module Stop R/W
Target module: SCI1

0: Cancel the module-stop state
1: Enter the module-stop state

31 MSTPB31 Serial Communication Interface 0 Module Stop R/W
Target module: SCIO

0: Cancel the module-stop state
1: Enter the module-stop state

10.2.4 MSTPCRC : Module Stop Control Register C

Base address: MSTP = 0x4004_7000
Offset address: 0x004

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
S| MSTP MSTP
Bit field: c31 — — co8 —_ —_ — — — — — — — _ _ _
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit position: 15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
Bitfield: | — | MSTP | MSTP | _ _ _ _ _ _ _ | wmsTP| | MSTP | MSTP
: c14 | c13 C3 C1 Co
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit Symbol Function R/W
0 MSTPCO Clock Frequency Accuracy Measurement Circuit Module Stop™ R/W

Target module: CAC
0: Cancel the module-stop state
1: Enter the module-stop state
1 MSTPCA1 Cyclic Redundancy Check Calculator Module Stop R/W
Target module: CRC

0: Cancel the module-stop state
1: Enter the module-stop state

2 — These bits are read as 1. The write value should be 1. R/W

3 MSTPC3 Capacitive Sensing Unit Module Stop R/W
Target module: CTSU2

0: Cancel the module-stop state
1: Enter the module-stop state

12:4 — These bits are read as 1. The write value should be 1. R/W

13 MSTPC13 Data Operation Circuit Module Stop R/W
Target module: DOC
0: Cancel the module-stop state
1: Enter the module-stop state
14 MSTPC14 Event Link Controller Module Stop R/W
Target module: ELC
0: Cancel the module-stop state
1: Enter the module-stop state
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Bit Symbol Function R/W
27:15 — These bits are read as 1. The write value should be 1. R/W
28 MSTPC28 True Random Number Generator Module Stop*2 R/W
Target module: TRNG
0: Cancel the module-stop state
1: Enter the module-stop state
30:29 — These bits are read as 1. The write value should be 1. R/W
31 MSTPC31 AES Module Stop R/W
Target module: AES
0: Cancel the module-stop state
1: Enter the module-stop state
Note 1. The MSTPCO bit must be written while the oscillation of the clock to be controlled by this bit is stable. To enter Software Standby
mode after writing this bit, wait for 2 cycles of the slowest clock from the clocks output by the oscillators, then execute a WFI
instruction.
Note 2. Set the MSTPC28 bit to 0 once at the beginning of the program, to initialize an unused circuit, even if the TRNG is not used in this

MCU. See section 10.9.15. Module-Stop Function for an Unused Circuit.

10.2.5 MSTPCRD : Module Stop Control Register D

Base address: MSTP = 0x4004_7000

Offset address: 0x008

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
. MSTP MSTP
Bit field: — — D29 — — — — — — — — — — — — D16
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bitfield: | — | MSTP | _ . B . _ _ | MSTP |MSTP | | MSTP | MSTP | .
: D14 D6 D5 D3 D2
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit Symbol Function R/W
1:0 — These bits are read as 1. The write value should be 1. R/W
2 MSTPD2 Low Power Asynchronous General Purpose Timer 1 Module Stop*! R/W
Target module: AGT1
0: Cancel the module-stop state
1: Enter the module-stop state
3 MSTPD3 Low Power Asynchronous General Purpose Timer 0 Module Stop 2 R/W
Target module: AGTO
0: Cancel the module-stop state
1: Enter the module-stop state
4 — This bit is read as 1. The write value should be 1. R/W
5 MSTPD5 General PWM Timer 32n Module Stop R/W
Target module: GPT32n (n = 0)
0: Cancel the module-stop state
1: Enter the module-stop state
6 MSTPD6 General PWM Timer 164 to 169 and PWM Delay Generation Circuit Module Stop R/W
Target module: GPT164 to 169, and PWM delay generation circuit
0: Cancel the module-stop state
1: Enter the module-stop state
13:7 — These bits are read as 1. The write value should be 1. R/W
14 MSTPD14 Port Output Enable for GPT Module Stop R/W
Target module: POEG
0: Cancel the module-stop state
1: Enter the module-stop state
15 — This bit is read as 1. The write value should be 1. R/W
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Bit Symbol Function R/W

16 MSTPD16 12-bit A/D Converter Module Stop R/W
Target module: ADC120

0: Cancel the module-stop state
1: Enter the module-stop state

20:17 — These bits are read as 1. The write value should be 1. R/W
28:21 — These bits are read as 1. The write value should be 1. R/W
29 MSTPD29 Low-Power Analog Comparator Module Stop R/W

Target module: ACMPLP

0: Cancel the module-stop state
1: Enter the module-stop state

31:30 — These bits are read as 1. The write value should be 1. R/W

Note 1. When the count source is sub-clock oscillator or LOCO, AGT1 counting does not stop even if MSTPD2 is set to 1. If the count
source is the sub-clock oscillator or LOCO, this bit must be set to 1 except when accessing the AGT1 registers.

Note 2. When the count source is sub-clock oscillator or LOCO, AGTO counting does not stop even if MSTPD3 is set to 1. If the count
source is the sub-clock oscillator or LOCO, this bit must be set to 1 except when accessing the AGTO registers.

10.2.6 OPCCR : Operating Power Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x0AO0

Bit position: 7 6 5 4 3 2 1 0

Bitfield: | — — — OTPSCFM _ _ OPCM[1:0]

Value after reset: 0 0 0 0 0 0 0 1
Bit Symbol Function R/W
1:0 OPCM[1:0] Operating Power Control Mode Select R/W

0 0: High-speed mode
0 1: Middle-speed mode
10: Setting prohibited
11: Low-speed mode

3:2 — These bits are read as 0. The write value should be 0. R/W

4 OPCMTSF Operating Power Control Mode Transition Status Flag R

0: Transition completed
1: During transition

75 — These bits are read as 0. The write value should be 0. R/W

The OPCCR register is used to reduce power consumption in Normal mode, Sleep mode, and Snooze mode. Power
consumption can be reduced according to the operating frequency and operating voltage used by the OPCCR setting.

For the procedure to change the operating power control modes, see section 10.5. Function for Lower Operating Power
Consumption.

OPCM][1:0] bits (Operating Power Control Mode Select)

The OPCM][1:0] bits select the operating power control mode in Normal mode, Sleep mode, and Snooze mode.

Table 10.4 shows the relationship between the operating power control modes, the OPCM[1:0], and SOPCM bits settings.
Writing to OPCCR.OPCM[1:0] is prohibited while MCU is under the following conditions:

1. HOCOCR.HCSTP and OSCSF.HOCOSF are 0 (the oscillation of the HOCO clock is not yet stable).

2. The MCU is in Sleep or Snooze mode, the MCU transitions to Normal mode from Sleep or Snooze mode, the MCU
transitions to Sleep, Snooze, or Software Standby mode from Normal mode, or the MCU is in transfer state when in
operating power mode.

Flash is in programming mode.

4. The MCU is in Subosc-speed mode (SOPCCR.SOPCM bit is 1).
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OPCMTSEF flag (Operating Power Control Mode Transition Status Flag)

The OPCMTSF flag indicates the switching control state when the operating power control mode is switched. This flag
becomes 1 when the OPCM bit is written, and 0 when mode transition completes. Read this flag and confirm that it is 0
before proceeding.

10.2.7 SOPCCR : Sub Operating Power Control Register

Base address: SYSC = 0x4001_E000
Offset address: O0x0AA

Bit position: 7 6 5 4 3 2 1 0
sitfels| — | — | — |SOFe| _ | _ | _ |sopc
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 SOPCM Sub Operating Power Control Mode Select R/W

0: Other than Subosc-speed mode
1: Subosc-speed mode

3:1 — These bits are read as 0. The write value should be 0. R/W

4 SOPCMTSF Operating Power Control Mode Transition Status Flag R

0: Transition completed
1: During transition

75 — These bits are read as 0. The write value should be 0. R/W

The SOPCCR register is used to reduce power consumption in Normal mode, Sleep mode, and Snooze mode. Setting this
register initiates entry to and exit from Subosc-speed mode. Subosc-speed mode is available only when using the sub-clock
oscillator or LOCO without dividing the frequency.

For the procedure to change operating power control modes, see section 10.5. Function for Lower Operating Power
Consumption.

SOPCM bit (Sub Operating Power Control Mode Select)

The SOPCM bit selects the operating power control mode in Normal mode, Sleep mode, and Snooze mode. Setting
this bit to 1 allows transition to Subosc-speed mode. Setting this bit to 0 allows a return to the operating mode (set in
OPCCR.OPCM][1:0]) before the transition to Subosc-speed mode.

Writing to SOPCCR.SOPCM is prohibited while MCU is under the following conditions:

1. The MCU is in Sleep or Snooze mode, the MCU transitions to Normal mode from Sleep, Snooze, or Software Standby
mode, the MCU transitions to Sleep, Snooze, or Software Standby mode from Normal mode, or the MCU is in transfer
state when in operating power mode.

2. Flash is in programming mode.

3. MOSC is operating (MOSCCR.MOSTP bit is 0), HOCO is operating (HOCOCR.HCSTP bit is 0), or MOCO is
operating (MOCOCR.MCSTP bit is 0).

4. The value of SCKDIVCR register is not equal to 0x00000000.
The data flash is disabled (DFLCTL.DFLEN bit is 0).

Table 10.4 shows the relationship between the operating power control modes, the OPCM[1:0], and SOPCM bits settings.
SOPCMTSF flag (Operating Power Control Mode Transition Status Flag)

The SOPCMTSF flag indicates the switching control state when the operating power control mode is switched to or from
Subosc-speed mode. This flag becomes 1 when the SOPCM bit is written, and 0 when mode transition completes. Read this
flag and confirm that it is 0 before proceeding.

Table 10.4 shows each operating power control mode.
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Table 10.4 Operating power control mode

Operating power control mode OPCM[1:0] bits SOPCM bit Power consumption
High-speed mode 00b 0 High
Middle-speed mode 01b 0 l
Low-speed mode 11b 0 I
Subosc-speed mode xxb 1 Low

10.2.8 SNZCR : Snooze Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x092

Bit position: 7 6 5 4 3 2 1 0
P SNzZD | RXDR
Bit field: [ SNZE — — — — — TCEN | EQEN
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 RXDREQEN RXDO0 Snooze Request Enable R/W

0: Ignore RXDO falling edge in Software Standby mode
1: Detect RXDO falling edge in Software Standby mode

1 SNZDTCEN DTC Enable in Snooze mode R/W

0: Disable DTC operation
1: Enable DTC operation

6:2 — These bits are read as 0. The write value should be 0. R/W

7 SNZE Snooze mode Enable R/W

0: Disable Snooze mode
1: Enable Snooze mode

Note:  Set the PRCR.PRC1 bit to 1 (write enabled) before rewriting this register.

RXDREQEN bit (RXD0 Snooze Request Enable)

The RXDREQEN bit specifies whether to detect a falling edge of the RXDO pin in Software Standby mode. This bit can

be used only when SCIO is operating in asynchronous mode. To detect a falling edge of the RXDO pin, set this bit before
entering Software Standby mode. When this bit is set to 1, a falling edge of the RXDO pin in Software Standby mode causes
the MCU to enter Snooze mode.

SNZDTCEN bit (DTC Enable in Snooze mode)

The SNZDTCEN bit specifies whether to use the DTC and SRAM in Snooze mode. To use the DTC and SRAM in Snooze
mode, set this bit to 1 before entering Software Standby mode. When this bit is set to 1, the DTC can be activated by setting
IELSRn register.

SNZE bit (Snooze mode Enable)

The SNZE bit specifies whether to enable a transition from Software Standby mode to Snooze mode. To use Snooze mode,
set this bit to 1 before entering Software Standby mode. When this bit is set to 1, a trigger as shown in Table 10.6 in
Software Standby mode causes the MCU to enter Snooze mode. After the MCU transitions from Software Standby mode or
Snooze mode to Normal mode, set 0 to the SNZE bit once then set it before re-entering Software Standby mode. For details,
see section 10.8. Snooze Mode.
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10.2.9 SNZEDCRO : Snooze End Control Register 0

Base address: SYSC = 0x4001_E000
Offset address: 0x094

Bit position: 7 6 5 4 3 2 1 0
Bit field: ScClou _ _ ADOU | ADOM | DTCN | DTCZ | AGTU
MTED MTED | ATED | ZRED | RED | NFED
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 AGTUNFED AGT1 Underflow Snooze End Enable R/W

0: Disable the snooze end request
1: Enable the snooze end request

1 DTCZRED Last DTC Transmission Completion Snooze End Enable R/W

0: Disable the snooze end request
1: Enable the snooze end request

2 DTCNZRED Not Last DTC Transmission Completion Snooze End Enable R/W

0: Disable the snooze end request
1: Enable the snooze end request

3 ADOMATED ADC12 Compare Match Snooze End Enable R/W

0: Disable the snooze end request
1: Enable the snooze end request

4 ADOUMTED ADC12 Compare Mismatch Snooze End Enable R/W

0: Disable the snooze end request
1: Enable the snooze end request

6:5 — These bits are read as 0. The write value should be 0. R/W

7 SCIOUMTED SCI0 Address Mismatch Snooze End Enable R/W

0: Disable the snooze end request
1: Enable the snooze end request

Note:  Set the PRCR.PRC1 bit to 1 (write enabled) before rewriting this register.

The SNZEDCRO register controls the condition of switching from Snooze mode to Software Standby mode. In order to use
a trigger shown in Table 10.7 as a condition to switch from Snooze mode to Software Standby mode, the corresponding bit
in the SNZEDCRO register must be set to 1.

The event that is used to return from snooze mode to normal mode as shown in Table 10.3 must not be enabled in the
SNZEDCRO register.

AGTUNFED bit (AGT1 Underflow Snooze End Enable)

The AGTUNFED bit specifies whether to enable a transition from Snooze mode to Software Standby mode on an AGT]1
underflow. For details on the trigger conditions, see section 21, Low Power Asynchronous General Purpose Timer (AGT).
DTCZRED bit (Last DTC Transmission Completion Snooze End Enable)

The DTCZRED bit specifies whether to enable a transition from Snooze mode to Software Standby mode on completion of
the last DTC transmission, that is, when CRA or CRB registers in the DTC is 0. For details on the trigger conditions, see
section 15, Data Transfer Controller (DTC).

DTCNZRED bit (Not Last DTC Transmission Completion Snooze End Enable)

The DTCNZRED bit specifies whether to enable a transition from Snooze mode to Software Standby mode on completion
of each DTC transmission, that is, when CRA or CRB registers in the DTC is not 0. For details on the trigger conditions, see
section 15, Data Transfer Controller (DTC).

ADOMATED bit (ADC12 Compare Match Snooze End Enable)

The ADOMATED bit specifies whether to enable a transition from Snooze mode to Software Standby mode on an ADC120
event when a conversion result matches the expected data. For details on the trigger conditions, see section 29, 12-Bit A/D
Converter (ADC12).
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ADOUMTED bit (ADC12 Compare Mismatch Snooze End Enable)

The ADOUMTED bit specifies whether to enable a transition from Snooze mode to Software Standby mode on an ADC120
event when the conversion result does not match the expected data. For details on the trigger conditions, see section 29,
12-Bit A/D Converter (ADC12).

SCIOUMTED bit (SCI0 Address Mismatch Snooze End Enable)

The SCIOUMTED bit specifies whether to enable a transition from Snooze mode to Software Standby mode on an
SCIO0 event when an address received in Software Standby mode does not match the expected data. For details on the
trigger conditions, see section 25, Serial Communications Interface (SCI). Only set this bit to 1 when SCIO operates in
asynchronous mode.

10.2.10 SNZREQCRO : Snooze Request Control Register 0

Base address: SYSC = 0x4001_EO00
Offset address: 0x098

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SNZR | SNZR | SNZR SNZR | SNZR | SNZR SNZR
Bit field: —_ EQEN | EQEN | EQEN —_ — EQEN | EQEN | EQEN —_ — — —_ — EQEN —
30 29 28 25 24 23 17

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SNZR | SNZR | SNZR | SNZR | SNZR | SNZR | SNZR | SNZR
Bit field: | — — — — — — — — | EQEN | EQEN | EQEN | EQEN | EQEN | EQEN | EQEN | EQEN

7 6 5 4 3 2 1 0

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 SNZREQENO Enable IRQO pin snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

1 SNZREQEN"1 Enable IRQ1 pin snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

2 SNZREQEN2 Enable IRQ2 pin snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

3 SNZREQEN3 Enable IRQ3 pin snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

4 SNZREQEN4 Enable IRQ4 pin snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

5 SNZREQENS Enable IRQS5 pin snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

6 SNZREQEN®6 Enable IRQ6 pin snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

7 SNZREQEN7 Enable IRQ7 pin snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

16:8 — These bits are read as 0. The write value should be 0. R/W

17 SNZREQEN17 Enable KEY_INTKR snooze request R/W

0: Disable the snooze request
1: Enable the snooze request
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Bit Symbol Function R/W
22:18 — These bits are read as 0. The write value should be 0. R/W
23 SNZREQEN23 Enable ACMPLP snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

24 SNZREQEN24 Enable RTC alarm snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

25 SNZREQEN25 Enable RTC period snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

27:26 — These bits are read as 0. The write value should be 0. R/W

28 SNZREQEN28 Enable AGT1 underflow snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

29 SNZREQEN29 Enable AGT1 compare match A snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

30 SNZREQEN30 Enable AGT1 compare match B snooze request R/W

0: Disable the snooze request
1: Enable the snooze request

31 — This bit is read as 0. The write value should be 0. R/W

The SNZREQCRO register controls which trigger causes the MCU to switch from Software Standby mode to Snooze mode.
If a trigger is selected as a request to cancel Software Standby mode by setting the WUPEN register, see section 12,
Interrupt Controller Unit (ICU), the MCU enters Normal mode when the trigger is generated while the associated bit of

the SNZREQCRO is 1. The setting of the WUPEN register always has higher priority than the setting of the SNZREQCRO
register. For details, see section 10.8. Snooze Mode and section 12, Interrupt Controller Unit (ICU).

10.2.11 PSMCR : Power Save Memory Control Register

Base address: SYSC = 0x4001_EO000
Offset address: 0x09F

Bit position: 7 6 5 4 3 2 1 0

Bit field: | — — — — — — PSMC[1:0]

Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
1:0 PSMC[1:0] Power Save Memory Control R/W

0 0: All SRAMs are on in Software Standby mode

01: 8 KB SRAM (0x2000_4000 to 0x2000_5FFF) is on in Software Standby mode
1 0: Setting prohibited

1 1: Setting prohibited

7:2 — These bits are read as 0. The write value should be 0. R/W

PSMCJ[1:0] bits (Power Save Memory Control)

The PSMCJ1:0] bits select the SRAM retention area in Software Standby mode. Setting these bits to 01b (§ KB SRAM in
Software Standby mode) reduces the supply current. Set the PSMC register before executing a WFI instruction.

This register is protected by the PRCR.PRCI1 bit.
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10.2.12 SYOCDCR : System Control OCD Control Register

Base address: SYSC = 0x4001_E000
Offset address: 0x040E

Bit position: 7 6 5 4 3 2 1 0

Bit field: DBNGE — — — — — — —

Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
6:0 — These bits are read as 0. The write value should be 0. R/W
7 DBGEN Debugger Enable bit R/W

Set to 1 first in on-chip debug mode.

0: On-chip debugger is disabled
1: On-chip debugger is enabled

Note:  Set the PRCR.PRC1 bit to 1 (write enabled) before rewriting this register.

DBGEN bit (Debugger Enable bit)
The DBGEN bit enables the on-chip debug mode. This bit must be set to 1 first in the on-chip debugger mode.
[Setting condition]

e Writing 1 to the bit when the debugger is connected.

[Clearing condition]
e Power-on reset is generated

e Writing 0 to the bit.

Note:  Certain restrictions apply in terms of the MCU states in which the DBGEN bit can be set to 1. For details, see
section 2.7.3. Restrictions on Connecting an OCD emulator.

10.2.13 LSMRWDIS : Low Speed Module R/W Disable Control Register

Base address: MSTP = 0x4004_7000
Offset address: 0x00C

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
P ! IWDTI | WDTD | RTCR
Bit field: PRKEY[7:0] WREN — — — — DS IS WDIS

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 RTCRWDIS RTC Register R/W Enable Control R/W

Stop the RTC register R/W clock (only valid when LPOPT.LPOPTEN = 1)

0: RTC register R/W clock always on
1: RTC register R/W clock stops

1 WDTDIS WDT Operate Clock Control R/W
Stop the WDT counter clock and register R/W clock (valid only when LPOPT.LPOPTEN = 1)

0: WDT operates as normal
1: Stop the WDT clock and register R/W clock

2 IWDTIDS IWDT Register Clock Control R/W
Stop the IWDT register R/W clock (valid only when LPOPT.LPOPTEN = 1)

0: IWDT operates as normal
1: Stop the IWDT register R/W clock

6:3 — These bits are read as 0. The write value should be 0. R/W
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Bit Symbol Function R/W
7 WREN Write Enable for bits [2:0] R/W
0: Write protect for bits [2:0]
1: Write enable for bits [2:0]
15:8 PRKEY[7:0] LSMRWDIS Key Code w
These bits control the write access to the LSMRWDIS register. To modify the LSMRWDIS
register, write 0xA5 to the upper 8 bits and the target value to the lower 8 bits as a 16-bit
unit.
RTCRWDIS bit (RTC Register R'W Enable Control)
[Setting condition]
e This bit can only be modified when WREN is set to 1.
o When LPOPT.LPOPTEN = 1 and this bit is set to 1, this bit stops the RTC register R/W clock.
WDTDIS bit (WDT Operate Clock Control)
[Setting condition]
e This bit can only be modified when WREN is set to 1.
e When LPOPT.LPOPTEN = 1 and this bit is set to 1, this bit stops the WDT operate clock.
e Do not set this bit to 1 when WDT is in auto start mode (OFSO.WDTSTRT = 0).
e Do not set this bit to 1 when WDT is operating.
e Set this bit to 1 to disable register start mode for WDT.
IWDTIDS bit (IWDT Register Clock Control)
[Setting condition]
e This bit can only be modified when WREN is set to 1.
e When LPOPT.LPOPTEN = 1 and this bit is set to 1, this bit stops the IWDT register R/W clock.
e Do not set this bit to 1 when IWDT is in auto start mode (OFSO.IWDTSTRT = 0).
e Do not set this bit to 1 when IWDT is operating.
10.2.14 LPOPT : Lower Power Operation Control Register
Base address: SYSC = 0x4001_EO000
Offset address: 0x04C
Bit position: 7 6 5 4 3 2 1 0
Lo | LPOP BPFC , MPUD
Bit field: | Ty - - — | kpis | DCLKDIS[1:0] s
Value after reset: 0 1 0 0 0 0 0 0
Bit Symbol Function R/W
0 MPUDIS MPU Clock Disable Control R/W
Stop the MPU operate clock (valid only when LPOPTEN = 1)
0: MPU operates as normal
1: MPU operate clock stops (MPU function disable).
21 DCLKDIS[1:0] Debug Clock Disable Control R/W
0 0: Debug clock does not stop
Others: Debug clock stops (valid only when LPOPT.LPOPTEN = 1)
3 BPFCLKDIS BPF Clock Disable Control R/W
Stop the Flash register R/W clock (valid only when LPOPT.LPOPTEN = 1)
0: Flash register R/W clock operates as normal
1: Flash register R/W clock stops.
5:4 — These bits are read as 0. The write value should be 0. R/wW
RO1UHO0852EJ0150 Rev.1.50 RENESAS Page 164 of 1058

Jun 28, 2024




RA2E1 User's Manual 10. Low Power Modes

Bit Symbol Function R/W
6 — This bit is read as 1. The write value should be 1. R/W
7 LPOPTEN Lower Power Operation Enable R/W

0: All lower power counter measure disable
1: All lower power counter measure enable

The LPOPT register is protected by the PRCR.PRCO bit.

MPUDIS bit (MPU Clock Disable Control)
[Setting condition]
e Do not set this bit to 1 when the MPU function is used.
e When LPOPT.LPOPTEN = 1 and this bit is set to 1, this bit stops the MPU operate clock.

DCLKDIS[1:0] bits (Debug Clock Disable Control)
[Setting condition]
e Do not set these bit to 1 when in OCD mode or in SCI boot mode.
o When LPOPT.LPOPTEN = 1 and this bit is set to 1, this bit stops the debug system clock to debug function for the chip.

BPFCLKDIS bit (BPF Clock Disable Control)

[Setting condition]
e Do not set this bit to 1 when in OCD mode or SCI boot mode.
e Do not set this bit to 1 when operating code flash or data flash through the Flash register.
e Do not set this bit to 1 when operating data flash.

e Do not set this bit to 1 when system transfers power control mode (for example, transfer High-speed mode to
Middle-speed mode or transfer High-speed mode to Low-speed mode).

o When LPOPT.LPOPTEN = 1 and this bit is set to 1, this bit stops the Flash register R/W clock.

LPOPTEN bit (Lower Power Operation Enable)
[Setting condition]

e Setting this bit to 1 decreases the MCU power consumption but creates limitations in the system.

10.3 Reducing Power Consumption by Switching Clock Signals
The clock frequency changes when the SCKDIVCR register is set.

For information on module and clock associations, see section 8.2.1. SCKDIVCR : System Clock Division Control
Register.

104 Module-Stop Function

The module stop function can stop the clock supply set for each peripheral module.

When the MSTPmi bit (m = A to D, i =31 to 0) in MSTPCRn (n = A to D) is set to 1, the specified module stops operating
and enters the module-stop state, but the CPU continues to operate independently. Setting the MSTPmi bit to 0 cancels the
module-stop state, allowing the module to resume operation at the end of the bus cycle.

After a reset is canceled, all modules other than the DTC modules are placed in the module-stop state. Do not access the
module while the corresponding MSTPmi bit is 1. Additionally, do not set 1 to the MSTPmi bit while the corresponding
module is accessed.

10.5 Function for Lower Operating Power Consumption

By selecting an appropriate operating power consumption control mode according to the operating frequency, power
consumption can be reduced in Normal mode, Sleep mode, and Snooze mode.
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10.5.1

Ensure the operating condition such as the frequency range is always within the specified range before and after switching
the operating power control modes.

Setting Operating Power Control Mode

This section provides example procedures for switching operating power control modes.

Table 10.5 Available oscillators in each mode

Oscillator

High-speed on- Middle-speed on- | Low-speed on- Main clock Sub-clock IWDT-dedicated
Mode chip oscillator chip oscillator chip oscillator oscillator oscillator on-chip oscillator
High-speed Available Available Available Available Available Available
Middle-speed Available Available Available Available Available Available
Low-speed Available Available Available Available Available Available
Subosc-speed N/A N/A Available N/A Available Available

(1) Switching from a higher power mode to a lower power mode

Example 1: From High-speed mode to Low-speed mode:
(Operation begins in High-speed mode)

1. Change the oscillator to what is used in Low-speed mode. Set the frequency of each clock lower than or equal to the
maximum operating frequency in Low-speed mode.

2. Turn off the oscillator that is not required in Low-speed mode.

3. Confirm that the OPCCR.OPCMTSF flag is 0 (indicates transition completed).
4. Set the OPCCR.OPCM][1:0] bits to 11b (Low-speed mode).

5. Confirm that OPCCR.OPCMTSF flag is 0 (indicates transition completed).

(Operation is now in Low-speed mode)

Example 2: From High-speed mode to Subosc-speed mode

(Operation begins in High-speed mode)

1. Switch the clock source to sub-clock oscillator. Turn off HOCO, MOCO, LOCO and main oscillator.
2. Confirm that all clock sources other than the sub-clock oscillator are stopped.

3. Confirm that the SOPCCR.SOPCMTSF flag is 0 (indicates transition completed).

4. Set the SOPCCR.SOPCM bit to 1 (Subosc-speed mode).

5. Confirm that the SOPCCR.SOPCMTSF flag is 0 (indicates transition completed).

(Operation is now in Subosc-speed mode)
(2) Switching from a lower power mode to a higher power mode

Example 1: From Subosc-speed mode to High-speed mode

(Operation begins in Subosc-speed mode)

1. Confirm that the SOPCCR.SOPCMTSF flag is 0 (indicates transition completed).
2. Set the SOPCCR.SOPCM bit to 0 (High-speed mode).

3. Confirm that the SOPCCR.SOPCMTSF flag is 0 (indicates transition completed).
4. Turn on the required oscillator in High-speed mode.

5

Set the frequency of each clock lower than or equal to the maximum operating frequency for High-speed mode.

(Operation is now in High-speed mode)
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Example 2: From Low-speed mode to High-speed mode

(Operation begins in Low-speed mode)

1. Confirm that the OPCCR.OPCMTSF flag is 0 (indicates transition completed).
2. Set the OPCCR.OPCM[1:0] bits to 00b (High-speed mode).

3. Confirm that the OPCCR.OPCMTSF flag is 0 (indicates transition completed).
4. Turn on any required oscillator in High-speed mode.

5

Set the frequency of each clock lower than or equal to the maximum operating frequency for High-speed mode.

(Operation is now in High-speed mode)

10.5.2 Operating Range

Figure 10.2 to Figure 10.5 show the ICLK operating voltages and frequencies. However, peripheral module clocked by
PCLKB and PCLKD is not equal to ICLK.

High-speed mode

The maximum operating frequency during a flash read is 48 MHz for ICLK. The operating voltage range during a flash read
is1.8t0o 5.5 V.

During flash programming/erasure, the operating frequency range is 1 to 48 MHz and the operating voltage range is 1.8 to
55V

Figure 10.2 shows the operating voltages and frequencies in High-speed mode.

veeyy : : : veevly
ot ‘ o -
Except P/E P/E
1.8 18
1.6 1.6
0.032768 1 16 24 48 |CL§[MHZ] 0.032768 1 16 24 48 |CL§[MHZ]

Figure 10.2  Operating voltages and frequencies in High-speed mode

Middle-speed mode
The power consumption of this mode is lower than that of High-speed mode under the same conditions.

The maximum operating frequency during a flash read is 24 MHz for ICLK. The operating voltage range during a flash read
is 1.6 to 5.5 V. However, the maximum operating frequency during a flash read is 4 MHz when the operating voltage is 1.6
to 1.8 V.

During flash programming/erasure, the operating frequency range is 1 to 24 MHz and the operating voltage range is 1.6 to
5.5 V. However, the maximum operating frequency during flash programming/erasure is 4 MHz when the operating voltage
isl.6to1.8 V.

Figure 10.3 shows the operating voltages and frequencies in Middle-speed mode.
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veevy, L veevy,
55 55
Except P/E P/E
18 18
16 16
0032768 1 4 16 24 48 ICLK[MHZ] 0.032768 1 4 16 24 48 ICLK[MHZ]

Figure 10.3  Operating voltages and frequencies in Middle-speed mode

Low-speed mode

The maximum operating frequency during a flash read is 2 MHz for ICLK. The operating voltage range during a flash read
isl.6to55V.

During flash programming/erasure, the operating frequency range is 1 to 2 MHz and the operating voltage range is 1.6 to
55V.

Figure 10.4 shows the operating voltages and frequencies in Low-speed mode.

VCCV], | VCCIV],
55 ‘ 55
Except P/E PIE
1.8 - 1.8
16 1.6
(¢ - 7 »
0.032768 1 2 16 24 48 ICLK[MHz] 0.032768 1 2 16 24 48 ICLK[MHz]

Figure 10.4  Operating voltages and frequencies in Low-speed mode

Subosc-speed mode

The maximum operating frequency during a flash read is 37.6832 kHz for ICLK. The operating voltage range during a flash
read is 1.6 to 5.5 V. P/E operations for flash memory are prohibited.

Using the oscillators other than the sub-clock oscillator or low-speed on-chip oscillator is prohibited. Setting the
SCKDIVCR register to a value other than 0x00000000 is also prohibited.

Figure 10.5 shows the operating voltages and frequencies in Subosc-speed mode.
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Figure 10.5 Operating voltages and frequencies in Subosc-speed mode
10.6 Sleep Mode

10.6.1 Transitioning to Sleep Mode

When a WFT instruction is executed while SBYCR.SSBY bit is 0, the MCU enters Sleep mode. In this mode, the CPU stops
operating but the contents of its internal registers are retained. Other peripheral functions do not stop. Available resets or
interrupts in Sleep mode cause the MCU to cancel Sleep mode. All interrupt sources are available. If using an interrupt to
cancel Sleep mode, you must set the associated IELSRn register before executing a WFI instruction. For details, see section
12, Interrupt Controller Unit (ICU).

Counting by IWDT stops when the MCU enters Sleep mode while the IWDT is in auto start mode and the
OFSO0.IWDTSTPCTL bit is 1 IWDT stops in Sleep mode, Software Standby mode, or Snooze mode).

Counting by IWDT continues when the MCU enters Sleep mode while the IWDT is in auto start mode and the
OFSO0.IWDTSTPCTL bit is 0 IWDT does not stop in Sleep mode, Software Standby mode, or Snooze mode).

Counting by WDT stops when the MCU enters Sleep mode while the WDT is in auto start mode and the
OFS0.WDTSTPCTL bit is 1 (WDT stops in Sleep mode). Similarly, counting by WDT stops when the MCU enters Sleep
mode while the WDT is in register start mode and the WDTCSTPR.SLCSTP bit is 1 (WDT stops in Sleep mode).

Counting by WDT continues when the MCU enters Sleep mode while the WDT is in auto start mode and the
OFS0.WDTSTPCTL bit is 0 (WDT does not stop in Sleep mode). Similarly, counting by WDT continues when the MCU
enters Sleep mode while the WDT is in register start mode and the WDTCSTPR.SLCSTP bit is 0 (WDT does not stop in
Sleep mode).

10.6.2 Canceling Sleep Mode

Sleep mode is canceled by:
e An interrupt
e A RES pin reset
e A power-on reset
e A voltage monitor reset
o An SRAM parity error reset
e A bus master MPU error reset
e A bus slave MPU error reset
e A reset caused by an IWDT or a WDT underflow

The operations are as follows:
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1. Canceling by an interrupt
When an interrupt request is generated, Sleep mode is canceled and the MCU starts the interrupt handling.

2. Canceling by RES pin reset
When the RES pin is driven low, the MCU enters the reset state. Be sure to keep the RES pin low for the time period
specified in section 39, Electrical Characteristics. When the RES pin is driven high after the specified time period, the
CPU starts the reset exception handling.

3. Canceling by IWDT reset

e Sleep mode is canceled by an internal reset generated by an IWDT underflow and the MCU starts the reset
exception handling. However, IWDT stops in Sleep mode and an internal reset for canceling Sleep mode is not
generated in the following conditions:

e OFSO.IWDTSTRT = 0 and OFSO0.IWDTSTPCTL = 1.

4. Canceling by WDT reset
Sleep mode is canceled by an internal reset generated by a WDT underflow and the MCU starts the reset exception
handling. However, WDT stops in Sleep mode even when counting in Normal mode and an internal reset for canceling
Sleep mode is not generated in the following conditions:

e OFSO0.WDTSTRT = 0 (auto start mode) and OFSO.WDTSTPCTL = 1
e OFSO0.WDTSTRT =1 (register start mode) and WDTCSTPR.SLCSTP = 1.

5. Canceling by other resets available in Sleep mode
Sleep mode is canceled by other resets and the MCU starts the reset exception handling.

Note:  For details on proper setting of the interrupts, see section 12, Interrupt Controller Unit (ICU).

10.7 Software Standby Mode

10.7.1 Transition to Software Standby Mode

When a WFI instruction is executed while SBYCR.SSBY bit is 1, the MCU enters Software Standby mode. In this mode,
the CPU, most of the on-chip peripheral functions and oscillators stop. However, the contents of the CPU internal registers
and SRAM data, the states of on-chip peripheral functions and the I/O ports are retained. Software Standby mode allows a
significant reduction in power consumption because most of the oscillators stop in this mode. Table 10.2 shows the status of
each on-chip peripheral functions and oscillators. Available resets or interrupts in Software Standby mode cause the MCU
to cancel Software Standby mode. See Table 10.3 for available interrupt sources and section 12.2.8. WUPEN : Wake Up
Interrupt Enable Register for information on how to wake up the MCU from Software Standby mode. If using an interrupt
to cancel Software Standby mode, you must set the associated IELSRn register before executing a WFI instruction. For
details, see section 12, Interrupt Controller Unit (ICU).

Counting by IWDT stops when the MCU enters Software Standby mode while the IWDT is in auto start mode and the
OFSO0.IWDTSTPCTL bit is 1 (IWDT stops in Sleep mode, Software Standby mode, and Snooze mode). Counting by IWDT
continues if the MCU enters Software Standby mode while the IWDT is in auto start mode and the OFSO0.IWDTSTPCTL bit
is 0 (IWDT does not stop in Sleep mode, Software Standby mode, and Snooze mode).

WDT stops counting when the MCU enters Software Standby mode.

Do not enter Software Standby mode while OSTDCR.OSTDE = 1 (oscillation stop detection function is enabled). To enter
Software Standby mode, execute a WFI instruction after disabling the oscillation stop detection function (OSTDCR.OSTDE
= 0). If executing a WFI instruction while OSTDCR.OSTDE = 1, the MCU enters Sleep mode even when SBYCR.SSBY =
1. In addition, do not enter Software Standby mode while the flash memory performs a programming or erasing procedure.
To enter Software Standby mode, execute a WFI instruction after the programming or erasing procedure completes.

10.7.2 Canceling Software Standby Mode

Software Standby mode is canceled by:
e An available interrupt shown in Table 10.3
e A RES pin reset
® A power-on reset

e A voltage monitor reset
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o A reset caused by an IWDT underflow.

On exiting Software Standby mode, the oscillators that operate before the transition to the mode restart. After all the
oscillators are stabilized, the MCU returns to Normal mode from Software Standby mode. See section 12.2.8. WUPEN :
Wake Up Interrupt Enable Register for information on how to wake up the MCU from Software Standby mode.

You can cancel Software Standby mode in any of the following ways:

1. Canceling by an interrupt
When an available interrupt request (see Table 10.3) is generated, an oscillator that operates before the transition to
Software Standby mode restarts. After all the oscillators are stabilized, the MCU returns to Normal mode from Software
Standby mode and starts the interrupt handling.

2. Canceling by a RES pin reset
When the RES pin is driven low, the MCU enters the reset state, and the oscillators whose default status is operating,
start the oscillation. Be sure to keep the RES pin low for the time period specified in section 39, Electrical
Characteristics. When the RES pin is driven high after the specified time period, the CPU starts the reset exception
handling.

3. Canceling by a power-on reset
Software Standby mode is canceled by a power-on reset and the MCU starts the reset exception handling.

4. Canceling by a voltage monitor reset
Software Standby mode is canceled by a voltage monitor reset from the voltage detection circuit and the MCU starts the
reset exception handling.

5. Canceling by IWDT reset
Software Standby mode is canceled by an internal reset generated by an IWDT underflow and the MCU starts the
reset exception handling. However, IWDT stops in Software Standby mode and an internal reset for canceling Software
Standby mode is not generated in the following condition:

e OFSO.IWDTSTRT =0 and OFSO.IWDTSTPCTL = 1.

10.7.3 Example of Software Standby Mode Application

Figure 10.6 shows an example of entry to Software Standby mode on detection of a falling edge of the IRQn pin, and exit
from Software Standby mode by a rising edge of the IRQn pin.

In this example, an IRQn pin interrupt is accepted with the IRQCRi.IRQMDJ1:0] bits of the ICU set to 00b (falling edge)
in Normal mode, and the IRQCRi.IRQMD][1:0] bits are set to 01b (rising edge). After that, the SBYCR.SSBY bit is set to 1
and a WFI instruction is executed. As a result, entry to Software Standby mode completes and exit from Software Standby
mode is initiated by a rising edge of the IRQn pin.

Setting the ICU is also required to exit Software Standby mode. For details, see section 12, Interrupt Controller Unit (ICU).
The oscillation stabilization time in Figure 10.6 is specified in section 39, Electrical Characteristics.
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Oscillator

ICLK

IRQnN pin

IRQMD[1:0] 00b 01b

SBYCR.SSBY

IRQ exception handlin IRQ exception handling
IRQMD[1:0] = 01b Software Standby mode

SBYCR.SSBY =1

[P
Oscillation
stabilization
time

WFI instruction

Figure 10.6  Example of Software Standby mode application
10.8 Snooze Mode

10.8.1 Transition to Snooze Mode

Figure 10.7 shows snooze mode entry configuration. When the snooze control circuit receives a snooze request in Software
Standby mode, the MCU transfers to Snooze mode. In this mode, some peripheral modules operate without waking up the
CPU. Table 10.2 shows the peripheral modules that can operate in Snooze mode. Also, DTC operation in Snooze mode can
be selected by setting the SNZCR.SNZDTCEN bit.

Control

IcU Snooze Control Circuit ELC
WUPEN.bn SNZCR.b7 SYSTEM_SNZREQ
Wakeup request Si t Event control
ol pred SNZREQCRO.bn }—I \ (Snooze entry)
o
p L/

Snooze request

SNZCR.b0

Interrupt requestD—

n=0to7,17,23to 25,28 to 30 Noise filter

+
Edge detect

SCIo

PAD (RXD0_D)
xd

PAD (RXDO_C)

PAD (RXDO_B)

PAD (RXDO_A) |X|

PSEL

Figure 10.7  Snooze mode entry configuration
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Table 10.6 shows the snooze requests to switch the MCU from Software Standby mode to Snooze mode. To use the listed
snooze requests as a trigger to switch to Snooze mode, you must set the associated SNZREQENN bit of the SNZREQCRO0
register or RXDREQEN bit of the SNZCR register before entering Software Standby mode.

Note: Do not enable multiple snooze requests at the same time.

Table 10.6 Available snooze requests to switch to Snooze mode

Control Register

Snooze request Register Bit

PORT_IRQn (n=01t0 7) SNZREQCRO SNZREQENnN (n=0to 7)
KEY_INTKR SNZREQCRO SNZREQEN17
ACMP_LPO SNZREQCRO SNZREQEN23
RTC_ALM SNZREQCRO SNZREQEN24
RTC_PRD SNZREQCRO SNZREQEN25
AGT1_AGTI SNZREQCRO SNZREQEN28
AGT1_AGTCMAI SNZREQCRO SNZREQEN29
AGT1_AGTCMBI SNZREQCRO SNZREQEN30

RXDO falling edge SNZCR RXDREQEN™"

Note 1. RXDREQEN bit must not be set to 1 unless in asynchronous mode.

Clear the DTCST.DTCST bit to 0 before executing a WFI instruction except when using DTC in Snooze mode. If DTC is
required in Snooze mode, set the DTCST.DTCST bit to 1 before executing a WFI instruction.

10.8.2 Canceling Snooze Mode

Snooze mode is canceled by an interrupt request that is available in Software Standby mode or a reset. Table 10.3 shows

the requests that can be used to exit each mode. After canceling the Snooze mode, the MCU enters Normal mode and
proceeds with exception processing for the given interrupt or reset. The action triggered by the interrupt requests, selected in
SELSRO, cancels Snooze mode. Interrupt canceling Snooze mode must be selected in IELSRn to link to the NVIC for the
corresponding interrupt handling. See section 12, Interrupt Controller Unit (ICU) for information on SELSRO and IELSRn

registers.
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WEFI Trigger Interrupt
instruction  detection request )
Standby cancel T High
signal \I o Low
Snooze end
signal Low
Software |
Normal Standby
Low power mode mode™ mode " | Snooze mode 2 Normal mode™
. Oscillation
Oscillator Oscillates stopped Oscillates
for system clock L ol
o ey
Wait for oscillation accuracy stabilization

Note 1. Transition time from Software Standby mode to Snooze mode.

Note 2. Transition time from Snooze mode to Normal mode.

Note 3. Enable Snooze mode (SNZCR.SNZE = 1) immediately before switching to Software Standby mode.
Note 4. Disable Snooze mode (SNZCR.SNZE = 0) immediately after returning to Normal mode.

Figure 10.8  Canceling of Snooze mode when an interrupt request signal is generated

10.8.3 Returning from Snooze Mode to Software Standby Mode

Table 10.7 shows the snooze end request that can be used as triggers to return to Software Standby mode. The snooze
end requests are available only in Snooze mode. If the requests are generated when the MCU is not in Snooze mode, they
are ignored. When multiple requests are selected, each of the requests invokes transition to Software Standby mode from
Snooze mode.

Table 10.8 shows the snooze end conditions that consist of the snooze end requests and the conditions of the peripheral
modules. The CTSU, SCI0, ADC12, and DTC modules can keep the MCU in Snooze mode until they complete the
operation. However, an AGTn (n = 1) underflow as a trigger to return to Software Standby mode cancels Snooze mode
without waiting for the completion of SCIO operation.

Figure 10.9 shows the timing diagram for the transition from Snooze mode to Software Standby mode. This mode transition
occurs according to which snooze end requests are set in the SNZEDCRO register. A snooze request is cleared automatically
after returning to Software Standby mode.

Table 10.7 Available snooze end requests (triggers to return to Software Standby mode)

Peripheral Enable/Disable Control

Module Snooze end request Register Symbol

AGT1 AGT1 underflow (AGT1_AGTI) SNZEDCRO AGTUNFED

DTC Last DTC transmission completion (DTC_COMPLETE) SNZEDCRO DTCZRED

DTC Not Last DTC Transmission Completion (DTC_TRANSFER) | SNZEDCRO DTCNZRED

ADC120 Window A/B compare match (ADC120_WCMPM) SNZEDCRO ADOMATED

ADC120 Window A/B compare mismatch (ADC120_WCMPUM) SNZEDCRO ADOUMTED

SCI0 SCI0 address mismatch (SCI0_DCUF) SNZEDCRO SCIOUMTED
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Table 10.8 Snooze end conditions

Operating module when a snooze end
request occurs

Snooze end request

AGT1 underflow

Other than AGT1 underflow

DTC The MCU transfers to the Software Standby
mode after all of the modules listed to the left

ADC120 complete operation.

CTSU2

SCIO The MCU transfers to the Software Standby

mode immediately after a snooze end
request is generated.

The MCU transfers to the Software Standby
mode after all of the modules listed to the left
complete operation.

Other than above

is generated.

The MCU transfers to the Software Standby mode immediately after a snooze end request

Note:
request is generated.

If the DTC is used to activate the ADC120, CTSU2, or SCI0, the MCU transitions to Software Standby mode after a snooze end

Low

WEFI Trigger
instruction  detection
Standby release
signal
Snooze end I’
signal
Software
Normal Standby |
Low power mode mode™ mode | Snooze mode Software Standby mode
: Oscillation
Oscillator ) ) L
for system clock Oscillates U stopped U Oscillates U Oscillation stopped
Wait for oscillation accuracy stabilization

Note 1. Transition time from Software Standby mode to Snooze mode.
Note 2. Enable Snooze mode (SNZCR.SNZE = 1) immediately before switching to Software Standby mode.

Figure 10.9

10.8.4

Snooze Operation Example

Figure 10.10 shows an example setting for using ELC in Snooze mode.

Canceling of Snooze mode when an interrupt request signal is not generated
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(Stan Snooze mode setting>

Setting for ELC in Snooze mode

ELCR.ELCON =1 ELC function enabled

A \

|

MSTPCRC.MSTPC14 =0 Cancel module-stop state of ELC }
v 1

|

ELSRx.ELS = 0x10 Snoozg e_ntry (SYSTEM_SNZREQ) }
signal is linked to modules |

+ I

|

|

|

|

!

Select event number" as the source of |

SELSRO.SELS = xx h
canceling Snooze mode I

v

IELSRy.DTCE =0
IELSRy.I[ELS™ = 0x03

|
|
Select canceling Snooze mode as the }
interrupt request |

WUPEN.bn =0
SNZREQCRO0.bn =1

Disable wakeup request n
Enable snooze request n

SNZCR.b7 =1

(SNZE = 1) Enable Snooze mode

C

Complete Snooze mode
setting

WFI instruction |  Enter Software Standby mode

L

A

C

Software Standby mode )

Snooze request?

Snooze mode >

SYSTEM_SNZREQ |

by way of ELC
A

Module operating |

SELS event or ELS event

snooze end request?

Snooze end request

A

Snooze end \ Interrupt for

Note 1. See Table 12.4
Note 2. y=0, 4,8, 12, 16, 20, 24, 28

canceling Snooze mode

v

( Normal mode )

Figure 10.10 Setting example of using ELC in Snooze mode
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The MCU can transmit and receive data in SCIO asynchronous mode without CPU intervention. When using the SCIO in
Snooze mode, use one of the following operating modes:

e High-speed mode

o Middle-speed mode

o [ow-speed mode.
Do not use Subosc-speed mode. Table 10.9 shows the maximum transfer rate of SCIO in Snooze mode. When using the
SCIO in Snooze mode, use the following settings :

e BGDM =0

e ABCS=0

e ABCSE =0.

See section 25, Serial Communications Interface (SCI) for information on these bits.
High-speed mode, Middle-speed mode, Low-speed mode

Table 10.9 HOCO: £ 1 % (Unit: bps)

Maximum division ratio of ICLK, PCLKB, | TOCC frequency

and PCLKD 24 MHz 32 MHz 48 MHz 64 MHz
1 76800 768005 — —

2 768002 76800 76800 76800712
4 768003 768007 76800 76800"13
8 76800 62500 7680010 7680014
16 46875 62500 76800"™1 62500
32 23437 31250 46875 62500
64 11718 15625 23437 31250

Note 1. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x06, SCI0.MDDR = 0xB8 must be used for 76800 bps.
Note 2. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x03, SCI0.MDDR = 0xD2 must be used for 76800 bps.
Note 3. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x01, SCI0.MDDR = 0xD2 must be used for 76800 bps.
Note 4. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x00, SCI0.MDDR = 0xD2 must be used for 76800 bps.
Note 5. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x08, SCI0.MDDR = 0xB1 must be used for 76800 bps.
Note 6. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x04, SCI0.MDDR = 0xC5 must be used for 76800 bps.
Note 7. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x02, SCI0.MDDR = 0XxEC must be used for 76800 bps.
Note 8. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x06, SCI0.MDDR = 0xB8 must be used for 76800 bps.
Note 9. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x03, SCI0.MDDR = 0xD2 must be used for 76800 bps.
Note 10. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x01, SCI0.MDDR = 0xD2 must be used for 76800 bps.
Note 11. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x00, SCI0.MDDR = 0xD2 must be used for 76800 bps.
Note 12. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x08, SCI0.MDDR = 0xB1 must be used for 76800 bps.
Note 13. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x04, SCI0.MDDR = 0xC5 must be used for 76800 bps.
Note 14. SCI0.SMR.CKS[1:0] = 00b, SCI0.SEMR.BRME = 1, SCI0.BRR = 0x02, SCI0.MDDR = 0XxEC must be used for 76800 bps.

Figure 10.11 shows a setting example for using SCIO in Snooze mode entry.
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( Start Snooze mode setting >

,,,,,,,,,, $, o _______ Seftingfor SCIOin Snooze mode _ _ __ ______
‘ MSTPCRB.MSTPB31 =0 ‘ Cancel module-stop state of SCI0
12
‘ Set SCI0 ‘ With SCIO, set as asynchronous UART receive mode
¥
‘ SCKSCR.CKSEL =0 ‘ The clock source must be HOCO
v

MOCOCR.MCSTP =1

MOSCOR MOSTP =1 Stop MOCO and the main clock oscillator

v
‘ MSTPCRC.MSTPCO = 1 ‘ Enter module-stop state of CAC
v
RXDO = Hold the communications line in the mark state

before entering Software Standby mode

Select SCI0_RXI_OR_ERI event as the source for
canceling Snooze mode

Select canceling Snooze mode as the interrupt

IELSRy.DTCE =0
request

IELSRy.IELS = 0x03

Enable snooze end request by SCI0 Address

Y
SNZEDCRO.b7 =1
Mismatch

(SCIOUMTED = 1)

Cancel module-stop state of AGT1

2

‘ Set AGT1

Set as a timer to avoid Snooze mode by a noise on
the RXDO pin

A2
‘ SNZEDCRO.60 = 1 ‘

(AGTUNFED = 1) Enable snooze end request by AGT1 Underflow

A
SNZCR.b0 =1 Detect an RXDO falling edge in Software Standby
(RXDREQEN) = 1 mode as a request to transition to Snooze mode
SNZCR.b7 =1
‘ (SNZE = 1) ‘ Enable Snooze mode

(Complete Snooze mode seﬂing>

I WFl instruction | Enter Software Standby mode

( Software Standby mode >

< Snooze mode >

SCIO receive
data is completed before
AGT1 underflow?

No AGT1 underflow

SELS event

Snooze end request
(address mismatch)

Snooze End \

4
Interrupt for
canceling Snooze mode

( Normal mode )

Figure 10.11 Setting example

of using SCI0 in Snooze mode entry

RO1UH0852EJ0150 Rev.1.50
Jun 28, 2024

RENESAS

Page 178 of 1058



RA2E1 User's Manual 10. Low Power Modes

10.9 Usage Notes
10.9.1 Register Access
(1) Do not write to registers listed in this section in any of the following conditions:

[Registers]
o All registers with a peripheral name of SYSTEM.

[Conditions]
o OPCCR.OPCMTSF =1 or SOPCCR.SOPCMTSEF = 1 (during transition of the operating power control mode)
e During the time period from executing a WFI instruction to returning to Normal mode
e Flash P/E mode, data flash P/E mode

(2)

Table 10.10 and Table 10.11 show the valid settings for the clock-related registers in each operating power control mode.
Do not write any value other than the valid setting, otherwise it is ignored. Additionally, each register has some prohibited
settings under certain conditions other than those related to the operating power control modes. See section 8, Clock
Generation Circuit for these other conditions of each register.

Valid setting for the clock-related registers

Table 10.10 Valid settings for the clock-related registers (1)
Valid settings
SCKSCR.
CKSEL[2:0]
CKOCR. SCKDIVCR. HOCOCR. MOCOCR. LOCOCR. MOSCCR. SOSCCR.
Mode CKOSEL[2:0] |ICK[2:0] HCSTP MCSTP LCSTP MOSTP SOSTP
High-speed 000b (HOCO) |000b (1/1) 0 (operating) 0 (operating) 0 (operating) 0 (operating) 0 (operating)
Middle-speed | 001b (MOCO) |[001b (1/2) 1 (stopped) 1 (stopped) 1 (stopped) 1 (stopped) 1 (stopped)
Low-speed 010b (LOCO) |010b (1/4)
011b (MOSC) |[011b (1/8)
100b (SOSC) | 100b (1/16)
101b (1/32)
110b (1/64)
Subosc-speed | 010b (LOCO) | 000b (1/1) 1 (stopped) 1 (stopped) 0 (operating) 1 (stopped) 0 (operating)
100b (SOSC) 1 (stopped) 1 (stopped)

Table 10.11 Valid settings for the clock-related registers (2)
Valid settings

Operating oscillator SOPCCR.SOPCM OPCCR.OPCM[1:0]
High-speed on-chip oscillator 0 00b, 01b, 11b
Middle-speed on-chip oscillator

Main clock oscillator

Low-speed on-chip oscillator 0,1 00b, 01b, 11b
Sub-clock oscillator

IWDT-dedicated on-chip oscillator

3)

[Registers]

e SCKSCR, OPCCR.

[Condition]

o SOPCCR.SOPCM = 1 (Subosc-speed mode).

Do not write to registers listed in this section for the following condition:
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(4) Do not write to registers listed in this section by DTC:
[Registers]
e MSTPCRA, MSTPCRB, MSTPCRC, MSTPCRD.
(5) Do not write to registers listed in this section in Snooze mode. They must be set before entering
Software Standby mode:
[Registers]
e SNZCR, SNZEDCRO, SNZREQCRO.
(6) Write access to registers listed in this section is invalid when PRCR.PRC1 bit is O:

[Registers]
e SBYCR, SNZCR, SNZEDCRO0, SNZREQCRO, PSMCR, OPCCR, SOPCCR.

10.9.2 I/O Port pin states

The 1I/0 port pin states in Software Standby mode and Snooze mode, unless modifying in Snooze mode, are the same before
entering the modes. Therefore, power consumption is not reduced while the output signals are held high.
10.9.3 Module-Stop State of DTC

Before writing 1 to MSTPCRA.MSTPA22, clear the DTCST.DTCST bit of the DTC to 0. For details, see section 15, Data
Transfer Controller (DTC).

10.9.4 Internal Interrupt Sources

Interrupts do not operate in the module-stop state. If setting the module-stop bit while an interrupt request is generated, a
CPU interrupt source or a DTC startup source cannot be cleared. Always disable the associated interrupts before setting the
module-stop bits.

10.9.5 Transitioning to Low Power Modes

Because the MCU does not support wakeup by events, do not enter the low power modes such as Sleep mode, Software
Standby mode by executing a WFE instruction. Also, do not set the SLEEPDEEDP bit of the System Control Register in the
Cortex-M23 core because the MCU does not support low power modes by SLEEPDEEP.

10.9.6 Timing of WFI Instruction

It is possible for the WFI instruction to be executed before I/O register write is completed, in which case operation might
not be as intended. This can happen if the WFI is placed immediately after a write to an I/O register. To avoid this problem,
read back the register that was written to confirm that the write completed.

10.9.7 Writing to the WDT/IWDT Registers by DTC in Sleep Mode or Snooze Mode

Do not write to the WDT or IWDT registers by the DTC while WDT or IWDT is stopped after entering Sleep mode or
Snooze mode.

10.9.8 Oscillators in Snooze Mode

Oscillators that stop on entering Software Standby mode automatically restart when a trigger for switching to Snooze mode
is generated. The MCU does not enter Snooze mode until all the oscillators stabilize. If in Snooze mode, you must disable
oscillators that are not required in Snooze mode before entering Software Standby mode. Otherwise, the transition from
Software Standby mode to Snooze mode takes longer.

10.9.9 Snooze Mode Entry by RXDO Falling Edge

When the SNZCR.RXDREQEN bit is 1, the falling edge of RXDO pin is used to switch MCU from Software Standby
mode to Snooze mode when using UART of SCIO in Snooze mode. In this case an interrupt such as SCI0_ERI, SCI0_ RXI
or an address mismatch event is used as the source for canceling Snooze mode. However noise on the RXDO pin might
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cause the MCU to transfer from Software Standby mode to Snooze mode unexpectedly. In this case if the MCU does

not receive RXDO data after the noise, an interrupt such as SCIO_ERI or SCI0O_RXI, or an address mismatch event is

not generated and the MCU stays in Snooze mode. This can be avoided by using AGTn (n = 1) underflow interrupt to
return to Software Standby mode or Normal mode unless otherwise UART receive data is completed before AGTn (n= 1)
underflow. However, do not use the AGTn (n = 1) underflow as a source to return to Software Standby mode during an
UART communication. This causes the UART to stop the operation in a half-finished state.

10.9.10 Using UART of SCIO in Snooze Mode

When using UART in Snooze mode, ensure that the snooze request (RXDO falling edge) does not conflict with the wakeup
requests set by the WUPEN register, otherwise UART cannot be guaranteed.

When using UART in Snooze mode, the following conditions must be satisfied:
e The clock source must be HOCO
e MOCO, and the main clock oscillator must be stopped before entering Software Standby mode
e The RXDO pin must be kept high before entering Software Standby mode
e A transition to Software Standby mode must not occur during an SCI0 communication

o The MSTPCRC.MSTPCO bit must be 1 before entering Software Standby mode.

10.9.11 Conditions of A/D Conversion Start in Snooze Mode
ADC120 can only be triggered by the ELC in Snooze mode. Do not use software trigger or ADTRGn (n = 0) pin.

10.9.12 Conditions of CTSU in Snooze Mode
The CTSU can only be started by the ELC in Snooze mode.

10.9.13 ELC Events in Snooze Mode

This section lists available ELC events in Snooze mode. Do not use any other events. If starting peripheral modules for
the first time after entering Snooze mode, the Event Link Setting Register (ELSRn) must set a Snooze mode entry event
(SYSTEM_SNZREQ) as the trigger.

e Snooze mode entry (SYSTEM_SNZREQ)

e DTC transfer end (DTC_DTCEND)

e ADCI120 window A/B compare match (ADC120 WCMPM)

e ADCI120 window A/B compare mismatch (ADC120 WCMPUM)
e Data operation circuit interrupt (DOC_DOPCI).

10.9.14 Module-Stop Function for ADC120

When entering Software Standby mode, it is recommended that you set the ADC120 module-stop state to reduce power
consumption. In this case, the ADC120 can be available in Snooze mode by releasing the ADC120 module-stop using the
DTC. Similarly, set the module-stop state using the DTC before returning to Software Standby mode from Snooze mode.

10.9.15 Module-Stop Function for an Unused Circuit

A circuit that is not used in user mode might not be reset, and might operate in an unstable state because the clocks are not
supplied during an MCU reset. In this case, when the MCU transitions to Low-speed mode or Software Standby mode, the
supply current can be increased to a value greater than that stated in this User’s Manual, by up to 600 pA. So, initialize the
unused circuit as shown in Figure 10.12.
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( Turn the power on )

A 4

Release the protection of the Protect Register
PRCR.PRC1 =1

A 4

Release from the module-stop state
MSTPCRC.MSTPC28 =0

\ 4
Wait for 3 PCLKB cycles
for example: dummy = PORT1.PODR.BYTE;
while (dummy != PORT1.PODR.BYTE) { }

Y

Transition to the module-stop state
MSTPCRC.MSTPC28 =1

A 4

Set the Protect Register
PRCR.PRC1=0

(C End )

Figure 10.12 Example of initial setting flow for an unused circuit
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11. Register Write Protection

1.1 Overview

The register write protection function protects important registers from being overwritten due to software errors. The
registers to be protected are set with the Protect Register (PRCR).

Table 11.1 lists the association between the bits in the PRCR register and the registers to be protected.

Table 11.1 Association between the bits in the PRCR register and registers to be protected

PRCR bit Register to be protected

PRCO e Registers related to the clock generation circuit:
SCKDIVCR, SCKSCR, MEMWAIT, MOSCCR, HOCOCR, MOCOCR, CKOCR, OSTDCR, OSTDSR, MOCOUTCR,
HOCOUTCR, MOSCWTCR, MOMCR, SOSCCR, SOMCR, LOCOCR, LOCOUTCR, HOCOWTCR, SOMRG, LPOPT

PRCA1 e Registers related to the low power modes:
SBYCR, SNZCR, SNZEDCRO0, SNZREQCRO0, OPCCR, SOPCCR, SYOCDCR, PSMCR

PRC3 e Registers related to the LVD:
LVD1CR1, LVD1SR, LVD2CR1, LVD2SR, LVCMPCR, LVDLVLR, LVD1CRO, LVD2CRO

11.2 Register Descriptions

11.2.1 PRCR : Protect Register

Base address: SYSC = 0x4001_EO000
Offset address: Ox3FE

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: PRKEYI[7:0] — — — — | PRC3 | — PRC1 | PRCO

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 PRCO Enable writing to the registers related to the clock generation circuit R/W

0: Disable writes
1: Enable writes

1 PRC1 Enable writing to the registers related to the low power modes R/W

0: Disable writes
1: Enable writes

2 — This bit is read as 0. The write value should be 0. R/W

3 PRC3 Enable writing to the registers related to the LVD R/W

0: Disable writes
1: Enable writes

7:4 — These bits are read as 0. The write value should be 0. R/W

15:8 PRKEY[7:0] PRC Key Code w
These bits control the write access to the PRCR register. To modify the PRCR register, write
0xAS5 to the upper 8 bits and the target value to the lower 8 bits as a 16-bit unit.

PRCn bits (Protect bit n) (n=0, 1, 3)

The PRCn bits enable or disable writing to the protected registers listed in Table 11.1. Setting the PRCn bits to 1 or 0
enables or disables writing, respectively.
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12. Interrupt Controller Unit (ICU)

12.1 Overview

The Interrupt Controller Unit (ICU) controls which event signals are linked to the Nested Vector Interrupt Controller
(NVIC), and the Data Transfer Controller (DTC) modules. The ICU also controls non-maskable interrupts.

Table 12.1 lists the ICU specifications, Figure 12.1 shows a block diagram, and Table 12.2 lists the I/O pins.

Table 12.1 ICU specifications
Item Description
Maskable Peripheral function e Interrupts from peripheral modules
interrupts interrupts Number of sources: 117
External pin interrupts e Interrupt detection on low level™, falling edge, rising edge, rising and falling edges. One of
these detection methods can be set for each source
Digital filter function supported
e 8 sources, with interrupts from IRQi (i = 0 to 7) pins.
Interrupt requests to CPU e 32 interrupt requests are output to NVIC.
(NVIC) e Maskable interrupt sources are classified into 8 groups, and one source can be selected
individually from 31 sources that are classified into groups.
DTC control e The DTC can be activated using interrupt sources"’
The method for selecting an interrupt source is the same as that of the interrupt request to
NVIC.
Non- NMI pin interrupt e Interrupt from the NMI pin
maskable e Interrupt detection on falling edge or rising edge
interrupts*z e Digital filter function supported

WDT underflow/refresh
error™3

Interrupt on an underflow of the down-counter or occurrence of a refresh error

IWDT underflow/refresh
error™3

Interrupt on an underflow of the down-counter or occurrence of a refresh error

Low voltage detection 13

Voltage monitor 1 interrupt of the voltage monitor 1 circuit (LVD_LVD1)

Low voltage detection 23

Voltage monitor 2 interrupt of the voltage monitor 2 circuit (LVD_LVDZ2)

RPEST

Interrupt on SRAM parity error

CPU stack pointer monitor
error

Interrupt on CPU stack pointer monitor

Oscillation stop detection
interrupt”3

Interrupt on detecting that the main oscillation has stopped

Bus slave MPU error

Interrupt on bus slave MPU error

Bus master MPU error

Interrupt on bus master MPU error

Low power modes

e Sleep mode: return is initiated by non-maskable interrupts or any other interrupt source
e Software Standby mode: return is initiated by non-maskable interrupts. Interrupt can be
selected in the WUPEN register.
e Snooze mode: return is initiated by non-maskable interrupts. Interrupt can be selected in the
SELSRO and WUPEN registers.
See section 12.2.7. SELSRO : SYS Event Link Setting Register and section 12.2.8. WUPEN :
Wake Up Interrupt Enable Register.

Note 1. For the DTC activation sources, see Table 12.4.

Note 2. Non-maskable interrupts can be enabled only once after a reset release.

Note 3. These non-maskable interrupts can also be used as maskable interrupts. When used as maskable interrupts, do not change
the value of the NMIER register from the reset state. To enable voltage monitor 1 and voltage monitor 2 interrupts, set the
LVD1CR1.IRQSEL and LVD2CR1.IRQSEL bits to 1.

Note 4. Low level: interrupt detection is not canceled if you do not clear it after a detection.

Figure 12.1 shows the ICU block diagram.
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12. Interrupt Controller Unit (ICU)

— Interrupt Controller

MPU

IWDT

CPU Stack pointer monitor
MPU Bus Master error

SRAM Parity error

Bus Slave error

Y YYY

h error

WDT en
Oscillation stop detection interrupt

Voltage monitor 2 interrupt
Voltage monitor 1 interrupt
Low voltage detection

[

NMipin D—

Digital

Clock recovery request !

Clock

Clock recovery
determination

Clock recovery enable level

generation
circuit

Non-i kable int t t
on-maskable interrupt request 1

Module data bu

s

)

RQOD>———
IRQ7 D~

Wakeup signal

Peripheral
modules :

DTCE

Canceling snooze

Interrupt

source

mode
(generated from the output of SELSRO)

NVIC

Interrupt request |
L

Control Destination switchover
to CPU

DTC activation
request

pTC
activation

DTC

control |

DTC response

Switching the interrupt status and the transfer destination

Figure 12.1

Table 12.2 lists the ICU input/output pins.

ICU block diagram

Table 12.2 ICU I/O pins

Pin name 110 Description

NMI Input Non-maskable interrupt request pin
IRQi (i=0to7) Input External interrupt request pins

12.2

Register Descriptions

This chapter does not describe the Arm® NVIC internal registers. For information about these registers, see ARM®
Cortex®-M23 Processor Technical Reference Manual (ARM DDI 0550C).

12.2.1

Base address:

ICU = 0x4000_6000

IRQCRI : IRQ Control Registeri (i=0to 7)

Offset address: 0x000 + 0x1 x i
Bit position: 7 6 5 4 3 2 1 0
Bit field: | FLTEN — FCLKSEL[1:0] — — IRQMD[1:0]
Value after reset: 0 0 0 0 0 0 0 0
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Bit Symbol Function R/W

1:0 IRQMDI[1:0] IRQi Detection Sense Select R/W
0 0: Falling edge

0 1: Rising edge

1 0: Rising and falling edges
11: Low level

3:2 — These bits are read as 0. The write value should be 0. R/W
5:4 FCLKSEL[1:0] IRQi Digital Filter Sampling Clock Select R/W
00: PCLKB
01: PCLKB/8

10: PCLKB/32
11: PCLKB/64

6 — This bit is read as 0. The write value should be 0. R/W

7 FLTEN IRQi Digital Filter Enable R/W

0: Digital filter is disabled
1: Digital filter is enabled.

IRQCRI register changes must satisfy the following conditions:

e For a CPU interrupt or DTC trigger:
Change the IRQCRI register value before setting the target IELSRn register (n = 0 to 31).
The register value should be changed only when the value of the target IELSRn register is 0x0000.

e For a wakeup enable signal:
Change the IRQCRI register setting before setting the target WUPEN.IRQWUPEN[n] (n = 0 to 7). The register value
should be changed when the target WUPEN.IRQWUPEN(n] is 0.
IRQMD[1:0] bits (IRQi Detection Sense Select)
The IRQMDJ 1:0] bits set the detection sensing method for the IRQi external pin interrupt sources. For setting method when
using external pin interrupt, see section 12.5.6. External Pin Interrupts.
FCLKSEL[1:0] bits (IRQi Digital Filter Sampling Clock Select)
The FCLKSEL/[1:0] bits select the digital filter sampling clock for the IRQi external pin interrupt request pins, selectable to:
o PCLKB (every cycle)
o PCLKB/8 (once every 8 cycles)
e PCLKB/32 (once every 32 cycles)
o PCLKB/64 (once every 64 cycles)

For details of the digital filter, see section 12.5.5. Digital Filter.

FLTEN bit (IRQi Digital Filter Enable)

The FLTEN bit enables the digital filter used for the IRQi external pin interrupt sources. The digital filter is enabled when
the IRQCRi.FLTEN bit is 1 and disabled when the IRQCRi.FLTEN bit is 0. The IRQi pin level is sampled at the clock cycle
specified in the IRQCRi.FCLKSEL[1:0] bits. When the sampled level matches three times, the output level from the digital
filter changes. For details of the digital filter, see section 12.5.5. Digital Filter.

12.2.2 NMISR : Non-Maskable Interrupt Status Register

Base address: ICU = 0x4000_6000
Offset address: 0x140

Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
e SPES | BUSM | BUSS RPES OSTS LvD2S | LvD1S | WDTS | IWDT
Bit field: — — — T ST ST — T NMIST T — — T T T ST
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Bit Symbol Function R/W

0 IWDTST IWDT Underflow/Refresh Error Interrupt Status Flag R

0: Interrupt not requested
1: Interrupt requested

1 WDTST WDT Underflow/Refresh Error Interrupt Status Flag R

0: Interrupt not requested
1: Interrupt requested

2 LVD1ST Voltage Monitor 1 Interrupt Status Flag R

0: Interrupt not requested
1: Interrupt requested

3 LVD2ST Voltage Monitor 2 Interrupt Status Flag R

0: Interrupt not requested
1: Interrupt requested

5:4 — These bits are read as 0. R

6 OSTST Main Clock Oscillation Stop Detection Interrupt Status Flag R

0: Interrupt not requested for main clock oscillation stop
1: Interrupt requested for main clock oscillation stop

7 NMIST NMI Pin Interrupt Status Flag R

0: Interrupt not requested
1: Interrupt requested

8 RPEST SRAM Parity Error Interrupt Status Flag R

0: Interrupt not requested
1: Interrupt requested

9 — This bit is read as 0.

10 BUSSST Bus Slave MPU Error Interrupt Status Flag

0: Interrupt not requested
1: Interrupt requested.

11 BUSMST Bus Master MPU Error Interrupt Status Flag R

0: Interrupt not requested
1: Interrupt requested

12 SPEST CPU Stack Pointer Monitor Interrupt Status Flag R

0: Interrupt not requested
1: Interrupt requested

13 — This bit is read as 0.

15:14 — These bits are read as 0.

The NMISR register monitors the status of non-maskable interrupt sources. Writes to the NMISR register are ignored. The
setting in the Non-Maskable Interrupt Enable Register (NMIER) does not affect the status flags in this register. Before the
end of the non-maskable interrupt handler, check that all of the bits in this register are set to 0 to confirm that no other NMI
requests are generated during handler processing.

IWDTST flag (IWDT Underflow/Refresh Error Interrupt Status Flag)

The IWDTST flag indicates an IWDT underflow/refresh error interrupt request. It is read-only and cleared by the
NMICLR.IWDTCLR bit.

[Setting condition]

When the IWDT underflow/refresh error interrupt is generated and this interrupt source is enabled.
[Clearing condition]

When 1 is written to the NMICLR.IWDTCLR bit.

WDTST flag (WDT Underflow/Refresh Error Interrupt Status Flag)

The WDTST flag indicates a WDT underflow/refresh error interrupt request. It is read-only and cleared by the
NMICLR.WDTCLR bit.

[Setting condition]

When the WDT underflow/refresh error interrupt is generated.
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[Clearing condition]
When 1 is written to the NMICLR.WDTCLR bit.

LVD1ST flag (Voltage Monitor 1 Interrupt Status Flag)

The LVDIST flag indicates a request for voltage monitor 1 interrupt. It is read-only and cleared by the NMICLR.LVD1CLR
bit.

[Setting condition]

When the voltage monitor 1 interrupt is generated and this interrupt source is enabled.
[Clearing condition]

When 1 is written to the NMICLR.LVD1CLR bit.

LVD2ST flag (Voltage Monitor 2 Interrupt Status Flag)

The LVD2ST flag indicates a request for voltage monitor 2 interrupt. It is read-only and cleared by the NMICLR.LVD2CLR
bit.

[Setting condition]

When the voltage monitor 2 interrupt is generated and this interrupt source is enabled.
[Clearing condition]

When 1 is written to the NMICLR.LVD2CLR bit.

OSTST flag (Main Clock Oscillation Stop Detection Interrupt Status Flag)

The OSTST flag indicates a main clock oscillation stop detection interrupt request. It is read-only and cleared by the
NMICLR.OSTCLR bit.

[Setting condition]

When the main clock oscillation stop detection interrupt is generated.
[Clearing condition]

When 1 is written to the NMICLR.OSTCLR bit.

NMIST flag (NMI Pin Interrupt Status Flag)

The NMIST flag indicates an NMI pin interrupt request. It is read-only and cleared by the NMICLR.NMICLR bit.
[Setting condition]

When an edge specified by the NMICR.NMIMD bit is input to the NMI pin.

[Clearing condition]

When 1 is written to the NMICLR.NMICLR bit.

RPEST flag (SRAM Parity Error Interrupt Status Flag)

The RPEST flag indicates an SRAM parity error interrupt request.
[Setting condition]

When an interrupt is generated in response to an SRAM parity error.
[Clearing condition]

When 1 is written to the NMICLR.RPECLR bit.

BUSSST flag (Bus Slave MPU Error Interrupt Status Flag)
The BUSSST flag indicates a bus slave error interrupt request.
[Setting condition]

When an interrupt is generated in response to a bus slave error.
[Clearing condition]

When 1 is written to the NMICLR.BUSSCLR bit.
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BUSMST flag (Bus Master MPU Error Interrupt Status Flag)
The BUSMST flag indicates a bus master error interrupt request.
[Setting condition]

When an interrupt is generated in response to a bus master error.
[Clearing condition]

When 1 is written to the NMICLR.BUSMCLR bit.

SPEST flag (CPU Stack Pointer Monitor Interrupt Status Flag)

The SPEST flag indicates a CPU stack pointer monitor interrupt request.
[Setting condition]

When an interrupt is generated in response to a CPU stack pointer monitor error.
[Clearing condition]

When 1 is written to the NMICLR.SPECLR bit.

12.2.3 NMIER : Non-Maskable Interrupt Enable Register

Base address: ICU = 0x4000_6000
Offset address: 0x120

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bitfield: | — _ _ SPEE | BUSM | BUSS | RPEE | NMIE | OSTE _ __ | LVD2E | LVD1E | WDTE | IWDT
: N EN EN N N N N N N EN
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 IWDTEN IWDT Underflow/Refresh Error Interrupt Enable R/W1 2
0: Disabled
1: Enabled.
1 WDTEN WDT Underflow/Refresh Error Interrupt Enable R/W™1 "2
0: Disabled
1: Enabled
2 LVD1EN Voltage monitor 1 Interrupt Enable R/W1 2
0: Disabled
1: Enabled
3 LVD2EN Voltage monitor 2 Interrupt Enable R/W™1 "2
0: Disabled
1: Enabled
5:4 — These bits are read as 0. The write value should be 0. R/W
6 OSTEN Main Clock Oscillation Stop Detection Interrupt Enable R/W™1 2
0: Disabled
1: Enabled
7 NMIEN NMI Pin Interrupt Enable R/W1
0: Disabled
1: Enabled
8 RPEEN SRAM Parity Error Interrupt Enable R/W™1
0: Disabled
1: Enabled
9 — This bit is read as 0. The write value should be 0. R/W
10 BUSSEN Bus Slave MPU Error Interrupt Enable R/W™1
0: Disabled
1: Enabled
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Bit Symbol Function R/W
1 BUSMEN Bus Master MPU Error Interrupt Enable R/W1
0: Disabled
1: Enabled
12 SPEEN CPU Stack Pointer Monitor Interrupt Enable R/W™
0: Disabled
1: Enabled
13 — This bit is read as 0. The write value should be 0. R/W
15:14 — These bits are read as 0. The write value should be 0. R/W

Note 1. You can write 1 to this bit only once after reset. Subsequent write accesses are invalid. Writing 0 to this bit is invalid.
Note 2. Do not write 1 to this bit when the source is used as an event signal.

IWDTEN bit (IWDT Underflow/Refresh Error Interrupt Enable)
The IWDTEN bit enables IWDT underflow/refresh error interrupt as an NMI trigger.

WDTEN bit (WDT Underflow/Refresh Error Interrupt Enable)
The WDTEN bit enables WDT underflow/refresh error interrupt as an NMI trigger.

LVD1EN bit (Voltage monitor 1 Interrupt Enable)
The LVDIEN bit enables voltage monitor 1 interrupt as an NMI trigger.

LVD2EN bit (Voltage monitor 2 Interrupt Enable)
The LVD2EN bit enables voltage monitor 2 interrupt as an NMI trigger.

OSTEN bit (Main Clock Oscillation Stop Detection Interrupt Enable)
The OSTEN bit enables main clock oscillation stop detection interrupt as an NMI trigger.

NMIEN bit (NMI Pin Interrupt Enable)
The NMIEN bit enables NMI pin interrupt as an NMI trigger.

RPEEN bit (SRAM Parity Error Interrupt Enable)
The RPEEN bit enables SRAM parity error interrupt as an NMI trigger.

BUSSEN bit (Bus Slave MPU Error Interrupt Enable)
The BUSSEN bit enables bus slave error interrupt as an NMI trigger.

BUSMEN bit (Bus Master MPU Error Interrupt Enable)
The BUSMEN bit enables bus master error interrupt as an NMI trigger.

SPEEN bit (CPU Stack Pointer Monitor Interrupt Enable)
The SPEEN bit enables CPU stack pointer monitor interrupt as an NMI trigger.

12.2.4 NMICLR : Non-Maskable Interrupt Status Clear Register

Base address: ICU = 0x4000_6000
Offset address: 0x130

Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Bit field: _ o _ SPEC | BUSM | BUSS _ RPEC | NMICL | OSTC _ o LvD2C | LvD1C | WDTC | IWDT
: LR CLR CLR LR R LR LR LR LR CLR
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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Bit Symbol Function R/W
0 IWDTCLR IWDT Underflow/Refresh Error Interrupt Status Flag Clear R/W1
0: No effect
1: Clear the NMISR.IWDTST flag
1 WDTCLR WDT Underflow/Refresh Error Interrupt Status Flag Clear R/W™1
0: No effect
1: Clear the NMISR.WDTST flag
2 LVD1CLR Voltage Monitor 1 Interrupt Status Flag Clear R/W1
0: No effect
1. Clear the NMISR.LVD1ST flag
3 LVD2CLR Voltage Monitor 2 Interrupt Status Flag Clear R/W™
0: No effect
1: Clear the NMISR.LVD2ST flag.
5:4 — These bits are read as 0. The write value should be 0. R/W
6 OSTCLR Oscillation Stop Detection Interrupt Status Flag Clear R/W™
0: No effect
1: Clear the NMISR.OSTST flag
7 NMICLR NMI Pin Interrupt Status Flag Clear R/W1
0: No effect
1. Clear the NMISR.NMIST flag
8 RPECLR SRAM Parity Error Interrupt Status Flag Clear R/W™
0: No effect
1: Clear the NMISR.RPEST flag
9 — This bit is read as 0. The write value should be 0. R/W
10 BUSSCLR Bus Slave MPU Error Interrupt Status Flag Clear R/W"1
0: No effect
1: Clear the NMISR.BUSSST flag
1 BUSMCLR Bus Master MPU Error Interrupt Status Flag Clear R/W1
0: No effect
1. Clear the NMISR.BUSMST flag
12 SPECLR CPU Stack Pointer Monitor Interrupt Status Flag Clear R/W™1
0: No effect
1: Clear the NMISR.SPEST flag
13 — This bit is read as 0. The write value should be 0. R/W
15:14 — These bits are read as 0. The write value should be 0. R/W

Note 1. Only write 1 to this bit.
IWDTCLR bit (IWDT Underflow/Refresh Error Interrupt Status Flag Clear)
Writing 1 to the IWDTCLR bit clears the NMISR.IWDTST flag. This bit is read as 0.

WDTCLR bit (WDT Underflow/Refresh Error Interrupt Status Flag Clear)
Writing 1 to the WDTCLR bit clears the NMISR.WDTST flag. This bit is read as 0.

LVD1CLR bit (Voltage Monitor 1 Interrupt Status Flag Clear)
Writing 1 to the LVDICLR bit clears the NMISR.LVDIST flag. This bit is read as 0.

LVD2CLR bit (Voltage Monitor 2 Interrupt Status Flag Clear)
Writing 1 to the LVD2CLR bit clears the NMISR.LVD2ST flag. This bit is read as 0.

OSTCLR bit (Oscillation Stop Detection Interrupt Status Flag Clear)
Writing 1 to the OSTCLR bit clears the NMISR.OSTST flag. This bit is read as 0.

NMICLR bit (NMI Pin Interrupt Status Flag Clear)
Writing 1 to the NMICLR bit clears the NMISR.NMIST flag. This bit is read as 0.
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RPECLR bit (SRAM Parity Error Interrupt Status Flag Clear)
Writing 1 to the RPECLR bit clears the NMISR.RPEST flag. This bit is read as 0.

BUSSCLR bit (Bus Slave MPU Error Interrupt Status Flag Clear)
Writing 1 to the BUSSCLR bit clears the NMISR.BUSSST flag. This bit is read as 0.

BUSMCLR bit (Bus Master MPU Error Interrupt Status Flag Clear)
Writing 1 to the BUSMCLR bit clears the NMISR.BUSMST flag. This bit is read as 0.

SPECLR bit (CPU Stack Pointer Monitor Interrupt Status Flag Clear)
Writing 1 to the SPECLR bit clears the NMISR.SPEST flag. This bit is read as 0.

12.2.5 NMICR : NMI Pin Interrupt Control Register

Base address: ICU = 0x4000_6000
Offset address: 0x100

Bit position: 7 6 5 4 3 2 1 0
Bit field: NFhTE — | NFCLKsEL[0] | — — — N"S'M
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 NMIMD NMI Detection Set R/W
0: Falling edge
1: Rising edge
3:1 — These bits are read as 0. The write value should be 0. R/W
5:4 NFCLKSEL[1:0] NMI Digital Filter Sampling Clock Select R/W
00: PCLKB
01: PCLKB/8

10: PCLKB/32
11: PCLKB/64

6 — This bit is read as 0. The write value should be 0. R/W
7 NFLTEN NMI Digital Filter Enable R/W
0: Disabled.
1: Enabled.

Change the NMICR register settings before enabling NMI pin interrupts, that is, before setting NMIER.NMIEN to 1.

NMIMD bit (NMI Detection Set)
The NMIMD bit selects the detection sensing method for the NMI pin interrupts.

NFCLKSEL[1:0] bits (NMI Digital Filter Sampling Clock Select)
The NFCLKSEL[1:0] bits select the digital filter sampling clock for the NMI pin interrupts, selectable to:
e PCLKB (every cycle)
e PCLKB/8 (once every 8 cycles)
e PCLKB/32 (once every 32 cycles)
o PCLKB/64 (once every 64 cycles)

For details of the digital filter, see section 12.5.5. Digital Filter.

NFLTEN bit (NMI Digital Filter Enable)

The NFLTEN bit enables the digital filter used for NMI pin interrupts. The filter is enabled when NFLTEN is 1, and
disabled when NFLTEN is 0. The NMI pin level is sampled at the clock cycle specified in NFCLKSEL[1:0]. When the
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sampled level matches three times, the output level from the digital filter changes. For details of the digital filter, see section
12.5.5. Digital Filter.

12.2.6 IELSRn : ICU Event Link Setting Register n (n = 0 to 31)

Base address: 1CU = 0x4000_6000
Offset address: 0x300 + 0x4 x n

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: —_ — — — — — — DTCE — — — _ _ _ _ IR
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Bit field: | — — — — — — — — — — — IELS[4:0]
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
4:0 IELS[4:0] ICU Event Link Select R/W

0x00: Disable interrupts to the associated NVIC or DTC module
Others: Event signal number to be linked. For details, see section 12.3.3. ICU and DTC
Event Number.

15:5 — These bits are read as 0. The write value should be 0. R/W

16 IR Interrupt Status Flag R/W"

0: No interrupt request generated.
1: An interrupt request is generated.

23:17 — These bits are read as 0. The write value should be 0. R/W

24 DTCE DTC Activation Enable R/W

0: DTC activation is disabled.
1: DTC activation is enabled.

31:25 — These bits are read as 0. The write value should be 0. R/W

Note:  This register requires halfword or word access.
Note 1. Writing 1 to the IR flag is prohibited.

The IELSRn register selects the IRQi source used by the NVIC. For details, see Table 12.3. IELSRn corresponds to the
NVIC IRQ input source number, where n =0 to 31.

IELS[4:0] bits (ICU Event Link Select)

The IELS[4:0] bits link an event signal to the associated NVIC or DTC module. Event options are classified into 8 groups
(groups 0 to 7). For details, see Table 12.3 and Table 12.4.

IR flag (Interrupt Status Flag)

The IR status flag indicates an individual interrupt request from the event specified in IELS[4:0].

[Setting condition]

When an interrupt request is received from the associated peripheral module or IRQi pin.

[Clearing condition]

When 0 is written to the IR flag. DTCE must be set to 0 before writing 0 to the IR flag.

To clear the IR flag:

1. Negate the input interrupt signal.

2. Read access the peripheral once and wait for 2 clock cycles of the target module clock.

3. Clear the IR flag by writing 0.
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DTCE bit (DTC Activation Enable)
When the DTCE bit is set to 1, the associated event is selected as the source for DTC activation.
[Setting condition]

e When 1 is written to the DTCE bit.

[Clearing condition]

o When the specified number of transfers is complete. For chain transfers, when the specified number of transfers for the
last chain transfer is complete.

o When 0 is written to the DTCE bit.

12.2.7 SELSRO : SYS Event Link Setting Register
Base address: 1CU = 0x4000_6000
Offset address: 0x200
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: [ — — — — — — — — SELS[7:0]
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
7:0 SELS[7:0] SYS Event Link Select R/W
0x00: Disable event output to the associated low-power mode module
Others: Event signal number to be linked. For details, see Table 12.4.
15:8 — These bits are read as 0. The write value should be 0. R/W

The SELSRO register selects the events that wake up the CPU from Snooze mode. You can use only the events listed in
Table 12.4 checked as “Canceling Snooze mode”. When ICU_SNZCANCEL is selected in the [ELSRn.IELS[4:0] bits, an
interrupt is generated that cancels snooze mode.

12.2.8 WUPEN : Wake Up Interrupt Enable Register
Base address: ICU = 0x4000_6000
Offset address: 0x1A0
Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
icow | AGT1 | AGT1 | AGTA RTCP | RTCA | ACMP LVD2 | LVDT | ey | IWDT
Bitfield: | ;2py | CBWU | CAWU [ UDWU | — — | RDWU [ LMWU | LPOW | — — — | WUPE | WUPE | oo\ | WUPE
PEN | PEN | PEN PEN | PEN | UPEN N N N
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: | — — — — — — — — IRQWUPEN[7:0]
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
7:0 IRQWUPEN][7:0] IRQ Interrupt Software Standby/Snooze Mode Returns Enable R/W
0: Software Standby/Snooze Mode returns by IRQn interrupt disabled
1: Software Standby/Snooze Mode returns by IRQn interrupt enabled
15:8 — These bits are read as 0. The write value should be 0. R/W
16 IWDTWUPEN IWDT Interrupt Software Standby/Snooze Mode Returns Enable R/W
0: Software Standby/Snooze Mode returns by IWDT interrupt disabled
1: Software Standby/Snooze Mode returns by IWDT interrupt enabled

RO1UH0852EJ0150 Rev.1.50
Jun 28, 2024

RENESAS

Page 194 of 1058




RA2E1 User's Manual 12. Interrupt Controller Unit (ICU)

Bit Symbol Function R/W

17 KEYWUPEN Key Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by KEY interrupt disabled
1: Software Standby/Snooze Mode returns by KEY interrupt enabled

18 LVD1WUPEN LVD1 Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by LVD1 interrupt disabled
1: Software Standby/Snooze Mode returns by LVD1 interrupt enabled

19 LVD2WUPEN LVD2 Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by LVD2 interrupt disabled
1: Software Standby/Snooze Mode returns by LVD2 interrupt enabled

22:20 — These bits are read as 0. The write value should be 0. R/W

23 ACMPLPOWUPEN ACMPLPO Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by ACMPLPO interrupt disabled
1: Software Standby/Snooze Mode returns by ACMPLPO interrupt enabled

24 RTCALMWUPEN RTC Alarm Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by RTC alarm interrupt disabled
1: Software Standby/Snooze Mode returns by RTC alarm interrupt enabled.

25 RTCPRDWUPEN RTC Period Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by RTC period interrupt disabled
1: Software Standby/Snooze Mode returns by RTC period interrupt enabled

27:26 — These bits are read as 0. The write value should be 0. R/W

28 AGT1UDWUPEN AGT1 Underflow Interrupt Software Standby/Snooze Mode Returns Enable R/W
0: Software Standby/Snooze Mode returns by AGT1 underflow interrupt disabled
1: Software Standby/Snooze Mode returns by AGT1 underflow

29 AGT1CAWUPEN AGT1 Compare Match A Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by AGT1 compare match A interrupt
disabled.

1: Software Standby/Snooze Mode returns by AGT1 compare match A interrupt
enabled.

30 AGT1CBWUPEN AGT1 Compare Match B Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by AGT1 compare match B interrupt
disabled.

1: Software Standby/Snooze Mode returns by AGT1 compare match B interrupt
enabled.

31 IICOWUPEN 1ICO Address Match Interrupt Software Standby/Snooze Mode Returns Enable R/W

0: Software Standby/Snooze Mode returns by [ICO address match interrupt disabled
1: Software Standby/Snooze Mode returns by 1IC0O address match interrupt enabled

The bits in this register control whether the associated interrupt can wake up the CPU from Software Standby/Snooze Mode
mode.

IRQWUPEN]7:0] bits (IRQ Interrupt Software Standby/Snooze Mode Returns Enable)
The IRQWUPENT]7:0] bits enable the use of IRQn interrupts to cancel Software Standby/Snooze Mode mode.

IWDTWUPEN bit (IWDT Interrupt Software Standby/Snooze Mode Returns Enable)
The IWDTWUPEN bit enables the use of IWDT interrupts to cancel Software Standby/Snooze Mode mode.

KEYWUPEN bit (Key Interrupt Software Standby/Snooze Mode Returns Enable)
The KEYWUPEN bit enables the use of key interrupts to cancel Software Standby/Snooze Mode mode.

LVD1WUPEN bit (LVD1 Interrupt Software Standby/Snooze Mode Returns Enable)
The LVDIWUPEN bit enables the use of LVD1 interrupts to cancel Software Standby/Snooze Mode mode.

LVD2WUPEN bit (LVD2 Interrupt Software Standby/Snooze Mode Returns Enable)
The LVD2WUPEN bit enables the use of LVD2 interrupts to cancel Software Standby/Snooze Mode mode.
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ACMPLPOWUPEN bit (ACMPLPO Interrupt Software Standby/Snooze Mode Returns Enable)
The ACMPLPOWUPEN bit enables the use of ACMPLPO interrupts to cancel Software Standby/Snooze Mode mode.

RTCALMWUPEN bit (RTC Alarm Interrupt Software Standby/Snooze Mode Returns Enable)
The RTCALMWUPEN bit enables the use of RTC alarm interrupts to cancel Software Standby/Snooze Mode mode.

RTCPRDWUPEN bit (RTC Period Interrupt Software Standby/Snooze Mode Returns Enable)
The RTCPRDWUPEN bit enables the use of RTC period interrupts to cancel Software Standby/Snooze Mode mode.

AGT1UDWUPEN bit (AGT1 Underflow Interrupt Software Standby/Snooze Mode Returns Enable)

The AGTIUDWUPEN bit enables the use of the AGT1 underflow interrupts to cancel Software Standby/Snooze Mode
mode.

AGT1CAWUPEN bit (AGT1 Compare Match A Interrupt Software Standby/Snooze Mode Returns Enable)

The AGTICAWUPEN bit enables the use of AGT1 compare match A interrupts to cancel Software Standby/Snooze Mode
mode.

AGT1CBWUPEN bit (AGT1 Compare Match B Interrupt Software Standby/Snooze Mode Returns Enable)

The AGTICBWUPEN bit enables the use of AGT1 compare match B interrupts to cancel Software Standby/Snooze Mode
mode.

IICOWUPEN bit (IIC0 Address Match Interrupt Software Standby/Snooze Mode Returns Enable)
The IICOWUPEN bit enables the use of IICO interrupts to cancel Software Standby/Snooze Mode mode.

12.2.9 IELEN : ICU event Enable Register

Base address: 1CU = 0x4000_6000
Offset address: 0x1CO

Bit position: 7 6 5 4 3 2 1 0
Bit field: | — — — — — — | IELEN R:;LN
Value after reset: 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 RTCINTEN RTCALM and RTCPRD Interrupts Enable (when LPOPTEN bit = 1) R/W
0: Disabled
1: Enabled
1 IELEN Parts Asynchronous Interrupts Enable except RTC (when LPOPTEN bit = 1) R/W
0: Disabled
1: Enabled
7:2 — These bits are read as 0. The write value should be 0. R/W

The bits in this register control whether the associated interrupt can be used.

RTCINTEN bit (RTCALM and RTCPRD Interrupts Enable (when LPOPTEN bit = 1))
The RTCINTEN bit enables the use of RTCALM and RTCPRD interrupts.

IELEN bit (Parts Asynchronous Interrupts Enable except RTC (when LPOPTEN bit = 1))
The IELEN bit enables the use of parts asynchronous interrupts except RTC as follows:

e 1ICO WUI, AGT1 AGTCMBI, AGT1_AGTCMAI AGT1_AGTI, ACMP LP0, LVD LVDI, LVD LVD2,
KEY INTKR, IWDT NMIUNDF, PORT IRQO to PORT IRQ7
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12.3 Vector Table

The ICU detects maskable and non-maskable interrupts. Interrupt priorities are set up in the Arm NVIC. For information

about these registers, see section 12.9. Reference.

12.3.1 Interrupt Vector Table

Table 12.3 describes the interrupt vector table. The interrupt vector addresses conform to the NVIC specifications.

Table 12.3 Interrupt vector table (1 of 2)
Exception Vector
number IRQ number | offset Source Description
0 — 0x000 Arm Initial stack pointer
1 — 0x004 Arm Initial program counter (reset vector)
2 — 0x008 Arm Non-Maskable Interrupt (NMI)
3 — 0x00C Arm Hard Fault
4 — 0x010 Arm Reserved
5 — 0x014 Arm Reserved
6 — 0x018 Arm Reserved
7 — 0x01C Arm Reserved
8 — 0x020 Arm Reserved
9 — 0x024 Arm Reserved
10 — 0x028 Arm Reserved
11 — 0x02C Arm Supervisor Call (SVCall)
12 — 0x030 Arm Reserved
13 — 0x034 Arm Reserved
14 — 0x038 Arm Pendable request for system service (PendableSrvReq)
15 — 0x03C Arm System Tick Timer (SysTick)
16 0 0x040 ICU.IELSRO Event selected in the ICU.IELSRO register
17 1 0x044 ICU.IELSR1 Event selected in the ICU.IELSR1 register
18 2 0x048 ICU.IELSR2 Event selected in the ICU.IELSR2 register
19 3 0x04C ICU.IELSR3 Event selected in the ICU.IELSR3 register
20 4 0x050 ICU.IELSR4 Event selected in the ICU.IELSR4 register
21 5 0x054 ICU.IELSR5 Event selected in the ICU.IELSRS5 register
22 6 0x058 ICU.IELSR6 Event selected in the ICU.IELSRG6 register
23 7 0x05C ICU.IELSR7 Event selected in the ICU.IELSRY7 register
24 8 0x060 ICU.IELSR8 Event selected in the ICU.IELSRS8 register
25 9 0x064 ICU.IELSR9 Event selected in the ICU.IELSR9 register
26 10 0x068 ICU.IELSR10 Event selected in the ICU.IELSR10 register
27 11 0x06C ICU.IELSR11 Event selected in the ICU.IELSR11 register
28 12 0x070 ICU.IELSR12 Event selected in the ICU.IELSR12 register
29 13 0x074 ICU.IELSR13 Event selected in the ICU.IELSR13 register
30 14 0x078 ICU.IELSR14 Event selected in the ICU.IELSR14 register
31 15 0x07C ICU.IELSR15 Event selected in the ICU.IELSR15 register
32 16 0x080 ICU.IELSR16 Event selected in the ICU.IELSR16 register
33 17 0x084 ICU.IELSR17 Event selected in the ICU.IELSR17 register
34 18 0x088 ICU.IELSR18 Event selected in the ICU.IELSR18 register
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Table 12.3 Interrupt vector table (2 of 2)

Exception Vector

number IRQ number | offset Source Description

35 19 0x08C ICU.IELSR19 Event selected in the ICU.IELSR19 register
36 20 0x090 ICU.IELSR20 Event selected in the ICU.IELSR20 register
37 21 0x094 ICU.IELSR21 Event selected in the ICU.IELSR21 register
38 22 0x098 ICU.IELSR22 Event selected in the ICU.IELSR22 register
39 23 0x09C ICU.IELSR23 Event selected in the ICU.IELSR23 register
40 24 0x0A0 ICU.IELSR24 Event selected in the ICU.IELSR24 register
41 25 0x0A4 ICU.IELSR25 Event selected in the ICU.IELSR25 register
42 26 0x0A8 ICU.IELSR26 Event selected in the ICU.IELSR26 register
43 27 0x0AC ICU.IELSR27 Event selected in the ICU.IELSR27 register
44 28 0x0BO0 ICU.IELSR28 Event selected in the ICU.IELSR28 register
45 29 0x0B4 ICU.IELSR29 Event selected in the ICU.IELSR29 register
46 30 0x0B8 ICU.IELSR30 Event selected in the ICU.IELSR30 register
47 31 0x0BC ICU.IELSR31 Event selected in the ICU.IELSR31 register
12.3.2 Event Number

The following table lists heading details for Table 12.4, which describes each event number.

Heading

Description

Interrupt request source

Name of the source generating the interrupt request

Name

Name of the interrupt

Connect to NVIC

“ v” indicates the interrupt can be used as a CPU interrupt

Invoke DTC

“ v” indicates the interrupt can be used to request DTC activation

Canceling Snooze mode

“ V7 indicates the interrupt can be used to request a return from Snooze mode

Canceling Software Standby mode

“ v indicates the interrupt can be used to request a return from Software Standby mode

Table 12.4 Event table (1 of 4)
Interrupt IELSRn Canceling

Event request Connect to Canceling Software
number’> source Name NVIC Invoke DTC Snooze Standby
0x01 Port PORT_IRQO v v v v

0x02 PORT_IRQ1 v v

0x03 PORT_IRQ2 v v v v

0x04 PORT_IRQ3 v v v 4

0x05 PORT_IRQ4 v v v v

0x06 PORT_IRQ5 v v v v

0x07 PORT_IRQ6 v v v v

0x08 PORT_IRQ7 v v v v

0x09 DTC DTC_COMPLETE v — VAL —

0x0B ICU ICU_SNZCANCEL v — v —

0x0C FLASH FCU_FRDYI v — — —

0x0D LvD LVD_LVD1 v — v v

0x0E LVD_LVD2 v — v
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Table 12.4 Event table (2 of 4)
Interrupt IELSRn Canceling
Event request Connect to Canceling Software
number’s source Name NVIC Invoke DTC Snooze Standby
0xOF MOSC MOSC_STOP v — — —
0x10 Low power SYSTEM_SNZREQ — v — —
mode

0x11 AGTO AGTO_AGTI v v

0x12 AGTO_AGTCMAI v v

0x13 AGTO_AGTCMBI v v — —
0x14 AGT1 AGT1_AGTI v v v v
0x15 AGT1_AGTCMAI v v v v
0x16 AGT1_AGTCMBI v v v v
0x17 IWDT IWDT_NMIUNDF v — v v
0x18 WDT WDT_NMIUNDF v — — —
0x19 RTC RTC_ALM v — v v
Ox1A RTC_PRD v — v v
0x1B RTC_CUP v — — —
0x1C ADC12 ADC120_ADI v v — —
0x1D ADC120_GBADI v v — —
Ox1E ADC120_CMPAI v — — —
Ox1F ADC120_CMPBI v — — —
0x20 ADC120_WCMPM — VA —
0x21 ADC120_WCMPUM — A —
0x23 ACMPLP ACMP_LPO v — v v
0x24 ACMP_LP1 v — — —
0x27 1ICO IICO_RXI v v — —
0x28 1ICO_TXI v v — —
0x29 IICO_TEI v — — —
0x2A 1ICO_EEI v — — —
0x2B 1ICO_WUI v — v v
0x30 CTSU CTSU_CTSUWR v v — —
0x31 CTSU_CTSURD v v — —
0x32 CTSU_CTSUFN v — VAL —
0x33 KINT KEY_INTKR v — e Ve
0x34 DOC DOC_DOPCI v — Vas —
0x35 CAC CAC_FERRI v — — —
0x36 CAC_MENDI v — — —
0x37 CAC_OVFI v — — —
0x3D 1/0 Ports IOPORT_GROUP1 v /2 — —
0x3E IOPORT_GROUP2 v /2 — —
Ox3F ELC ELC_SWEVTO /73 v — —
0x40 ELC_SWEVT1 /73 v — —
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Table 12.4 Event table (3 of 4)
Interrupt IELSRn Canceling
Event request Connect to Canceling Software
number’s source Name NVIC Invoke DTC Snooze Standby
0x41 POEG POEG_GROUPO v — — —
0x42 POEG_GROUP1 v — — —
0x46 GPT320 GPTO_CCMPA v v — —
0x47 GPTO_CCMPB v v — —
0x48 GPTO0_CMPC v v — —
0x49 GPTO_CMPD v v — —
Ox4A GPTO_OVF v v — —
0x4B GPTO_UDF v v — —
Ox5E GPT164 GPT4_CCMPA v v — —
Ox5F GPT4_CCMPB v v — —
0x60 GPT4_CMPC v v — —
0x61 GPT4_CMPD v v — —
0x62 GPT4_OVF v v — —
0x63 GPT4_UDF v v — —
0x64 GPT165 GPT5_CCMPA v v — —
0x65 GPT5_CCMPB v v — —
0x66 GPT5_CMPC v v — —
0x67 GPT5_CMPD v v — —
0x68 GPT5_OVF v v — —
0x69 GPT5_UDF v v — —
O0x6A GPT166 GPT6_CCMPA v v — —
0x6B GPT6_CCMPB v v — —
0x6C GPT6_CMPC v v — —
0x6D GPT6_CMPD v v — —
0x6E GPT6_OVF v v — —
Ox6F GPT6_UDF v v — —
0x70 GPT GPT_UVWEDGE v — — —
0x71 SCI0 SCIO_RXI v v — —
0x72 SCI0_TXI v v — —
0x73 SCIO_TEI v — — —
0x74 SCIO_ERI v — — —
0x75 SCI0_AM v — VA —
0x76 SCI0_RXI_OR_ERI — — A —
0x77 SCI1 SCI1_RXI v v — —
0x78 SCH_TXI v v — —
0x79 SCI1_TEI v — — —
0x7A SCI1_ERI v — — —
0x7B SCI1_AM v — — —
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Table 12.4 Event table (4 of 4)
Interrupt IELSRn Canceling
Event request Connect to Canceling Software
number’s source Name NVIC Invoke DTC Snooze Standby
0x7C SCI9 SCI9_RXI v v — —
0x7D SCI9_TXI v v — —
Ox7E SCI9_TEI v — — —
Ox7F SCI9_ERI v — — —
0x80 SCI9_AM v — — —
0x81 SPI0 SPI0_SPRI v v — —
0x82 SPI0_SPTI v v — —
0x83 SPI0_SPII v — — —
0x84 SPI0_SPEI v — — —
0x85 SPI0_SPTEND v — — —
0x8B AES AES_WRREQ v v — —
0x8C AES_RDREQ v v — —
0x8D TRNG TRNG_RDREQ v — — —
Ox8E SCi2 SCI2_RXI v v — —
0x8F SCI2_TXI v v — —
0x90 SCI2_TEI v — — —
0x91 SCI2_ERI v — — —
0x92 SCI2_AM v — — —
0x98 GPT167 GPT7_CCMPA v v — —
0x99 GPT7_CCMPB v v — —
0x9A GPT7_CMPC v v — —
0x9B GPT7_CMPD v v — —
0x9C GPT7_OVF v v — —
0x9D GPT7_UDF v v — —
0x9E GPT168 GPT8_CCMPA v v — —
O0x9F GPT8_CCMPB v v — —
0xAO0 GPT8_CMPC v v — —
OxA1 GPT8_CMPD v v — —
0xA2 GPT8_OVF v v — —
0xA3 GPT8_UDF v v — —
0xA4 GPT169 GPT9_CCMPA v v — —
0xA5 GPT9_CCMPB v v — —
0xA6 GPT9_CMPC v v — —
O0xA7 GPT9_CMPD v v — —
0xA8 GPT9_OVF v v — —
0xA9 GPT9_UDF v v — —
Note 1. Only supported when KRCTL.KRMD is 1.

Note 2.
Note 3.
Note 4.
Note 5.

Only the first edge detection is valid.

Only interrupts after DTC transfer are supported.

Using SELSRO.

Event number is active only in Canceling Snooze mode and Canceling Software Standby mode. The setting of CPU and DTC

interrupts, see Table 12.7.
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12.3.3

ICU and DTC Event Number

Table 12.5, Table 12.6 indicates the IELSRn.IELS[4:0] set values on the CPU interrupt or on DTC activation request. Table
12.7 indicates register set values of each event selection.

Table 12.5 ICU input link select (1)
group0 (interrupt ch group1 (interrupt ch group2 (interrupt ch group3 (interrupt ch
IELS[4:0] | IELSR0/8/16/24) IELSR1/9/17/25) IELSR2/10/18/26) IELSR3/11/19/27)
0x00 Interrupt disable Interrupt disable Interrupt disable Interrupt disable
0x01 PORT_IRQO PORT_IRQ1 PORT_IRQ2 PORT_IRQ3
0x02 DTC_COMPLETE LvD_LVD2 FCU_FRDYI SYSTEM_SNZREQ
0x03 ICU_SNZCANCEL AGT1_AGTCMAI AGT1_AGTCMBI IWDT_NMIUNDF
0x04 LvD_LVD1 RTC_ALM RTC_PRD RTC_CUP
0x05 AGT1_AGTI ADC120_GBADI ADC120_CMPAI ADC120_CMPBI
0x06 WDT_NMIUNDF ADC120_WCMPUM IICO_TEI IICO_EEI
0x07 ADC120_ADI ACMP_LP1 CTSU_CTSURD CTSU_CTSUFN
0x08 ADC120_WCMPM IICO_TXI CAC_MENDI CAC_OVFI
0x09 ACMP_LPO CTSU_CTSUWR Setting prohibited Setting prohibited
0x0A IICO_RXI DOC_DOPCI ELC_SWEVTO ELC_SWEVT1
0x0B IICO_WUI CAC_FERRI POEG_GROUPO POEG_GROUP1
0x0C Setting prohibited Setting prohibited GPT0_CMPC GPTO_CMPD
0x0D Setting prohibited GPTO0_CCMPB Setting prohibited Setting prohibited
0x0E GPT0_CCMPA GPTO_UDF Setting prohibited Setting prohibited
0x0F GPTO_OVF Setting prohibited SCIO_TEI SCIO_ERI
0x10 Setting prohibited SCIO_TXI SPI0_SPII SPI0_SPEI
0x11 GPT_UVWEDGE SPI0_SPTI SPI0O_SPTEND AGTO_AGTI
0x12 SCI0_RXI AES_RDREQ TRNG_RDREQ Setting prohibited
0x13 SCI0_AM AGTO_AGTCMBI IOPORT_GROUP2 GPT4_CMPD
0x14 SPI0_SPRI Setting prohibited Setting prohibited GPT5_UDF
0x15 AES_WRREQ IOPORT_GROUP1 GPT4_CMPC GPT6_CMPD
0x16 AGTO_AGTCMAI Setting prohibited GPT5_OVF GPT7_UDF
0x17 Setting prohibited Setting prohibited GPT6_CMPC GPT8_CMPD
0x18 KEY_INTKR GPT4_CCMPB GPT7_OVF GPT9_UDF
0x19 Setting prohibited GPT6_CCMPB GPT8_CMPC SCI1_ERI
0x1A Setting prohibited GPT8_CCMPB GPT9_OVF Setting prohibited
0x1B GPT4_CCMPA SCH_TXI SCI1_TEI SCI9_AM
0x1C GPT6_CCMPA SCI2_AM Setting prohibited Setting prohibited
0x1D GPT8_CCMPA Setting prohibited Setting prohibited Setting prohibited
Ox1E SCI1_RXI Setting prohibited Setting prohibited Setting prohibited
Ox1F Setting prohibited Setting prohibited Setting prohibited Setting prohibited
Table 12.6 ICU input link select (2) (1 of 2)
group4 (interrupt ch groupb (interrupt ch group6 (interrupt ch group? (interrupt ch IELSR
IELS[4:0] |IELSR4/12/20/28) IELSR5/13/21/29) IELSR6/14/22/30) 7/15/23/31)
0x00 Interrupt disable Interrupt disable Interrupt disable Interrupt disable
0x01 PORT_IRQO PORT_IRQ1 PORT_IRQ2 PORT_IRQ3
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Table 12.6 ICU input link select (2) (2 of 2)
group4 (interrupt ch group5 (interrupt ch group6 (interrupt ch group? (interrupt ch IELSR
IELS[4:0] | IELSR4/12/20/28) IELSR5/13/21/29) IELSR6/14/22/30) 7/15/23/31)
0x02 DTC_COMPLETE LvD_LVD2 FCU_FRDYI SYSTEM_SNZREQ
0x03 ICU_SNZCANCEL AGT1_AGTCMAI AGT1_AGTCMBI IWDT_NMIUNDF
0x04 LvD_LVD1 RTC_ALM RTC_PRD RTC_CUP
0x05 AGT1_AGTI ADC120_GBADI ADC120_CMPAI ADC120_CMPBI
0x06 WDT_NMIUNDF ADC120_WCMPUM IICO_TEI IICO_EEI
0x07 ADC120_ADI ACMP_LP1 CTSU_CTSURD CTSU_CTSUFN
0x08 ADC120_WCMPM IICO_TXI CAC_MENDI CAC_OVFI
0x09 ACMP_LPO CTSU_CTSUWR Setting prohibited Setting prohibited
0x0A IICO_RXI DOC_DOPCI ELC_SWEVTO ELC_SWEVT1
0x0B IICO_WUI CAC_FERRI POEG_GROUPO POEG_GROUP1
0x0C Setting prohibited Setting prohibited GPT0_CMPC GPTO0_CMPD
0x0D Setting prohibited GPT0_CCMPB Setting prohibited Setting prohibited
0x0E GPTO_CCMPA GPTO_UDF Setting prohibited Setting prohibited
0x0F GPTO_OVF Setting prohibited SCIO_TEI SCIO_ERI
0x10 Setting prohibited SCIO_TXI SPIO_SPII SPIO_SPEI
0x11 GPT_UVWEDGE SPI0_SPTI SPI0_SPTEND PORT_IRQ7
0x12 SCI0_RXI AES_RDREQ TRNG_RDREQ Setting prohibited
0x13 SCI0_AM PORT_IRQ5 PORT_IRQ6 GPT4_UDF
0x14 SPI0_SPRI Setting prohibited MOSC_STOP GPT5_CMPD
0x15 AES_WRREQ Setting prohibited Setting prohibited GPT6_UDF
0x16 PORT_IRQ4 Setting prohibited GPT4_OVF GPT7_CMPD
0x17 Setting prohibited GPT5_CCMPB GPT5_CMPC GPT8_UDF
0x18 Setting prohibited GPT7_CCMPB GPT6_OVF GPT9_CMPD
0x19 Setting prohibited GPT9_CCMPB GPT7_CMPC SCI2_ERI
0x1A GPT5_CCMPA SCI1_AM GPT8_OVF SCI9_ERI
0x1B GPT7_CCMPA SCI2_TXI GPT9_CMPC Setting prohibited
0x1C GPT9_CCMPA SCI9_TXI SCI2_TEI Setting prohibited
0x1D SCI2_RXI Setting prohibited Setting prohibited Setting prohibited
Ox1E SCI9_RXI Setting prohibited SCI9_TEI Setting prohibited
Ox1F Setting prohibited Setting prohibited Setting prohibited Setting prohibited
Table 12.7 Register setting for event (1 of 4)
IELSRn.IELS[4:0]
Group0(n= |Group1(n= |Group2(n= [Group3(n= [Group4(n= |[Group5(n= |Group6(n= |[Group7(n=
Name 0/8/16/24) 1/9/17/25) 2/10/18/26) 3/11/19/27) 4/12/20/28) 5/13/21/29) 6/14/22/30) 7/15/23/31)
PORT_IRQO 0x01 — — — 0x01 — — —
PORT_IRQ1 — 0x01 — — — 0x01 — —
PORT_IRQ2 — — 0x01 — — — 0x01 —
PORT_IRQ3 — — — 0x01 — — — 0x01
PORT_IRQ4 — — — — 0x16 — — —
PORT_IRQ5 — — — — — 0x13 — —
PORT_IRQ6 — — — — — — 0x13 —
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Table 12.7

Register setting for event (2 of 4)

Name

IELSRn.IELS[4:0]

Group 0 (n =
0/8/16/24)

Group 1 (n=
1/9/17/25)

Group 2 (n =
2/10/18/26)

Group 3 (n=
3/11/19/27)

Group 4 (n=
4/12/20/28)

Group 5(n=
5/13/21/29)

Group 6 (n =
6/14/22/30)

Group 7 (n =
7/15/23/31)

PORT_IRQ7

0x11

DTC_COMPLETE

0x02"

0x02"1

ICU_SNZCANCEL

0x03""

0x03™

FCU_FRDYI

LvD_LVD1

0x04"

0x04"1

LvD_LVD2

MOSC_STOP

SYSTEM_SNZREQ

0x02"2

AGTO_AGTI

0x11

AGTO_AGTCMAI

0x16

AGTO_AGTCMBI

0x13

AGT1_AGTI

0x05

AGT1_AGTCMAI

0x03

AGT1_AGTCMBI

IWDT_NMIUNDF

WDT_NMIUNDF

RTC_ALM

RTC_PRD

RTC_CUP

ADC120_ADI

ADC120_GBADI

ADC120_CMPAI

ADC120_CMPBI

ADC120_WCMPM

0x082

0x082

ADC120_WCMPUM

0x062

0x062

ACMP_LPO

0x09""

0x09™!

ACMP_LP1

0x07"1

0x07"1

IICO_RXI

0x0A

0x0A

IICO_TXI

0x08

0x08

IICO_TEI

IICO_EEI

IICO_WUI

CTSU_CTSUWR

CTSU_CTSURD

CTSU_CTSUFN

KEY_INTKR

DOC_DOPCI

0x0A™

0x0A™

CAC_FERRI

0x0B™

0xoB™
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Table 12.7 Register setting for event (3 of 4)

IELSRn.IELS[4:0]

Group0(n= |Group1(n= |Group2(n= [Group3(n= [Group4(n= |Group5(n= |Group6(n= |[Group7(n=
Name 0/8/16/24) 1/9/17/25) 2/10/18/26) 3/11/19/27) 4/12/20/28) 5/13/21/29) 6/14/22/30) 7/15/23/31)

CAC_MENDI — — 0x08"1 — — — 0x08" —

CAC_OVFI — — — 0x08™ — — — ox08™

IOPORT_GROUP1 — 0x15 — — — — — —
IOPORT_GROUP2 — — 0x13 — — — — —
ELC_SWEVTO — — 0x0A — — — 0x0A —
ELC_SWEVT1 — — — 0x0A — — — O0x0A

POEG_GROUPO — — 0x0B™ — — — 0x0B"™" —

POEG_GROUP1 — — — 0x0B™" — — — 0x0B™1

GPTO_CCMPA 0x0E — — — 0x0E — — —
GPTO0_CCMPB — 0x0D — — — 0x0D — —
GPTO_CMPC — — 0x0C — — — 0x0C —
GPTO_CMPD — — — 0x0C — — — 0x0C
GPTO_OVF 0x0F — — — O0x0F — — —
GPTO_UDF — 0x0E — — — 0x0E — —

GPT4_CCMPA 0x1B — — — — — — —
GPT4_CCMPB — 0x18 — — — — — _
GPT4_CMPC — — 0x15 — — — _ _
GPT4_CMPD — — — 0x13 — _ _ _
GPT4_OVF — — — — — — 0x16 —
GPT4_UDF — — — — — — — 0x13
GPT5_CCMPA — — — — 0x1A — — —
GPT5_CCMPB — — — — — ox17 — —
GPT5_CMPC — — — — — — 0x17 —
GPT5_CMPD — — — — — — — 0x14
GPT5_OVF — — 0x16 — — — — —
GPT5_UDF — — — 0x14 — — — —_
GPT6_CCMPA 0x1C — — — — — — _
GPT6_CCMPB — 0x19 — — — — — —
GPT6_CMPC — — ox17 — — — _ _
GPT6_CMPD — — — 0x15 — — — —
GPT6_OVF — — — — — — 0x18 —
GPT6_UDF — — — — — — — 0x15
GPT7_CCMPA — — — — 0x1B — — —
GPT7_CCMPB — — — — — 0x18 — —
GPT7_CMPC — — — — — — 0x19 —
GPT7_CMPD — — — — — — — 0x16
GPT7_OVF — — 0x18 — — — _ _
GPT7_UDF — — — 0x16 — — — —

GPT8_CCMPA 0x1D — — — — — — —
GPT8_CCMPB — Ox1A — — — — — —
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Table 12.7 Register setting for event (4 of 4)

Name

IELSRn.IELS[4:0]

Group 0 (n =
0/8/16/24)

Group 1 (n=
1/9/17/25)

Group 2 (n =
2/10/18/26)

Group 3 (n=
3/11/19/27)

Group 4 (n=
4/12/20/28)

Group 5(n=
5/13/21/29)

Group 6 (n =
6/14/22/30)

Group 7 (n =
7/15/23/31)

GPT8_CMPC

0x19

GPT8_CMPD

0x17

GPT8_OVF

GPT8_UDF

GPT9_CCMPA

GPT9_CCMPB

GPT9_CMPC

GPT9_CMPD

GPT9_OVF

GPT9_UDF

GPT_UVWEDGE

ox11"1

0x11™1

SCI0_RXI

0x12

0x12

SCI0_TXI

SCI0_TEI

SCIO_ERI

SCI0_AM

0x13"

SCI1_RXI

Ox1E

SCH_TXI

SCI1_TEI

SCI1_ERI

SCI1_AM

0x1A™

SCI2_RXI

SCI2_TXI

0x1B

SCI2_TEI

SCI2_ERI

SCI2_AM

SCI9_RXI

SCI9_TXI

SCI9_TEI

SCI9_ERI

SCI9_AM

SPI0_SPRI

SPI0_SPTI

SPI0_SPII

0x10™

0x10™

SPI0_SPEI

SPIO_SPTEND

0x1171

ox11™1

AES_WRREQ

AES_RDREQ

0x12

0x12

TRNG_RDREQ

0x12"1

0x12"
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Note 1. Use for CPU interrupt only.

Note 2. Use for DTC interrupt only.

12.4 Interrupt Operation

The ICU performs the following functions:
e Detecting interrupts
e Enabling and disabling interrupts

e Sclecting interrupt request destinations such as CPU interrupt, DTC activation.

12.4 1 Detecting Interrupts

The ICU selects an event source input from a peripheral function interrupt or an external pin interrupt with IELSRn.IELS
[4:0].

The accepted interrupt source sets the IELSRn.IR to 1 and sends an interrupt request to the NVIC.
External pin interrupt requests are detected by either:
e Edges (falling edge, rising edge, or rising and falling edges)
e Level (low level) of the interrupt signal.
Set the IRQCRi.IRQMD[1:0] bits to select the detection mode for the IRQi pins. For interrupt sources associated with

peripheral modules, see Table 12.3 and Table 12.4. Events must be accepted by the NVIC before an interrupt occurs and is
accepted by the CPU.

— ICU - CPU:NVIC
IELSRn.IELS[m:0]
Set by software interrupt
Event select
Event
factor
— IELSRn.IR—~
— Interrupt
— source
: > Set [—D
—
> Reset
Interrupt Set-Enable Registers
(NVIC_ISER)
Automatically cleared by
Clear by software the interrupt completion
Note: m=4

Figure 12.2  Interrupt path of the ICU and CPU (NVIC)

12.5 Interrupt setting procedure

12.5.1 Enabling Interrupt Requests

The procedure for enabling an interrupt request is as follows:
1. Set the Interrupt Set-Enable register (NVIC ISER).

2. Set the IELSRn.IELS[4:0] bits as the interrupt source.

3. Specify the operation settings for the event source, such as snooze mode cancellation (SELSRO0.SELS[7:0]), software
standby mode cancellation (WUPEN register setting).
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12.5.2

The procedure to disable the interrupt request is as follows:

Disabling Interrupt Requests

1. Disable the operation settings for the event source, such as snooze mode cancellation (SELSR0.SELS[7:0]), software
standby mode cancellation (WUPEN register setting).

2. Clear the interrupt source setting (IELSRn.IELS[4:0] = 0x00).
Clear the interrupt status flag (IELSRn.IR = 0).
4. Clear the interrupt Clear-Enable register (NVIC ICER) and interrupt Clear-Pending register (NVIC ICPR).

12.5.3
The procedure for polling for interrupt requests is as follows:
1. Set the Interrupt Clear-Enable register (NVIC_ICER).
2. Set the IELSRn.IELS[4:0] bits as the interrupt source.

Polling for interrupts

3. Specify the operation settings for the event source, such as snooze mode cancellation (SELSR0.SELS[7:0]), software
standby mode cancellation (WUPEN register setting).

4. Poll the interrupt Set-Pending register (NVIC ISPR).

12.5.4
The available destinations are fixed for each interrupt, as described in Table 12.3, Table 12.4 and Table 12.6.

Selecting Interrupt Request Destinations

The interrupt output destination, CPU, or DTC can be independently selected for each interrupt source.
Use an interrupt request destination setting that is indicated by a “v/” in the event list.
If the DTC is selected as the destination for requests from an IRQi pin, you must set the IRQCRi.IRQMD[1:0] bits for that

interrupt to select edge detection.

12.5.4.1 CPU interrupt request

When I[ELSRn.DTCE = 0, the event specified in the IELSRn register is output to the NVIC. Set the IELSRn.IELS[4:0] bits
to the target event and set the IELSRn.DTCE bit to 0.

12.5.4.2 DTC activation

When IELSRn.DTCE = 1, the event specified in the IELSRn register is output to the DTC. Use the following procedure:
1. Set the IELSRn.IELS[4:0] bits to the target event and set the IELSRn.DTCE bit to 1.
2. Set the DTC Module Start bit (DTCST.DTCST) to 1.

Table 12.8 shows operation when the DTC is the interrupt request destination.

Table 12.8 Operation when DTC becomes interrupt request destination
Interrupt Remaining
request transfer Operation per Interrupt request destination
destination |DISEL™ |operations |request IR™2 after transfer
DTC™3 1 0 DTC transfer - CPU | Cleared on interrupt acceptance DTC
interrupt by the CPU
=0 DTC transfer - CPU | Cleared on interrupt acceptance CPU (IELSRn.DTCE bit is
interrupt by the CPU automatically cleared)
0 #0 DTC transfer Cleared at the start of DTC data DTC
transfer after reading DTC transfer
data
=0 DTC transfer — CPU | Cleared on interrupt acceptance CPU (IELSRn.DTCE bit is
interrupt by the CPU automatically cleared)

Note 1. DTC.MRB.DISEL bit controles the interrupt generates timing from DTC to CPU.
Note 2. When the IELSRn.IR flag is 1, an interrupt request (DTC activation request) that occurs again is ignored.
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Note 3. For chain transfers, DTC transfer continues until the last chain transfer ends. The DISEL bit state and the remaining transfer count
determine whether a CPU interrupt occurs, the IELSRn.IR flag clear timing, and the interrupt request destination after transfer. See
Table 15.2 in section 15, Data Transfer Controller (DTC).

12.5.5 Digital Filter

A digital filter function is provided for the external interrupt request pins IRQi, (i = 0 to 7) and the NMI pin interrupt. It
samples input signals on the filter PCLKB sampling clock and removes any signal with a pulse width less than 3 sampling
cycles.

To use the digital filter for an IRQi pin:

1. Set the sampling clock cycle to PCLKB, PCLKB/S, PCLKB/32, or PCLKB/64 in the IRQCRi.FCLKSEL[1:0] bits (i=0
to 7).

2. Set the IRQCRIi.FLTEN bit (i= 0 to 7) to 1 (digital filter enabled).

To use the digital filter for an NMI pin:
1. Set the sampling clock cycle to PCLKB, PCLKB/8, PCLKB/32, or PCLKB/64 in the NMICR.NFCLKSEL[1:0] bits.
2. Set the NMICR.NFLTEN bit to 1 (digital filter enabled).

Figure 12.3 shows an example of digital filter operation.

IRQCRI.FLTEN bit"!

Pulses removed
; )

— T

The levél matéhes

| | |
| | |
| N
IRQi pin™ | i : ! : | ! thre‘ t|me§
! i |The'level matches | | | (1 i [
T three times | P | ‘ : —
! | ! L D ! T
|
IRQi_d" | ! !

(internal F/F) } } }
|

! |

| | | | | T — T
«———Digital filter enabled———————»-&—Disabled—#-¢————Enabled

Operation example with IRQCRIi.IRQMDI[1:0] = 11b (low-level detection)

Note1. i=0to7

Figure 12.3  Digital filter operation example

Before entering Software Standby mode, disable the digital filters by clearing the IRQCRi.FLTEN and NMICR.NFLTEN
bits. The ICU clock stops in Software Standby mode.

On exiting Software Standby mode, the circuit detects the edge by comparing the state before standby to the state after
standby release. If the input changes during Software Standby mode, an incorrect edge might be detected. The digital filters
can be enabled again after exiting Software Standby mode.

During Software Standby Mode, the digital filter is forcibly turned off by Hardware. After returning to normal mode from
Software Standby Mode, follow the values of IRQCRIi.FLTEN (i =0 to 15) and NMICR.NFLTEN. Once the filter is
disabled, the event information sampled up to that point will be lost.

12.5.6 External Pin Interrupts

To use external pin interrupts:
1. Configure I/O ports settings.
2. Clear the IRQCRi.FLTEN bit (i =0 to 7) to 0 (digital filter disabled).
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3. Set the IRQMDJ[1:0] bits of the given IRQCRI register (i =0 to 7) to select the senses of detection.
4. Set the FCLKSEL[1:0] bits, and the FLTEN bit of the IRQCRIi register.
5. Select the IRQ pin as follows:

e If the IRQ pin is to be used for CPU interrupt requests, set the [IELSRn.IELS[4:0] bits and the IELSRn.DTCE bit to
0.

e If the IRQ pin is to be used for DTC activation, set the IELSRn.IELS[4:0] bits and the IELSRn.DTCE bit to 1.

12.6 Non-Maskable Interrupt Operation
The following sources can trigger a non-maskable interrupt:
o NMI pin interrupt
e Oscillation stop detection interrupt
o WDT underflow/refresh error interrupt
o [WDT underflow/refresh error interrupt
e Voltage monitor 1 interrupt
e Voltage monitor 2 interrupt
o SRAM parity error interrupt
e Bus master MPU error interrupt
e Bus slave MPU error interrupt
e CPU stack pointer monitor interrupt
Non-maskable interrupts can only be used with the CPU, not to activate the DTC. Non-maskable interrupts take precedence

over all other interrupts. The non-maskable interrupt states can be verified in the Non-Maskable Interrupt Status Register
(NMISR). Confirm that all bits in the NMISR are 0 before returning from the NMI handler.

Non-maskable interrupts are disabled by default. To use non-maskable interrupts:

1. Clear the NMICR.NFLTEN bit to 0 (digital filter disabled).

2. Set the NMIMD bit, NFCLKSEL[1:0] bits, and NFLTEN bit of NMICR register.

3. Write 1 to the NMICLR.NMICLR bit to clear the NMISR.NMIST flag to 0.

4. Enable the non-maskable interrupt by writing 1 to the associated bit in the Non-Maskable Interrupt Enable Register
(NMIER).

After 1 is written to the NMIER register, subsequent write access to the NMIEN bit in NMIER is ignored. An NMI cannot
be disabled when enabled, except by a reset.

12.7 Return from Low Power Modes

Table 12.4 lists the interrupt sources that can be used to exit Sleep or Software Standby mode. For more information, see
section 10, Low Power Modes.

12.7.1 Return from Sleep Mode
To return from Sleep mode in response to an interrupt:

non-maskable interrupt

e Use the NMIER register to enable the target interrupt request.

maskable interrupt
e Seclect the CPU as the interrupt request destination.

e Enable the interrupt in the NVIC.
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12.7.2 Return from Software Standby Mode

The ICU returns from Software Standby mode using a non-maskable interrupt or a maskable interrupt. For maskable
interrupt of canceling source, see Table 12.4.

To return from Software Standby mode:

1. Select the interrupt source that enables return from Software Standby:
e For non-maskable interrupts, use the NMIER register to enable the target interrupt request
e For maskable interrupts, use the WUPEN register to enable the target interrupt request.

2. Select the CPU as the interrupt request destination

3. Enable the interrupt in the NVIC.

Interrupt requests through the IRQn pins that do not satisfy these conditions are not detected while the clock is stopped in
Software Standby mode.

12.7.3 Return from Snooze Mode
The ICU can return to Normal mode from Snooze mode using the interrupts provided for this mode.
To return to Normal mode from Snooze mode:

1. Set the number of the required interrupt request in SELSRO.SELS[7:0]

2. Set the value 0x03 (ICU_SNZCANCEL) in IELSRn.IELS[4:0] (n = one of following numbers: 0, 4, 8, 12, 16, 20, 24,
and 28).

Select the CPU as the interrupt request destination.
4. Enable the interrupt in the NVIC.

Note:  In Snooze mode, a clock is supplied to the ICU. If an event selected in IELSRn is detected, the CPU acknowledges
the interrupt after returning to Normal mode from Software Standby mode.

12.8 Using the WFI Instruction with Non-Maskable Interrupts

Whenever a WFI instruction is executed, confirm that all status flags in the NMISR register are 0.

12.9 Reference
e ARM® Cortex®-M23 Processor Technical Reference Manual (ARM DDI 0550C)
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13. Buses

13.1 Overview

Table 13.1 lists the bus specifications, Figure 13.1 shows the bus configuration, and Table 13.2 lists the addresses assigned
for each bus.

Table 13.1 Bus specifications

Bus type Description
Main bus System bus (CPU) e Connected to CPU
e Connected to on-chip memory and internal peripheral bus
DMA bus e Connected to DTC
e Connected to on-chip memory and internal peripheral bus
Slave interface | Memory bus 1 Connected to code flash memory
Memory bus 4 Connected to SRAMO
Internal peripheral bus 1 Connected to system control related to peripheral modules
Internal peripheral bus 3 e Connected to peripheral modules (CAC, ELC, I/O Ports, POEG, RTC, WDT,
IWDT, lIC, ADC12, DOC, GPT, SCI, SPI, and CRC)
e Connected to peripheral modules (KINT, AGT, ACMPLP, and CTSU)
Internal peripheral bus 7 e Connected to peripheral modules(AES, TRNG)
Internal peripheral bus 9 Connected to flash memory (in P/E (Programming/Erasure)), data flash memory and
TSN
CM23 DTC
A A
v System bus
A A v DMA bus
A A n
VY Y \ A 4
A A A A
\ 4 \ 4 \ 4 \ 4
Data flash Internal
Code flash SRAMO ata flas tle a
memory memory peripheral

Figure 13.1 Bus configuration

Table 13.2 Addresses assigned for each bus (1 of 2)

Address Bus Area

0x0000_0000 to Ox01FF_FFFF Memory bus 1 Code flash memory

0x2000_0000 to 0x2000_7FFF Memory bus 4 SRAMO

0x4000_0000 to 0x4001_8FFF Internal peripheral bus 1 Peripheral I/O registers
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Table 13.2 Addresses assigned for each bus (2 of 2)

Address Bus Area

0x4001_9000 to 0x4001_9FFF Memory bus 4 MTB 1/O registers

0x4001_A000 to 0x4001_FFFF Internal peripheral bus 1 Peripheral I/O registers

0x4004_0000 to 0x400B_FFFF Internal peripheral bus 3

0x400C_0000 to 0x400D_FFFF Internal peripheral bus 7 Peripheral 1/0 registers(AES,TRNG)

0x4010_0000 to 0x407F_FFFF Internal peripheral bus 9 Flash énemory (in P/E), data flash memory
and TSN

13.2 Description of Buses

13.2.1 Main Buses

The main buses consist of the system bus and DMA bus. The system bus and DMA bus are connected to the following:
e (Code flash memory
e SRAMO

e Data flash memory

Internal peripheral bus

The system bus is used for instruction and data accesses to the CPU.

Different master and slave transfer combinations can proceed simultaneously. In addition, requests for bus access from
masters other than the DTC are not accepted during reads of transfer control information for the DTC.

13.2.2 Slave Interface

For connections from the main bus to the slave interfaces, see the slave interfaces in section 13.1. Overview.
Bus access from the system bus and DMA bus is arbitrated and has the following fixed priority order:
DMA bus > system bus

Different master and slave transfer combinations can proceed simultaneously.

13.2.3 Parallel Operations

Parallel operations are possible when different bus masters request access to different slave modules. Figure 13.2 shows an
example of parallel operations. In this example, the CPU uses the instruction and operand buses for simultaneous access to
the flash and SRAM, respectively. Additionally, the DTC simultaneously uses the DMA bus for access to a peripheral bus
during access to the flash and SRAM by the CPU.

< Flash/SRAM access >
CPU instruction fetching Flash | Flash | Flash [ SRAM | SRAM [ SRAM [ SRAM
< Peripheral bus access >
DTC Peripheral bus

Figure 13.2  Example of parallel operations

13.2.4 Restriction on Endianness

Memory space must be little-endian to execute code on the Cortex®-M23 core.
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13.2.5 Restriction on Exclusive Access

The main bus does not support exclusive transfers and there is no global monitor in the MCU.

The main bus always deasserts the HEXOKAY signal (a signal in the AHB-Lite protocol) to the CPU. This means that

a store exclusive instruction such as STREX instruction always gets a failed status. When an exclusive write operation is
performed by the CPU, the main bus always writes the data successfully.

13.3 Register Descriptions

13.3.1 BUSMCNTX : Master Bus Control Register x (x = SYS, DMA)

Base address: BUS = 0x4000_3000

Offset address: 0x1008 (BUSMCNTSYS)
0x100C (BUSMCNTDMA)
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: | IERES | — — — — — — — — — — — — — — —
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
14:0 — These bits are read as 0. The write value should be 0. R/W
15 IERES Ignore Error Responses R/W
0: A bus error is reported.
1: A bus error is not reported.
Note:  Changing reserved bits from the initial value of 0 is prohibited. Operation during the change is not guaranteed.

IERES bit (Ignore Error Responses)
The IERES bit specifies the enable or disable of an error response of the AHB-Lite protocol.
Table 13.3 lists the registers associated with each bus type.

Table 13.3 Associations between bus types and registers
Bus type Master Bus Control Register Bus Error Address Register Bus Error Status Register
System bus (CPU) BUSMCNTSYS BUS3ERRADD BUS3ERRSTAT
DMA bus BUSMCNTDMA BUS4ERRADD BUS4ERRSTAT
13.3.2 BUSNERRADD : Bus Error Address Register n (n = 3, 4)
Base address: BUS = 0x4000_3000
Offset address: 0x1820 (n = 3)
0x1830 (n = 4)
Bit position: 31 0
Bit field: BERAD[31:0]

Value after reset:  x X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X

Bit Symbol Function

Bus Error Address R
When a bus error occurs, these bits store the error address.

31:0 BERAD[31:0]

BUSNERRADD is only cleared by resets other than MPU-related resets. For more information, see section 5, Resets, and section
14, Memory Protection Unit (MPU).

Note:

Table 13.3 lists the registers associated with each bus type.
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BERAD[31:0] bits (Bus Error Address)

The BERAD[31:0] bits store the accessed address when a bus error occurred. For more information, see the description of
the ERRSTAT flag in section 13.3.3. BUSnERRSTAT : BUS Error Status Register n (n = 3, 4) and section 13.4. Bus Error
Monitoring Section.

The value of the BUSnERRADD.BERAD[31:0] bits (n = 3, 4) is valid only when the BUSnERRSTAT.ERRSTAT flag (n =
3,4)issetto 1.

13.3.3 BUSNERRSTAT : BUS Error Status Register n (n = 3, 4)

Base address: BUS = 0x4000_3000

Offset address: 0x1824 (n = 3)
0x1834 (n = 4)

Bit position: 7 6 5 4 3 2 1 0
... | ERRS ACCS
Bit field: TAT — — — — — — TAT
Value after reset: 0 0 0 0 0 0 0 X
Bit Symbol Function R/W
0 ACCSTAT Error Access Status flag R

Access status when the error occurred:

0: Read access
1: Write access

6:1 — These bits are read as 0.

7 ERRSTAT Bus Error Status flag
0: No bus error occurred.
1: Bus error occurred.

Note:  BUSNERRSTAT is only cleared by resets other than MPU-related resets. For more information, see section 5, Resets, and section
14, Memory Protection Unit (MPU).

Table 13.3 lists the registers associated with each bus type.

ACCSTAT flag (Error Access Status flag)

The ACCSTAT flag indicates the access status, write or read access, when a bus error occurs. For more information, see the
description of the BUSnERRSTAT.ERRSTAT flag and section 13.4. Bus Error Monitoring Section.

The value is valid only when the BUSnERRSTAT.ERRSTAT flag (n =3, 4) is set to 1.
ERRSTAT flag (Bus Error Status flag)

The ERRSTAT flag indicates whether a bus error occurred. When a bus error occurs, the access address and status of write
or read access are stored. The BUSnNERRSTAT.ERRSTAT flag (n =3, 4) is set to 1.

For more information on bus errors, see section 13.4. Bus Error Monitoring Section and section 14, Memory Protection Unit
(MPU).

134 Bus Error Monitoring Section
The monitoring system monitors each individual area, and whenever it detects an error, it returns the error to the requesting
master [P using the AHB-Lite error response protocol.

13.4.1 Error Type that Occurs by Bus

Three types of errors can occur on each bus:
e [llegal address access
e Bus master MPU error

o Bus slave MPU error
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section 13.4.3. Conditions for issuing illegal Address Access Errors lists the address ranges where access leads to illegal
address access errors. The reserved area in the slave does not trigger an illegal address access error.

For more information on bus master MPU and bus slave MPU, see section 14, Memory Protection Unit (MPU).

13.4.2 Operation when a Bus Error Occurs

When a bus error occurs, operation is not guaranteed and the error is returned to the requesting master IP. The bus error
information occurred in each master is stored in the BUSnERRADD and BUSNnERRSTAT registers. These registers must be
cleared by reset only. For more information, see section 13.3.2. BUSnERRADD : Bus Error Address Register n (n =3, 4)
and section 13.3.3. BUSnERRSTAT : BUS Error Status Register n (n = 3, 4).

Note: DTC does not receive bus errors. If the DTC accesses the bus, the transfer continues.

13.4.3 Conditions for issuing illegal Address Access Errors

Table 13.4 lists the address spaces for each bus that issue illegal address access errors.

Table 13.4 Conditions leading to illegal address access errors

Main buses

System
Address Slave bus name bus(CPU) DMA bus
0x0000_0000 to Ox01FF_FFFF Memory bus 1 — —
0x0200_0000 to Ox1FFF_FFFF Reserved E E
0x2000_0000 to 0x2000_7FFF Memory bus 4 — —
0x2000_8000 to 0x3FFF_FFFF Reserved E E
0x4000_0000 to 0x4001_8FFF Internal peripheral bus 1 — —
0x4001_9000 to 0x4001_9FFF Memory bus 4 — —
0x4001_A000 to 0x4001_FFFF Internal peripheral bus 1 — —
0x4002_0000 to 0x4003_FFFF Reserved E E
0x4004_0000 to 0x400B_FFFF Internal peripheral bus 3 — —
0x400C_0000 to 0x400D_FFFF Internal peripheral bus 7 — —
0x400E_0000 to 0x400F_FFFF Reserved E E
0x4010_0000 to 0x407F_FFFF Internal peripheral bus 9 — —
0x4080_0000 to OXDFFF_FFFF Reserved E E
0xE000_0000 to OXFFFF_FFFF System for Cortex®-M23 — E

Note:  E indicates the path where an illegal address access error occurs.
— indicates the path where an illegal address access error does not occur.

Note:  The bus module detects an access error resulting from access to reserved area, for example if no area is assigned for the slave.
0x0200_0000 to Ox1FFF_FFFF: Access error detection.
0x0000_0000 to 0x01FF_FFFF: Memory bus 1 no access error detection.

13.5 References

1. ARM®vS8-M Architecture Reference Manual (ARM DDI0553B.a)

2. ARM® Cortex®-M23 Processor User Guide (ARM DUI0963B)

3. ARM® AMBA® 5 AHB-Lite Protocol Specification (ARM IHI0033B.b)
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14. Memory Protection Unit (MPU)

14 1 Overview

The MCU has four Memory Protection Units (MPUs) and a CPU stack pointer monitor function are provided.
Table 14.1 lists the MPU specifications, and Table 14.2 shows the behavior on detection of each MPU error.

Table 14.1 MPU specifications

Classification Module/Function Specifications

lllegal memory access | lllegal address access e Arm CPU has a default memory map. If the CPU makes an illegal address access,
a Hard Fault occurs
e The Arm MPU can change a default memory map.

CPU stack pointer 2 regions:
monitor e Main Stack Pointer (MSP)
e Process Stack Pointer (PSP).
Memory protection Arm MPU Memory protection function for the CPU:
e 8 MPU regions with sub regions and background region.
Bus master MPU Memory protection function for each bus master except for the CPU:
e Bus master MPU group A: 4 regions
Bus slave MPU Memory protection function for each bus slave
Security Security MPU Protect accesses from non-secure programs to the following secure regions:

e 2 regions (PC)
e 4 regions (code flash, SRAM, 2 secure functions).

Table 14.2 Behavior on MPU error detection

Storing of error

MPU type Notice method Bus access at error detection access information
CPU stack pointer monitor Reset or non-maskable interrupt Don’t care Not stored
Arm MPU Hard fault o Does not correctly have write access Not stored

e Does not correctly have read access.

Bus master MPU Reset or non-maskable interrupt e \Write access to the protection region Stored
e Read access to the protection region.

Bus slave MPU Reset or non-maskable interrupt e \Write access ignored Stored
e Read access is read as 0.

Security MPU Not notified o Does not correctly have write access Not stored
e Does not correctly have read access.

For information on error access for the Arm MPU, see section 14.8. References. For information on error access for other
MPUs, see section 13.3. Register Descriptions and section 13.4. Bus Error Monitoring Section in section 13, Buses.

14.2 CPU Stack Pointer Monitor

The CPU stack pointer monitor detects underflows and overflows of the stack pointer. Because the Arm CPU has two
stack pointers, a Main Stack Pointer (MSP) and a Process Stack Pointer (PSP), it supports two CPU stack pointer monitors.
If a stack pointer underflow or overflow is detected, the CPU stack pointer monitor generates a reset or a non-maskable
interrupt. The CPU stack pointer monitor is enabled by setting the Stack Pointer Monitor Enable bits in the Stack Pointer
Monitor Access Control Register (MSPMPUCTL, PSPMPUCTL) to 1.

Table 14.3 lists the specifications of the CPU stack pointer monitor. Figure 14.1 shows a CPU stack pointer monitor block
diagram and Figure 14.2 shows the CPU stack pointer monitor register setting flow.

Table 14.3 CPU stack pointer monitor specifications (1 of 2)

Parameter Description
Region to be monitored SRAM region
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Table 14.3 CPU stack pointer monitor specifications (2 of 2)

Parameter Description

Number of regions 2 regions:
e Main Stack Pointer (MSP)
e Process Stack Pointer (PSP).

Address specification for individual regions Specifying start and end addresses for individual regions

Stack pointer monitor enable or disable setting for Enabling or disabling stack pointer monitor for individual regions

individual regions

Operation on error detection Reset or non-maskable interrupts

Register protection Prevents illegal writing to the CPU stack pointer monitor register
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CPU processer register set

RO
R1
R2
R3
R4
R5
R6
R7
R8
R9
R10
R11

R12
R13 (SP)

Process Stack

Pointer (PSP)

Main Stack
Pointer (MSP)

R14 (LR)
R15 (PC)
xPSR

CPU stack pointer monitor

Main stack pointer monitor

Start
address

End
address

Yy

Compare

(within)

| ENABLE | | OAD

bit

bit

T—D’—_Z>—> Reset

Process stack pointer monitor

Start
address

End
address

> Compare

(within)

| ENABLE | | OAD

bit

bit

_Z>_> Non-maskable
interrupt

Figure 14.1

CPU stack pointer monitor block diagram
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C p

Write to MSPMPUSA and MSPMPUEA registers
Write to PSPMPUSA and PSPMPUEA registers

A 4

Write to MSPMPUCTL and PSPMPUCTL registers
Write to MSPMPUOAD and PSPMPUOAD registers

y
Write to MSPMPUPT and PSPMPUPT register

C )

Figure 14.2  CPU stack pointer monitor register setting flow

14.2.1 Protecting the Registers

Registers related to the CPU stack pointer monitor can be protected with the associated PROTECT bit. For details, see
section 14.2.3.7. MSPMPUPT, PSPMPUPT : Stack Pointer Monitor Protection Register.

14.2.2 Overflow and Underflow Errors

The CPU stack pointer monitor generates an error if an overflow or underflow error is detected. Set the OAD bit to select
whether the error is reported as a non-maskable interrupt or reset.

The non-maskable interrupt status is indicated in [CU.NMISR.SPEST. For details, see section 12, Interrupt Controller Unit
(ICU). The reset status is indicated in SYSTEM.RSTSR1.SPERF. For details, see section 5, Resets.

When ICU.NMISR.SPEST indicates that a CPU stack pointer monitor interrupt occurred, check the ERROR flags in
MSPMPUCTL and PSPMPUCTL registers to determine whether it is a main stack pointer monitor error or a process stack
pointer monitor error.

A non-maskable interrupt is generated continuously while the stack pointer overflows or underflows. To clear the
error, set the stack pointer within the specified region and then clear the non-maskable interrupt flag by setting the
ICU.NMICLR.SPECLR bit to 1. Write 0 to clear the ERROR flags in the MSPMPUCTL and PSPMPUCTL registers.

14.2.3 Register Descriptions

Note:  Bus access must be stopped before writing to MPU registers.

14.2.3.1 MSPMPUSA : Main Stack Pointer (MSP) Monitor Start Address Register

Base address: RMPU = 0x4000_0000
Offset address: 0xD08

Bit position: 31 0

Bit field: MSPMPUSA[31:0]

Value afterreset: x x x x X X X X X X X X X X X X X X X X X X X X X X X X X X X X

RO1UHO0852EJ0150 Rev.1.50 RENESAS Page 220 of 1058
Jun 28, 2024



RA2E1 User's Manual

14. Memory Protection Unit (MPU)

Bit Symbol

Function

R/W

31:0

MSPMPUSA[31:0]

Region Start Address

Address where the region starts, for use in region determination.

The lower 2 bits should be 0. The value range is from 0x1FF0_0000 to 0x200F_FFFC,
excluding reserved areas.

R/W

The MSPMPUSA and MSPMPUEA registers specify the CPU stack region of SRAM (0x1FF0_0000 to 0x200F FFFF,
excluding reserved areas). For SRAM area to be covered, see section 4.1. Address Space.

14.2.3.2

Base address:

Offset address:
Bit position:
Bit field:

Value after reset:

MSPMPUEA : Main Stack Pointer (MSP) Monitor End Address Register

RMPU = 0x4000_0000
0xDOC

31

MSPMPUEA[31:0]

Bit Symbol

Function

31:0

MSPMPUEA[31:0]

Region End Address

Address where the region ends, for use in region determination.

The lower 2 bits should be 1. The value range is from Ox1FF0_0003 to 0x200F_FFFF,
excluding reserved areas.

For SRAM area to be covered, see section 4.1. Address Space.

14.2.3.3

Base address:

PSPMPUSA : Process Stack Pointer (PSP) Monitor Start Address Register

RMPU = 0x4000_0000

Offset address: 0xD18
Bit position: 31
Bit field: PSPMPUSA[31:0]
Value afterreset: x x x x x Xx X X X X X X X X X X X X X X X X X X X X X X X X
Bit Symbol Function R/W
R/W

31:0

PSPMPUSA[31:0]

Region Start Address

Address where the region starts, for use in region determination.

The lower 2 bits should be 0. The value range is from 0x1FF0_0000 to 0x200F_FFFC,
excluding reserved areas.

The PSPMPUSA and PSPMPUEA registers specify the CPU stack region of SRAM (0x1FF0_0000 to 0x200F FFFF,
excluding reserved areas). For SRAM area to be covered, see section 4.1. Address Space.

14.2.3.4

Base address:

Offset address:

Bit position:

Bit field:

Value after reset:

PSPMPUEA : Process Stack Pointer (PSP) Monitor End Address Register

RMPU = 0x4000_0000
0xD1C

PSPMPUEA[31:0]
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Bit Symbol Function R/W
31:0 PSPMPUEA[31:0] Region End Address R/W
Address where the region ends, for use in region determination.
The lower 2 bits should be 1. The value range is from Ox1FF0_0003 to 0x200F_FFFF,
excluding reserved areas.
For SRAM area to be covered, see section 4.1. Address Space.
14.2.3.5 MSPMPUOAD, PSPMPUOAD : Stack Pointer Monitor Operation After Detection

Base address:

Register

RMPU = 0x4000_0000

Offset address: 0xD00 (MSPMPUOAD)
0xD10 (PSPMPUOAD)
Bit position: 15 14 13 12 1 10 9 8 7 6 4 3 2 1 0
Bit field: KEY[7:0] — — — — — —_ OAD
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 OAD Operation after Detection R/W
0: Non-maskable interrupt
1: Reset
71 — These bits are read as 0. The write value should be 0. R/W
15:8 KEY([7:0] Key Code R/W™
These bits enable or disable writes to the OAD bit

Note 1. Write data is not retained.

OAD bit (Operation after Detection)
The OAD bit selects either a reset or a non-maskable interrupt when a stack pointer underflow or overflow is detected by
the CPU stack pointer monitor.

The main and the process stack pointer monitors each uses an OAD bit to determine which signal is generated when a stack
pointer underflow or overflow is detected. Write 0xAS5 in KEY[7:0] bits in halfword access simultaneously when setting the

OAD bit.

KEY[7:0] bits (Key Code)

The KEY[7:0] bits enable or disable writes to the OAD bit. When writing to the OAD bit, simultaneously write 0xAS to
KEY[7:0] bits. When values other than 0xAS are written to the KEY[7:0] bits, the OAD bit is not updated. The KEY[7:0]

bits are always read as 0x00.

14.2.3.6

Base address:

MSPMPUCTL, PSPMPUCTL : Stack Pointer Monitor Access Control Register

RMPU = 0x4000_0000

Offset address: 0xD04 (MSPMPUCTL)
0xD14 (PSPMPUCTL)
Bit position: 15 14 13 12 1 10 9 8 7 6 4 3 2 1 0
Bit field: | — — — — — — — ERR'?O — — — — — — — E'LUE\B
Value after reset: 0 0 0 0 0 0 0 0/1™1 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 ENABLE Stack Pointer Monitor Enable R/W
0: Stack pointer monitor is disabled
1: Stack pointer monitor is enabled
71 — These bits are read as 0. The write value should be 0. R/W
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Bit Symbol Function R/W

8 ERROR Stack Pointer Monitor Error Flag R/W

0: Stack pointer has not overflowed or underflowed
1: Stack pointer has overflowed or underflowed

15:9 — These bits are read as 0. The write value should be 0. R/W

Note 1. The initial value depends on the reset generation sources.

ENABLE bit (Stack Pointer Monitor Enable)

The ENABLE bit enables or disables the stack pointer monitor function, independently set for the main stack pointer
monitor and the process stack pointer monitor.

When the MSPMPUCTL.ENABLE bit is set to 1, the following registers are available:
e MSPMPUSA
e MSPMPUEA
e MSPMPUOAD.

When the PSPMPUCTL.ENABLE bit is set to 1, the following registers are available:
e PSPMPUSA
e PSPMPUEA
e PSPMPUOAD.

ERROR flag (Stack Pointer Monitor Error Flag)

The ERROR flag indicates the status of the stack pointer monitor. Each stack pointer monitor has an independent ERROR
flag.

[Setting condition]

e Overflow or underflow of the stack pointer.

[Clearing condition]
e 0 is written to this flag
e A reset other than the bus master MPU error reset, bus slave MPU error reset, and stack pointer error reset. (For the

details of reset factors, see section 5, Resets.)

Note:  Only O can be written to the ERROR flag.

14.2.3.7 MSPMPUPT, PSPMPUPT : Stack Pointer Monitor Protection Register

Base address: RMPU = 0x4000_0000

Offset address: 0xD06 (MSPMPUPT)
0xD16 (PSPMPUPT)

Bit position: 15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
. . PROT
Bit field: KEY[7:0] — — — — — — — ECT

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 PROTECT Protection of Register R/W

0: Stack pointer monitor register writes are permitted.
1: Stack pointer monitor register writes are protected. Reads are permitted

71 — These bits are read as 0. The write value should be 0. R/W

15:8 KEY[7:0] Key Code R/W™1
These bits enable or disable writes to the PROTECT bit

Note 1. Write data is not retained.
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PROTECT bit (Protection of Register)

The PROTECT bit enables or disables writes to the associated registers to be protected, independently set for the main stack
pointer monitor and the process stack pointer monitor.

MSPMPUPT.PROTECT controls the following main stack pointer protection registers:
e MSPMPUCTL
e MSPMPUSA
e MSPMPUEA.

PSPMPUPT.PROTECT controls the following process stack pointer protection registers:
e PSPMPUCTL
e PSPMPUSA
e PSPMPUEA.

When writing to the PROTECT bit, simultaneously write 0xAS5 to the KEY[7:0] bits, using halfword access.

KEY[7:0] bits (Key Code)

The KEY[7:0] bits enable or disable writes to the PROTECT bit simultaneously. When writing to the PROTECT bit, write
0xAS5 to KEY[7:0] bits. When values other than 0xAS5 are written to the KEY[7:0] bits, the PROTECT bit is not updated.
The KEY[7:0] bits are always read as 0.

14.3 Arm MPU

The Arm MPU monitors the addresses accessed by the CPU across the entire address space (0x0000_0000 to
OxFFFF_FFFF) and provides support for:

e 8 protected regions
e Setting access permissions to protected region (Read, Write, Execution)
e Export of memory attributes to the system.

Arm MPU mismatches and permission violations invoke the programmable-priority MemManage fault (Hard Fault)
handler. For details, see section 14.8. References.

14.4 Bus Master MPU

The bus master MPU monitors the addresses accessed by the bus masters in the entire address space (0x0000 0000 to
O0xFFFF_FFFF). The access control information, consisting of read and write permissions, can be independently set for up to
4 regions. The bus master MPU monitors access to each region based on these settings.

If access to a protected region is detected, the bus master MPU generates an internal reset or a non-maskable interrupt.
For information on error access, see section 13.3. Register Descriptions and section 13.4. Bus Error Monitoring Section in
section 13, Buses.

The access control information for each area consists of protected/not-protected to read or write.

Table 14.4 lists the specifications of the bus master MPU, and Figure 14.3 shows a block diagram.

Table 14.4 Bus master MPU specifications (1 of 2)

Parameter Description

Protected master groups e Bus master MPU group A: DMA bus

Protected regions 0x0000_0000 to OxFFFF_FFFF

Number of regions e Bus master MPU group A: 4 regions

Address specification for individual regions e Specifying start and end address for individual regions
Enable or disable setting for memory protection in individual regions e Enabling or disabling setting for the associated region
Access-control settings for individual regions e Permission for read and write
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Table 14.4

Bus master MPU specifications (2 of 2)

Parameter

Description

Operation on error detection

Reset or non-maskable interrupts

Register protection

Protecting registers from illegal writes

CPU DTC
System bus
A
Bus master MPU group A
DMA bus Bus master MPU
\ 4
A v A
A A
1 ] ] ]
Code flash Data flash SRAMO Internal
memory memory peripheral
Figure 14.3  MPU bus master block diagram
Figure 14.4 shows the MPU bus master MPU group A.
Bus master MPU group A
Start End Write Read ||
address address Enable protect protect | Enable
I ]
lf Y vy Y
Compare Region >
> e »| control >
p-|(Within) circuit >
»| Master
Region 0 AA P control
| Region 1 P circuit
¢—»| Region 2 =
o—>| Region 3 >
Group A address ————————&— Error status
Group A write access OAD 0_i:}-» Reset
Group A read access
D’ Non-maskable interrupt

Figure 14.4  MPU bus master MPU group A
14.4 1 Register Descriptions
Note:

Bus access must be stopped before writing to MPU registers.
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14.4.1.1

Base address: RMPU = 0x4000_0000

Offset address: 0x204 + (0x010 x n)

Bit position: 31

MMPUSARN : Group A Region n Start Address Register (n = 0 to 3)

Bit field:

MMPUSA[31:0]

Value afterreset: x x x x X

Bit Symbol Function R/W
31:0 MMPUSA[31:0] Region Start Address R/W
Address where the region starts, for use in region determination. The lower 2 bits should be
0.
14.4.1.2 MMPUEAnN : Group A Region n End Address Register (n = 0 to 3)
Base address: RMPU = 0x4000_0000
Offset address: 0x208 + 0x010 x n
Bit position: 31 1 0
Bit field: MMPUEA([31:0]

Value afterreset: x x x x X

Bit Symbol Function R/W
31:0 MMPUEA[31:0] Region End Address R/W
Address where the region ends, for use in region determination. The lower 2 bits should be
1.
14.4.1.3 MMPUACAnN : Group A Region n access control register (n = 0 to 3)
Base address: RMPU = 0x4000_0000
Offset address: 0x200 + 0x010 x n
Bit position: 15 14 13 12 1 10 9 8 4 3 2 1 0
Bit field: | — — — — — — — — — — WP RP E'l\_'éB
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 ENABLE Region Enable R/W
0: Group A region n disabled
1: Group A region n enabled
1 RP Read Protection R/W
0: Read permission
1: Read protection
2 WP Write Protection R/W
0: Write permission
1: Write protection
15:3 — These bits are read as 0. The write value should be 0. R/W
The ENABLE, RP, and WP bits are individually configurable for each group A region n.
ENABLE bit (Region Enable)
The ENABLE bit enables or disables group A region n.
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When the ENABLE bit is set to 1, the RP bit and the WP bit can be set to permit or protect access to the region that is set in
MMPUSAn and MMPUEAn. When the ENABLE bit is set to 0, no region is specified for group A region n access.

RP bit (Read Protection)

The RP bit enables or disables read protection for group A region n. The RP bit is available when the ENABLE bit is set to
1.

WP bit (Write Protection)

The WP bit enables or disables write protection for group A region n. The WP bit is available when the ENABLE bit is set
to 1.

Table 14.5 Function of region control circuit
MMPUACAN.ENABLE MMPUACAnN.RP MMPUACAN.WP Access Region Output of group A region n
0 — — Read — Outside of region
Write Outside of region
1 0 0 Read Inside Permitted region
Outside Outside of region
Write Inside Permitted region
Outside Outside of region
0 1 Read Inside Permitted region
Outside Outside of region
Write Inside Protected region
Outside Outside of region
1 0 Read Inside Protected region
Outside Outside of region
Write Inside Permitted region
Outside Outside of region
1 1 Read Inside Protected region
Outside Outside of region
Write Inside Protected region
Outside Outside of region
Note: n=0to3
Table 14.6 Function of master control circuit
Output of group A Output of group A Output of group A
MMPUCTLA.ENABLE region 0 unit region 1 unit region 2 to 3 unit Function of group A
1 Protected region Don’t care Don’t care Generate error
1 Don’t care Protected region Don’t care Generate error
1 Don'’t care Don’t care Protected region Generate error
1 Outside of region Outside of region Qutside of region Generate error
Other case No error

A master MPU error occurs on the following conditions:

o MMPUCTLA.ENABLE = 1, and output of one or more region n units is to a protected region

o MMPUCTLA.ENABLE = 1, and output of all region n units is outside of region.

Other cases are handled as permitted regions.
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14414 MMPUCTLA : Bus Master MPU Control Register

Base address: RMPU = 0x4000_0000
Offset address: 0x000

Bit position: 15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
Bit field: KEY[7:0] — — — — — — OAD E'l\_'éB

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 ENABLE Master Group Enable R/W

0: Master group A disabled
1: Master group A enabled

1 OAD Operation After Detection R/W
0: Non-maskable interrupt
1: Reset
7:2 — These bits are read as 0. The write value should be 0. R/W
15:8 KEY[7:0] Key Code R/W™1

These bits enable or disable writes to the OAD and ENABLE bits

Note 1. Write data is not retained.

ENABLE bit (Master Group Enable)

The ENABLE bit enables or disables the bus master MPU function of master group A.

When this bit is set to 1, MMPUACAn is available. When this bit is set to 0, MMPUACAn is unavailable, including
permission for all regions. When writing to the ENABLE bit simultaneously, write 0xAS5 to the KEY[7:0] bits using
halfword access.

OAD bit (Operation After Detection)

The OAD bit generates either a reset or non-maskable interrupt when access to the protected region is detected by the bus
master MPU. When writing to the OAD bit simultaneously, write 0xAS5 to the KEY[7:0] bits using halfword access.
KEY[7:0] bits (Key Code)

The KEY[7:0] bits enable or disable writes to the ENABLE and OAD bits. When writing to the ENABLE and OAD bits
simultaneously, write 0xAS5 to the KEY[7:0] bits. When other values are written to the KEY[7:0] bits, the ENABLE and the
OAD bits are not updated. The KEY[7:0] bits are always read as 0x00.

14.4.1.5 MMPUPTA : Group A Protection of Register

Base address: RMPU = 0x4000_0000
Offset address: 0x102

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
U . PROT
Bit field: KEY[7:0] — — — — — — — ECT

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 PROTECT Protection of Register R/W

0: All bus master MPU group A register writes are permitted.
1: All bus master MPU group A register writes are protected. Reads are permitted.

71 — These bits are read as 0. The write value should be 0. R/W

15:8 KEY[7:0] Key Code R/W1
These bits enable or disable writes to the PROTECT bit

Note 1. Write data is not retained.
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PROTECT bit (Protection of Register)
The PROTECT bit enables or disables writes to the associated registers to be protected.

MMPUPTA.PROTECT controls the bus master MPU group A protection registers. The following registers are protected by
MMPUPTA.PROTECT:

e MMPUSAn
o MMPUEAn
e MMPUACAn
e MMPUCTLA.

When the PROTECT bit is set simultaneously, write 0xAS5 to the KEY[7:0] bits using halfword access.

KEY[7:0] bits (Key Code)

The KEY[7:0] bits enable or disable writes to the PROTECT bit. When writing to the PROTECT bit simultaneously, write
0xAS to the KEY[7:0] bits. When other values are written to the KEY[7:0] bits, the PROTECT bit is not updated. The
KEY[7:0] bits are always read as 0x00.

14.4.2 Operation

14.4.2.1 Memory protection

The bus master MPU monitors memory access using control settings made individually for the access control regions. If
access to a protected region is detected, the bus master MPU generates a memory protection error.

The bus master MPU can be set for up to 4 protected regions. Protected regions include those with overlapping permitted
and protected regions, and those with two overlapping permitted regions.

The bus master MPU has group A. The memory protection function checks the address of the bus for the master group and
all master group accesses are protected. The bus master MPU sets the permission for all of the regions after reset. Setting
MMPUCTLA.ENABLE to 1 protects all of the regions. Each region sets up a permitted region within the protected region.
If access to the protected region is detected, the bus master MPU generates an error.

Figure 14.5 shows the use case of a bus master MPU.

MMPUCTLA. MMPUCTLA.

ENABLE =0 ENABLE = 1 Settlng of all regions
Setting of ;
regions Protected region
> > Region 0 R/W
Clearing of Region 1 read only
MMPUACAR. ) :
All memory is All memory is | ENABLE bit Region 2 write only
R/W protected [
after reset region Clearing of Protected region
MMPUCTLA. Region 3 R/W
P ENABLE bit
Protected region

Figure 14.5 Use case of bus master MPU
Figure 14.6 shows the access permission or protection by the overlapping bus master MPU regions.
Access control for the overlapping regions is as follows:
e The region is handled as a protected region when output of one or more region units is a protected region

e The region is handled as a protected region when output of all region units is outside of the regions
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e Other cases are handled as permitted regions.

) Read/write protected region
Protected region (output of every single region unit is "region where
permission has not been set” )

Region 0 R/W Read/write permitted region

Region 1 read-only ) . )
(write protection) Read permitted/write protected region

Region 2 write-only

(read protection) Read/write protected region

Read protected/write permitted region

Region 3
(R/W protection)

Read/write protected region

Read/write permitted region

Read/write protected region
(output of every single region unit is "region where
permission has not been set” )

Figure 14.6  Access permission or protection by overlap of the bus master MPU regions

Figure 14.7 shows the register setting flow after reset. During this register setting, stop all bus masters except the CPU.
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C p

A

Write to MMPUCTLA.OAD bit All memory is protected region
Set MMPUCTLA.ENABLE bit yisp 9

y
Write to MMPUSAN and MMPUEAN registers

A

Write to MMPUACAN register Region selected in the MMPUACAN register is added

v
Set MMPUPTA.PROTECT bit The register is protected

C >

Figure 14.7  Register setting flow of bus master MPU after reset

Figure 14.8 shows the register setting flow for adding regions. During this register setting, stop all masters except the CPU.

C )

v
Clear MMPUPTA.PROTECT bit

v
Write to MMPUSANn and MMPUEAn registers

v
Write to MMPUACARN register

\ 4
Set MMPUPTA.PROTECT bit

C p

Figure 14.8  Register setting flow for region addition

14.4.2.2 Protecting the registers
To protect the registers related to the bus master MPU, set the PROTECT bit in the MMPUPTA register.
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14.4.2.3 Memory protection error

If access to a protected region is detected, the bus master MPU generates an error. Set the OAD bit to select whether the
error is reported as a non-maskable interrupt or a reset.

The non-maskable interrupt status is indicated in [CU.NMISR.BUSMST. For details, see section 12, Interrupt Controller
Unit (ICU). The reset status is indicated in SYSTEM.RSTSR1.BUSMREF. For details, see section 5, Resets.

14.5 Bus Slave MPU

The bus slave MPU monitors access to the bus slave functions, such as flash memory or SRAM. The bus slave function
can be accessed from two bus masters, the CPU, and the bus master MPU group A. The bus slave MPU has a separate
protection register for each of the two bus masters, with individual access protection control. If access to a protected region
is detected, the bus slave MPU generates a reset or a non-maskable interrupt, and store the bus error status, error access
status, and bus error address in the I/O Registers. For details, see section 13.3. Register Descriptions and section 13.4. Bus
Error Monitoring Section in section 13, Buses. The supported access control information for the individual regions consists
of permission to read and write.

Table 14.7 lists the specifications of the bus slave MPU and Figure 14.9 shows a Bus slave MPU block diagram.

Table 14.7 Specifications of bus slave MPU

Specifications Description
Protected bus master Bus master MPU group A: DMA bus and System bus (CPU)
Protected bus slave function Memory bus 1: Code flash memory
Memory bus 4: SRAMO
Internal peripheral bus 1: Connected to peripheral modules related system
control
Internal peripheral bus 3: Connected to peripheral modules (CAC, ELC, I/O
Ports, POEG, RTC, WDT, IWDT, IIC, ADC12, DOC,
GPT, SCI, SPI, CRC,KINT, AGT, ACMPLP, CTSU, and
MSTP)
Internal peripheral bus 7: Connected to peripheral modules (AES and TRNG)
Internal peripheral bus 9: Connected to flash memory(in P/E), data flash and
TSN.
Access-control information settings for Permission to read and write
individual regions
Operation on error detection Reset or non-maskable interrupt
Protection of register Register can be protected from illegal writes

The bus slave MPU is located on each bus slave side and controls the permission or protection of access from each bus
master to each bus slave.
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CPU

System bus bTC
A

v

Bus slave MPU | Bus slave MPU | [ Bus slave MPU | | Bus slave MPU |
I I I I
ny MT ! Li -~

Code flash Data flash SRAMO Int.ernal
memory memory peripheral

Figure 14.9  Bus slave MPU block diagram

14.5.1 Register Descriptions

Note:  Bus access must be stopped before writing to MPU registers.

14.5.1.1 SMPUMBIU : Access Control Register for Memory Bus 1

Base address: RMPU = 0x4000_0000
Offset address: 0xC10

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
N WPGR | RPGR
Bit field: — — — — — — — — — — — — PA PA — —
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
1:0 — These bits are read as 0. The write value should be 0. R/W
2 RPGRPA Master MPU Group A Read Protection R/W

0: Memory protection read for master MPU group A disabled
1: Memory protection read for master MPU group A enabled

3 WPGRPA Master MPU Group A Write Protection R/W

0: Memory protection write for master MPU group A disabled
1: Memory protection write for master MPU group A enabled

15:4 — These bits are read as 0. The write value should be 0. R/W

RPGRPA bit (Master MPU Group A Read Protection)
The RPGRPA bit enables or disables memory protection for master MPU group A reads on memory bus 1.

WPGRPA bit (Master MPU Group A Write Protection)
The WPGRPA bit enables or disables memory protection for master MPU group A writes on memory bus 1.
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14.5.1.2 SMPUSRAMO : Access Control Register for Memory Bus 4

Base address: RMPU = 0x4000_0000
Offset address: 0xC18

Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
P WPGR | RPGR | WPCP | RPCP

Bit field: — — — — — — — — — — — — PA PA u u

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 RPCPU CPU Read Protection R/W

0: Memory protection for CPU read disabled
1: Memory protection for CPU read enabled

1 WPCPU CPU Write Protection R/W

0: Memory protection for CPU write disabled
1: Memory protection for CPU write enabled

2 RPGRPA Master MPU Group A Read Protection R/W

0: Memory protection for master MPU group A read disabled
1: Memory protection for master MPU group A read enabled

3 WPGRPA Master MPU Group A Write Protection R/W

0: Memory protection for master MPU group A write disabled
1: Memory protection for master MPU group A write enabled

15:4 — These bits are read as 0. The write value should be 0. R/W

RPCPU bit (CPU Read Protection)
The RPCPU bit enables or disables memory protection for CPU reads on memory bus 4.

WPCPU bit (CPU Write Protection)
The WPCPU bit enables or disables memory protection for CPU writes on memory bus 4.

RPGRPA bit (Master MPU Group A Read Protection)
The RPGRPA bit enables or disables memory protection for master MPU group A reads on memory bus 4.

WPGRPA bit (Master MPU Group A Write Protection)
The WPGRPA bit enables or disables memory protection for master MPU group A writes on memory bus 4.

14.5.1.3 SMPUPOBIU : Access Control Register for Internal Peripheral Bus 1

Base address: RMPU = 0x4000_0000
Offset address: 0xC20

Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
P WPGR | RPGR | WPCP | RPCP

Bit field: — — — — — — — — — — — — PA PA u u

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 RPCPU CPU Read Protection R/W

0: Memory protection for CPU read disabled
1: Memory protection for CPU read enabled
1 WPCPU CPU Write Protection R/W

0: Memory protection for CPU write disabled
1: Memory protection for CPU write enabled
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Bit Symbol Function R/W

2 RPGRPA Master MPU Group A Read Protection R/W

0: Memory protection for master MPU group A read disabled
1: Memory protection for master MPU group A read enabled

3 WPGRPA Master MPU Group A Write Protection R/W

0: Memory protection for master MPU group A write disabled
1: Memory protection for master MPU group A write enabled

15:4 — These bits are read as 0. The write value should be 0. R/W

RPCPU bit (CPU Read Protection)
The RPCPU bit enables or disables memory protection for CPU reads on internal peripheral bus 1.

WPCPU bit (CPU Write Protection)
The WPCPU bit enables or disables memory protection for CPU writes on internal peripheral bus 1.

RPGRPA bit (Master MPU Group A Read Protection)
The RPGRPA bit enables or disables memory protection for master MPU group A reads on internal peripheral bus 1.

WPGRPA bit (Master MPU Group A Write Protection)
The WPGRPA bit enables or disables memory protection for master MPU group A writes on internal peripheral bus 1.

14514 SMPUP2BIU : Access Control Register for Internal Peripheral Bus 3

Base address: RMPU = 0x4000_0000
Offset address: 0xC24

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bitfield: | — . . . . . . . . . . | WPGR | RPGR | WPCP | RPCP

PA PA U U

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 RPCPU CPU Read Protection R/W

0: Memory protection for CPU read disabled
1: Memory protection for CPU read enabled

1 WPCPU CPU Write Protection R/W

0: Memory protection for CPU write disabled
1: Memory protection for CPU write enabled

2 RPGRPA Master MPU Group A Read Protection R/W

0: Memory protection for master MPU group A read disabled
1: Memory protection for master MPU group A read enabled

3 WPGRPA Master MPU Group A Write Protection R/W

0: Memory protection for master MPU group A write disabled
1: Memory protection for master MPU group A write enabled

15:4 — These bits are read as 0. The write value should be 0. R/W

RPCPU bit (CPU Read Protection)
The RPCPU bit enables or disables memory protection for CPU reads on internal peripheral bus 3.

WPCPU bit (CPU Write Protection)
The WPCPU bit enables or disables memory protection for CPU writes on internal peripheral bus 3.

RPGRPA bit (Master MPU Group A Read Protection)
The RPGRPA bit enables or disables memory protection for master MPU group A reads on internal peripheral bus 3.
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WPGRPA bit (Master MPU Group A Write Protection)
The WPGRPA bit enables or disables memory protection for master MPU group A writes on internal peripheral bus 3.

14.5.1.5 SMPUPGBIU : Access Control Register for Internal Peripheral Bus 7

Base address: RMPU = 0x4000_0000
Offset address: 0xC28

Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
P WPGR | RPGR | WPCP | RPCP

Bit field: — — — — — — — — — — — — PA PA u U

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 RPCPU CPU Read Protection R/W

0: CPU read of memory protection disabled
1: CPU read of memory protection enabled

1 WPCPU CPU Write Protection R/W
0: CPU write of memory protection disabled
1: CPU write of memory protection enabled
2 RPGRPA Master MPU Group A Read Protection R/W
0: Master MPU group A read of memory protection disabled
1: Master MPU group A read of memory protection enabled
3 WPGRPA Master MPU Group A Write Protection R/W

0: Master MPU group A write of memory protection disabled
1: Master MPU group A write of memory protection enabled

15:4 — These bits are read as 0. The write value should be 0. R/W

RPCPU bit (CPU Read Protection)
The RPCPU bit enables or disables memory protection for CPU read on internal peripheral bus 7.

WPCPU bit (CPU Write Protection)
The WPCPU bit enables or disables memory protection for CPU write on internal peripheral bus 7.

RPGRPA bit (Master MPU Group A Read Protection)
The RPGRPA bit enables or disables memory protection for master MPU group A read on internal peripheral bus 7.

WPGRPA bit (Master MPU Group A Write Protection)
The WPGRPA bit enables or disables memory protection for master MPU group A write on internal peripheral bus 7.

14.5.1.6 SMPUFBIU : Access Control Register for Internal Peripheral Bus 9

Base address: RMPU = 0x4000_0000
Offset address: 0xC14

Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T WPGR | RPGR | WPCP | RPCP

Bit field: — — — — — - - - - - - - PA PA U U

Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 RPCPU CPU Read Protection R/W

0: Memory protection for CPU read disabled
1: Memory protection for CPU read enabled
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Bit Symbol Function R/W

1 WPCPU CPU Write Protection R/W

0: Memory protection for CPU write disabled
1: Memory protection for CPU write enabled

2 RPGRPA Master MPU Group A Read Protection R/W

0: Memory protection for master MPU group A read disabled
1: Memory protection for master MPU group A read enabled

3 WPGRPA Master MPU Group A Write Protection R/W

0: Memory protection for master MPU group A write disabled
1: Memory protection for master MPU group A write enabled

15:4 — These bits are read as 0. The write value should be 0. R/W

RPCPU bit (CPU Read Protection)
The RPCPU bit enables or disables memory protection for CPU reads on internal peripheral bus 9.

WPCPU bit (CPU Write Protection)
The WPCPU bit enables or disables memory protection for CPU writes on internal peripheral bus 9.

RPGRPA bit (Master MPU Group A Read Protection)
The RPGRPA bit enables or disables memory protection for master MPU group A reads on internal peripheral bus 9.

WPGRPA bit (Master MPU Group A Write Protection)

The WPGRPA bit enables or disables memory protection for master MPU group A writes on internal peripheral bus 9.

14.5.1.7 SMPUCTL : Slave MPU Control Register

Base address: RMPU = 0x4000_0000
Offset address: 0xC00

Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: KEY[7:0] — — — — — — PSCOTT OAD
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
0 OAD Operation After Detection R/W
0: Non-maskable interrupt
1: Reset
1 PROTECT Protection of Register R/W

0: All bus slave register writes are permitted
1: All bus slave register writes are protected. Reads are permitted

7:2 — These bits are read as 0. The write value should be 0. R/W

15:8 KEY[7:0] Key Code R/W™1
These bits enable or disable writes to the OAD and PROTECT bits

Note 1. Write data is not retained.

OAD bit (Operation After Detection)

The OAD bit generates either a reset or non-maskable interrupt when access to the protected region is detected by the bus
slave MPU. When the OAD bit is set simultaneously, write 0xAS5 to the KEY[7:0] bits using halfword access.
PROTECT bit (Protection of Register)

The PROTECT bit enables or disables writes to the associated registers to be protected. SMPUCTL.PROTECT controls the
following registers:

e SMPUMBIU
¢ SMPUFBIU
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e SMPUSRAMO
e SMPUPOBIU
e SMPUP2BIU
e SMPUP6BIU.

When the PROTECT bit is set, write 0xAS5 to the KEY[7:0] bits simultaneously using halfword access.

KEY[7:0] bits (Key Code)

The KEY[7:0] bits enable or disable writes to the OAD and PROTECT bits. When writing to the OAD and PROTECT bits
simultaneously, write 0xAS5 to the KEY[7:0] bits. When other values are written, the OAD and the PROTECT bits are not
updated. The KEY[7:0] bits are always read as 0x00.

14.5.2 Functions

14.5.2.1 Memory protection

The bus slave MPU monitoring uses access control information that is set for the individual access control registers,
whether or not access by the bus slaves violates the access control settings. If access to the protected region is detected, the
bus slave MPU generates a memory protection error.

The bus slave MPU is enabled by writing 1 to the Write Protect (WPCPU or WPGRPA) bit or the Read Protect (RPCPU or
RPGRPA) bit in the access control registers (SMPUMBIU, SMPUFBIU, SMPUSRAMO0, SMPUPOBIU, SMPUP2BIU, and
SMPUP6BIU).

14.5.2.2 Protecting the registers
Registers related to the bus slave MPU can be protected with the PROTECT bit in the SMPUCTL register.

14.5.2.3 Memory protection error

If access to a protected region is detected, the bus slave MPU generates a memory protection error. Set the OAD bit to select
whether the error is reported as a non-maskable interrupt or reset.

The non-maskable interrupt status is indicated in ICU.NMISR.BUSSST. For details, see section 12, Interrupt Controller
Unit (ICU). The reset status is indicated in SYSTEM.RSTSR1.BUSSREF. For details, see section 5, Resets.

14.6 Security MPU

The MCU incorporates a security MPU with four secure regions that include the code flash, SRAM, and two security
functions. The secure regions can be protected from non-secure program accesses. A non-secure program cannot access a
protected region.

Table 14.8 lists the specifications of the security MPU and Figure 14.10 shows a block diagram.

Table 14.8 Security MPU specifications

Specifications Description

Secure regions Code flash, SRAM, two security functions
Protected regions 0x0000_0000 to OXFFFF_FFFF

Number of regions Program Counter = 2 regions

Data Access = 4 regions

Address specification for individual regions Setting the address where regions start and end

Enable or disable setting for memory protection in individual regions | Settings enabled or disabled for the associated region
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Figure 14.10 Security MPU block diagram

14.6.1 Register Descriptions (Option-Setting Memory)

All security MPU registers are option-setting memory. Option-setting memory refers to a set of registers that are available
for selecting the state of the microcontroller after a reset. The option-setting memory is allocated in the code flash.

14.6.1.1 SECMPUPCSN : Security MPU Program Counter Start Address Register n (n =

0, 1)
Address:  0x0000_0408/0x0000_2408"" (n = 0), 0x0000_0410/0x0000_2410"" (n = 1)
Bit position: 31 0
Bit field: SECMPUPCS[31:0]
Value after reset: The value set by user

Note 1. The address of these registers will be changed when the boot swap is set.

Bit Symbol Function R/W

31:0 SECMPUPCSJ[31:0] |Region Start Address R/W
Address where the region starts, for use in region determination. The value range is from
0x0000_0000 to 0x000F_FFFC or Ox1FF0_0000 to 0x200F_FFFC, excluding reserved
areas.

The lower 2 bits are read as 0. When programming to the code flash, the lower 2 bits write
value should be 0.

The SECMPUPCSn and SECMPUPCER registers specify the security fetch region of the code flash memory (0x0000_0000
to 0x000F _FFFF, not including the reserved areas) or SRAM (0x1FF0_0000 to 0x200F FFFF, not including the reserved
areas).

The secure program is executed in the memory space defined by the SECMPUPCSn and SECMPUPCEnR registers and can
access the secure data specified in the SECMPUSm and SECMPUEm registers (m = 0 to 3).
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14.6.1.2 SECMPUPCER : Security MPU Program Counter End Address Register n (n = 0,
1)

Address:  0x0000_040C/0x0000_240C™" (n = 0), 0x0000_0414/0x0000_2414"1 (n = 1)

Bit position: 31 0
Bit field: SECMPUPCE[31:0]
Value after reset: The value set by user

Note 1. The address of these registers will be changed when the boot swap is set.

Bit Symbol Function R/W

31:0 SECMPUPCE[31:0] |Region End Address R/W
Address where the region ends, for use in region determination. The value range is

from 0x0000_0003 to 0x000F_FFFF or Ox1FF0_0003 to 0x200F_FFFF, excluding reserved
areas.

The lower 2 bits are read as 1. When programming to the code flash, the lower 2 bits write
value should be 1.

14.6.1.3 SECMPUSO : Security MPU Region 0 Start Address Register

Address:  0x0000_0418/0x0000_2418"1

Bit position: 31 23 0
Bitfield: | — | — | — | — | — | — | — | — SECMPUS[23:0]
Value afterreset: 0 0 O O O O O O The value set by user

Note 1. The address of these registers will be changed when the boot swap is set.

Bit Symbol Function R/W

23:0 SECMPUSJ[23:0] Region Start Address R/W
Address where the region starts, for use in region determination. The value range is from
0x0000_0000 to 0x000F_FFFC, excluding reserved areas.

The lower 2 bits are read as 0. When programming to the code flash, the lower 2 bits write
value should be 0.

31:24 — These bits are read as 0. When programming to the code flash, the write value should be 0. | R/'W

The SECMPUSO and SECMPUEDO registers specify the security program and data of the code flash memory (0x0000 0000
to 0x000F _FFFF, not including the reserved areas). The memory space defined in the SECMPUSO and SECMPUEO
registers can only be accessed from the secure program set up in the SECMPUPCSn and SECMPUPCERn registers (n =0, 1).

Setting of the vector table area is prohibited.

14.6.1.4 SECMPUEDQ : Security MPU Region 0 End Address Register

Address:  0x0000_041C/0x0000_241C""

Bit position: 31 23 0
Bitfield: | — [ — | —|—|—|—|— | — SECMPUE[23:0]
Value afterreset:. 0 0 O O O O O O The value set by user

Note 1. The address of these registers will be changed when the boot swap is set.
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Bit Symbol Function R/W

23:0 SECMPUEJ[23:0] Region End Address R/W
Address where the region ends, for use in region determination. The value range is from
0x0000_0003 to 0x000F_FFFF, excluding reserved areas.

The lower 2 bits are read as 1. When programming to the code flash, the lower 2 bits write
value should be 1.

31:24 — These bits are read as 0. When programming to the code flash, the write value should be 0. | R/'W

14.6.1.5 SECMPUS1 : Security MPU Region 1 Start Address Register

Address: 0x0000_0420/0x0000_2420""1

Bit position: 31 0
Bit field: SECMPUS[31:0]
Value after reset: The value set by user

Note 1. The address of these registers will be changed when the boot swap is set.

Bit Symbol Function R/W

31:0 SECMPUSJ[31:0] Region Start Address R/W
Address where the region starts, for use in region determination. The value range is from
0x1FF0_0000 to 0x200F_FFFC, excluding reserved areas.

The lower 2 bits are read as 0. When programming to the code flash, the lower 2 bits write
value should be 0.

The SECMPUS1 and SECMPUEI registers specify the security program and data of the SRAM (0x1FF0_0000 to
0x200F FFFF, excluding reserved areas).

The memory space defined in the SECMPUS1 and SECMPUEI registers can only be accessed from the secure program set
up in the SECMPUPCSn and SECMPUPCERn registers (n =0, 1).

Setting of the stack area and the vector table are prohibited.

14.6.1.6 SECMPUE"1 : Security MPU Region 1 End Address Register

Address: 0x0000_0424/0x0000_2424"1

Bit position: 31 0
Bit field: SECMPUE[31:0]
Value after reset: The value set by user

Note 1. The address of these registers will be changed when the boot swap is set.

Bit Symbol Function R/W

31:0 SECMPUE[31:0] Region End Address R/W
Address where the region ends, for use in region determination. The value range is from
0x1FFO0_0003 to 0x200F_FFFF, excluding reserved areas.

The lower 2 bits are read as 1. When programming to the code flash, the lower 2 bits write
value should be 1.

14.6.1.7 SECMPUS?2 : Security MPU Region 2 Start Address Register

Address:  0x0000_0428/0x0000_2428"1

Bit position: 31 0
Bit field: SECMPUS[31:0]
Value after reset: The value set by user

No