RENESAS Application Note

Determination of Failure In Time within the AEC-Q100 GreenPAK™ Family
Automotive GreenPAK

The purpose of this document is enabling the usage of the GreenPAK family in industrial and automotive safety
related applications compliant with IEC 61508 and/or 1ISO 26262.
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Terms and Definitions

ACK Acknowledge bit

ACMP Analog Comparator

ACMPH Analog Comparator High Speed
ACMPL Analog Comparator Low Power

AoU Assumption of Use

ASICs Application Specific Integrated Circuits
BG Band Gap

CLK Clock

CMO Connection matrix output

CNT Counter

CL Confidence Level

DFF D-Type Flip-Flop

DLY Delay

DC Diagnostic Coverage

DFB Diagnostic Fault Band

ESD Electrostatic Discharge
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EV End Value

FSM Finite State Machine
GND Ground

GPI General Purpose Input
GPIO General Purpose Input/Output
GPO General Purpose Output
IC Integrated Circuit

IN Input

10 Input/Output

LPF Low Pass Filter

LSB Least Significant Bit

LUT Look Up Table

LV Low Voltage

MF Multi-Function Macrocells
MSB Most Significant Bit

MRT Mean repair time

MUX Multiplexer

NPR Non-Volatile Memory Read/Write/Erase Protection
nRST Reset

NVM Non-Volatile Memory
0OsC Oscillator

oD Open-Drain

OE Output Enable

OoTP One time programmable
ouT Output

PASS Pass State

POR Power-On-Reset

PD Power-down

PGen Pattern Generator

PP Push-Pull

PWR Power

P DLY Programmable Delay
R/W Read/Write

SM Safety Mechanism

SFF Safe Failure Fraction
SCL 12C Clock Input

SDA 12C Data Input/Output

SLA Slave Address

SMT With Schmitt Trigger

SV nSET Value

TS Temperature Sensor
Vref Voltage Reference
WOSMT Without Schmitt Trigger
WS Wake and Sleep Controller
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1. Introduction

This Application Note does not intend to replace the Datasheets of the GreenPAK products family. In case of
contradictory interpretation between the products Datasheets and this document, the Datasheets take the
precedence. The GreenPAK products that are addressed by this document are the following:

» SLG46620-AG
= SLG46855-AP
= SLG46625-AP
= SLG46880-AP

The GreenPAK products are classified as class Il HW element, based on 1ISO26262, part 8, clause 13.

1.1 Intended Audience

This document is written for integration engineers and/or functional safety managers involved in the design and/or
development of a safety-related system who are considering the integration of the GreenPAK family products listed
above in a IEC 61508 and/or ISO 26262 compliant system.

2. Parameters
See Table 1 for safety analysis parameters used in the calculation of failure rate.

Table 1. Failure Rate Parameters

Term Description
A Probability in time of total amount of random failures (i.e. failure rate)
ADU Probability in time of undetected dangerous random failure of a single channel
ADD Probability in time of detected dangerous random failures of a single channel
AD Probability in time of dangerous random hardware failures for each individual channel
AS Probability in time of random Safe Faults
R19ANO321EE0100 Rev.1.0 :{ENESAS Page 3

Sep 23, 2024 © 2024 Renesas Electronics


https://www.renesas.com/us/en/products/programmable-mixed-signal-asic-ip-products/greenpak-programmable-mixed-signal-products/automotive-greenpak-programmable-mixed-signal-ics
https://www.renesas.com/software-tool/go-configure-software-hub
https://www.renesas.com/products/programmable-mixed-signal-asic-ip-products/greenpak-programmable-mixed-signal-products#tools_resources
https://www.renesas.com/eu/en/products/programmable-mixed-signal-asic-ip-products/greenpak-programmable-mixed-signal-products/greenpak-applications
https://www.renesas.com/en/document/dst/slg46855a-datasheet
https://www.renesas.com/en/document/dst/slg46620a-datasheet
https://www.renesas.com/en/document/dst/slg46625a-datasheet
https://www.renesas.com/en/document/dst/slg46880a-datasheet
mailto:greenpaksupport@renesas.com
mailto:greenpaksupport@renesas.com
mailto:greenpaksupport@renesas.com

Determination of Failure In Time within the AEC-Q100 GreenPAK™ Family Automotive GreenPAK

3. Assumptions

= The reference ambient temperature is assumed @ 55 °C.

= Clause 7.4.9.4, of [8], part k: “any additional information (for example repair times) that is necessary to allow
the derivation of the mean repair time (MRT), see 3.6.22 of IEC 61508-4, following detection of a fault by the
diagnostics”, is not applicable in this application note (AN) because the product is not repairable.

= Clause 7.4.9.4, of [8], part g: “any periodic proof test and/or maintenance requirements”, is not considered in
this AN.

= Clause 7.4.9.4, of [8], part h: “for every failure mode in c) that is detected by diagnostics internal to the
element, the diagnostic coverage derived according to Annex C”, is not applicable in this AN because neither
of “intended functions” (IF), nor the related safety mechanisms (SM) are assumed to be configured into this
product. Instead, the product can host SMs monitoring external IF.

= Clause 7.4.9.4, of [8], part i: “for every failure mode in c) that is detected by diagnostics internal to the
element, the diagnostic test interval”, is not considered in this AN because the diagnostic test interval must be
evaluated by the system integrator.

= Clause 7.4.9.4, of [8], part j: “the failure rate of the diagnostics, due to random hardware failures”, is not
considered in this AN because diagnostics for the functions are not configured.

» Clause 7.4.9.4, of [8], part h: “for every failure mode in c) that is detected by diagnostics internal to the
element, the diagnostic coverage derived according to Annex C”, is not considered in this AN because
according to [9], diagnostic coverage (DC) is a percentage of the failure rate of the HW part that is detected or
controlled by the implemented safety mechanism. Moreover, based on [9], the DC is the fraction of dangerous
failures detected by automatic on-line diagnostic tests.

Neither of these definitions can be addressed in this AN as this product does not have any safety mechanism
or diagnostic coverage.

» Clause 7.4.9.4, of [8], part I: “all information that is necessary to enable the derivation of the safe failure
fraction (SFF) of the element as applied in the E/E/PE safety-related system, determined according to Annex
C, including the classification as type A or type B according to 7.4.4”, is not considered in this AN because the
application of the GreenPAK family device is not targeted as the integration of the whole Safety
Instrumentation System (SIS). Instead, it implements part of the failure detection architecture, and it is used to
monitor the failure on the system. There are not dangerous failures of the GreenPAK device for its intended
application and SFF is equal to 100%.

= Clause 7.4.9.4, of [8], part m: “the hardware fault tolerance of the element”, is not considered in this AN
because according to [8], the hardware fault tolerance is the ability of a system to continue operating without
interruption when one or more of its components fail. The GreenPAK family product has no redundancy, and it
stops operating when one component fails, therefore the hardware fault tolerance for this product is equal to
zero.

4. Functional Description

The SLG46855-A provides a small, low power component for commonly used mixed-signal functions. The user
creates their circuit design by programming the one time programmable (OTP) Non-Volatile Memory (NVM) to
configure the wiring between the logic, the 10 Pins, and the macrocells (i.e. MFC) of the product. This family of
configurable products allows a wide variety of mixed-signal functions to be implemented within a single
integrated circuit.

As an example, Figure 1 shows the system block diagram of one device of the GreenPAK familyof products:
SLG46855-A. A detailed description of its usage and available functions are referred to in documents [1], [2], [3],
[4], [5], [6], and [7].
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Figure 1: Block Diagram

5. Requirements for E/E/PE system Implementation Based on IEC
61508

According to [8] — part 2, clause 7.4.9.4, information detailed in sections 5.1, 5.2, 5.3, and 5.4 must be available
for each safety-related element that is liable to random hardware failure.

5.1 Failure Mode Analysis

The failure modes of the element (in terms of the behavior of its outputs), due to random hardware failures, are
defined as failures that result in a failure of the safety function and that are not detected by diagnostic tests
internal to the element or are not detectable by diagnostics external to the element. Table 2 shows a non-
exhaustive list of the potential failure modes of each functionality of GreenPAK. These failure modes are based
on document [9] - Part 11. Depending on the functional safety requirements that are allocated at system level,
the integrator of the GreenPAK IC must check the completeness and plausibility of the proposed failure modes
before assigning the failure rate to each of them.

R19ANO321EE0100 Rev.1.0 RENESAS Page 5
Sep 23, 2024 © 2024 Renesas Electronics



Determination of Failure In Time within the AEC-Q100 GreenPAK™ Family Automotive GreenPAK

Table 2: Failure Modes of GreenPAK functions

Item

Failure Mode

GPIO (Digital 1/0)

Stuck at

Incorrect selection of input circuitry

Floating

GPIO (Analog I/0)

Pull-up resistor Floating

Pull-up resistor short to ground

Pull-up resistor short to supply

Incorrect selected pull-up/down resistor

Pull-down resistor instead of pull-up

Analog comparator ACMPxH

Not triggering when expected

Falsely triggering

Output is stuck (i.e. high or low)

Output is floating (i.e. open circuit)

Output voltage oscillation

Analog comparator ACMPxL

Not triggering when expected

Falsely triggering

Output is stuck (i.e. high or low)

Output is floating (i.e. open circuit)

output voltage oscillation

Stuck-at

Open

Incorrect output signal swing

Oscillator

Incorrect Frequency

Incorrect duty cycle

Drift

Jitter too high

Function omission

12C

Function commission

Function Timing

Function value

Filter with Edge detect

Output is stuck (i.e. high or low)
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Item

Failure Mode

Output is floating

Incorrect output dynamic range

Incorrect attenuation of the output signal

Incorrect settling time

Drift affecting the output signal

Oscillation affecting the output signal i.e. due to crosstalk, coupling or

parasitic effects

Spikes affecting the output (i.e. due to crosstalk, coupling or parasitic effects)

Temperature Sensor

Output is stuck (i.e. high or low)

Output is floating

Incorrect gain of the output voltage

Incorrect offset on the output voltage

Incorrect output dynamic range

Incorrect input dynamic range

Output voltage accuracy too low, including drift

Output voltage affected by spikes

Output voltage oscillation

Settling time of the output voltage too low

POR

Output voltage higher than spec

Output voltage lower than spec

Output voltage affected by spikes

Incorrect start-up time

Output voltage accuracy too low

Output voltage oscillation within expected range

Fast oscillation outside the prescribed range

Quiescent current too high

Combination function macrocell

Function omission

Function commission

Function Timing

Function value

Multi-function macrocell

Function omission
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Item

Failure Mode

Function commission

Function Timing

Function value

5.2 Failure Rate Analysis

The failure rate of the IC is calculated with respect to its specified operating conditions. Table 3 shows the

reliability parameters that apply to each product of the GreenPAK Family and according to Siemens SN 29500
reliability standard. *

The common set of reliability parameters that applies to the GreenPAK products are as follows:

» Stress Profile dependence factor (11w): 1

= Early failure dependence factor (11F): 1

= Drift dependence factor (11p): 1
= |IC category: IC (ASIC)

= Non-erasable type: CMOS
Table 3: Siemens SN29500 Reliability Tool Parameters

Number of Junction Temperature
P/N Elevated Ref. A @ 80 °C Dependence Reference A @ 55 °C
Gates

Temperature Factor (1rT)
SLG46855-AP 30.000 +10°C 90FIT 0.5389 48.5FIT
SLG46620-AG 43.000 +10°C 90FIT 0.5389 48.5FIT
SLG46625-AP 43.000 +10°C 90FIT 0.5389 48.5FIT
SLG46880-AP 53.000 +10°C 90FIT 0.5389 48.5FIT

Table 4 details the split of failure rates between the IC functions. In case of using a fraction 2 of an MFC
resource, the split of failure rates between the N-bit LUT and CNT/DLY is 1/8 — 7/8.

Table 4: Failure Rates of GreenPAK Functions

Failure Modes SLG46855-AP | SLG46880-AP | SLG46620-AG | SLGA46625-AP
VDD 1.4% 2.11% 0.73% 0.73%
VvDD2 NA 0.71% NA NA
GND 0.0% 0.28% 1.28% 1.28%
GND2 NA 1.14% NA NA

1 In this AN Siemens SN29500 standard is used as a reference. However, there are other qualification reports providing the failure rates
according to JEDEC JESD85A. Based on the different reference standards, the outcome of analysis is different.

2 Fraction is a ratio of each micro block size over the total amount of area of the die.
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Sep 23, 2024

Failure Modes SLGA46855-AP | SLGA46880-AP | SLG46620-AG | SLGA46625-AP
GPI NA NA 1.08% 1.08%
GPOO 2.6% 0.79% NA NA
GPO1 NA 0.94% NA NA
GPO2 NA 0.94% NA NA
GPO3 NA 0.94% NA NA
GPO4 NA 0.94% NA NA
GPO5 NA 0.79% NA NA
GPO6 NA 0.79% NA NA
GPO7 NA 0.80% NA NA
GPIO 1.1% 0.47% NA NA
GPI1 NA 0.72% NA NA
GPI2/SDA NA 0.66% NA NA
GPI3/SCL NA 0.66% NA NA
GP14 NA 0.94% NA NA
GPI5 NA 0.72% NA NA
GPI6 NA 0.71% NA NA
GPI7 NA 0.71% NA NA
GPIO0/SCL 1.4% 0.88% NA NA
GPIO1/SDA 1.4% 0.88% NA NA
GPIO2 1.4% 0.88% NA NA
GPIO3 1.4% 1.03% NA NA
GP104 2.7% 1.03% NA NA
GPIO5 1.4% 1.03% NA NA
GPI06 1.4% 1.11% NA NA
GPIO7 1.4% 1.03% NA NA
GPIO8 1.4% 1.02% NA NA
GPIO9 1.4% 0.88% NA NA
GPIO10 NA 0.88% NA NA
R19ANO321EE0100 Rev.1.0 RENESAS Page 9
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Failure Modes SLGA46855-AP | SLG46880-AP | SLG46620-AG | SLGA46625-AP

GPIO11 NA 0.88% NA NA
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA

1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
GPIO NA NA 1.23% 1.23%
OPAMPO NA NA NA NA
OPAMP1 NA NA NA NA
OPAMP INTERNAL NA NA NA NA
Digital RheostatO NA NA NA NA
Digital Rheostatl NA NA NA NA
Analog SWO0 NA NA NA NA
Analog SW1 NA NA NA NA
Chopper ACMP NA NA NA NA
ACMPO NA NA 1.52% 1.52%
ACMP1 NA NA 1.52% 1.52%
ACMP2 NA NA 1.52% 1.52%
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Failure Modes SLG46855-AP | SLG46880-AP | SLG46620-AG | SLG46625-AP
ACMP3 NA NA 1.52% 1.52%
ACMP4 NA NA 1.52% 1.52%
ACMP5 NA NA 1.52% 1.52%
ACMPOH 6.9% 1.97% NA NA
ACMP1H 6.9% 1.91% NA NA
ACMPOL NA NA NA NA
ACMP1L NA NA NA NA
ACMP2L 3.8% 1.49% NA NA
ACMP3L 3.8% 1.49% NA NA
FILTER/EDGEDET 0.3% 0.19% 0.0% 0.0%
ADC (DACO, DAC1) NA NA 12.30% 12.30%
PGA NA NA 9.21% 9.21%
DFF/LATCHO w/ resetb or setb NA NA 0.05% 0.05%
DFF/LATCH1 w/ resetb or setb NA NA 0.05% 0.05%
DFF/LATCH2 w/ resetb or setb NA NA 0.05% 0.05%
DFF/LATCH3 NA NA 0.04% 0.04%
DFF/LATCH4 NA NA 0.04% 0.04%
DFF/LATCH5 NA NA 0.04% 0.04%
DFF/LATCHG6 w/ resetb or setb NA NA 0.05% 0.05%
DFF/LATCH7 w/ resetb or setb NA NA 0.05% 0.05%
DFF/LATCHS8 w/ resetb or setb NA NA 0.05% 0.05%
DFF/LATCH9 NA NA 0.04% 0.04%
DFF/LATCH10 NA NA 0.04% 0.04%
DFF/LATCH11 NA NA 0.04% 0.04%
2-bit LUTO/DFF/LATCHO 0.3% 0.21% NA NA
2-bit LUT1/DFF/LATCH1 0.3% NA NA NA
2-bit LUT2/DFF/LATCH2 0.3% NA NA NA
2-bit LUT3/PGEN 0.6% NA NA NA
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Failure Modes SLG46855-AP | SLG46880-AP | SLG46620-AG | SLG46625-AP
2-bit LUT1/PGEN NA 0.31% NA NA
2-bit LUTO NA NA 0.02% 0.02%
2-bit LUT1 NA NA 0.02% 0.02%
2-bit LUT2 NA NA 0.02% 0.02%
2-bit LUT3 NA NA 0.02% 0.02%
2-bit LUT4 NA NA 0.02% 0.02%
2-bit LUT5 NA NA 0.02% 0.02%
2-bit LUT6 NA NA 0.02% 0.02%
2-bit LUT7 NA NA 0.02% 0.02%
3-bit LUTO/DFF/LATCH1 NA 0.32% NA NA
3-bit LUTO/DFF/LATCH3 0.4% NA NA NA
3-bit LUT1/DFF/LATCH2 NA 0.32% NA NA
3-bit LUT1/DFF/LATCH4 0.4% NA NA NA
3-bit LUT2/DFF/LATCH3 NA 0.31% NA NA
3-bit LUT2/DFF/LATCH5 0.4% NA NA NA
3-bit LUT3/DFF/LATCH4 NA 0.31 NA NA
3-bit LUT3/DFF/LATCH6 0.4% NA NA NA
3-bit LUT4/DFF/LATCH? 0.4% NA NA NA
3-bit LUT5/DFF/LATCH8 0.4% NA NA NA
3-bit LUT6/DFF/LATCH9 0.4% NA NA NA
3-bit LUT7/DFF/LATCH10 0.4% NA NA NA
3-bit LUT8/DFF/LATCH11 0.4% NA NA NA
3-bit LUT 4/8-bit CNT1/DLY1 NA 0.83% NA NA
3-bit LUT 5/8-bit CNT2/DLY2 NA 0.83% NA NA
3-bit LUT 6/8-bit CNT3/DLY3 NA 0.83% NA NA
3-bit LUT 7/8-bit CNT4/DLY4 NA 0.83% NA NA
3-bit LUT 8/Pipe Delay/Ripple NA 0.51% NA NA
Counter
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Failure Modes SLG46855-AP | SLG46880-AP | SLG46620-AG | SLG46625-AP
3-bit LUT16/Pipe Delay/Ripple NA NA
Counter 0.8% NA
3-bit LUTO NA NA 0.03% 0.03%
3-bit LUT1 NA NA 0.03% 0.03%
3-bit LUT2 NA NA 0.03% 0.03%
3-bit LUT3 NA NA 0.03% 0.03%
3-bit LUT4 NA NA 0.03% 0.03%
3-bit LUT5 NA NA 0.03% 0.03%
3-bit LUT6 NA NA 0.03% 0.03%
3-bit LUT7 NA NA 0.03% 0.03%
3-bit LUT8 NA NA 0.03% 0.03%
3-bit LUT9 NA NA 0.03% 0.03%
3-bit LUT10 NA NA 0.03% 0.03%
3-bit LUT11 NA NA 0.03% 0.03%
3-bit LUT12 NA NA 0.03% 0.03%
3-bit LUT13 NA NA 0.03% 0.03%
3-bit LUT14 NA NA 0.03% 0.03%
3-bit LUT15 NA NA 0.03% 0.03%
4-bit LUTO/PGEN NA NA 0.25% 0.25%
4-bit LUT1 NA NA 0.05% 0.05%
4-bit LUT 0, WS Citrl, 16-bit NA 1.24% NA NA
CNTO/DLYO/FSMO
4-bit LUTO/ DFF/LATCH12 0.6% NA NA NA
14-bit CNTO/DLYO/WS Citrl NA NA 1.61% 1.61%
14-bit CNT1/DLY1 NA NA 1.40% 1.40%
14-bit CNT2/DLY2/FSMO NA NA 1.53% 1.53%
14-bit CNT3/DLY3 NA NA 1.40% 1.40%
8-bit CNT4/DLY4/FSM1 NA NA 1.15% 1.15%
8-bit CNT5/DLY5 NA NA 0.98% 0.98%
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Failure Modes SLG46855-AP | SLG46880-AP | SLG46620-AG | SLG46625-AP

8-bit CNT6/DLY6 NA NA 0.98% 1.0%
8-bit CNT7/DLY7 NA NA 0.98% 1.0%
8-bit CNT7/DLY8 NA NA 0.98% 1.0%
8-bit CNT7/DLY9 NA NA 0.98% 1.0%
MFO (4-bit LUT1, DFF/LATCH20, NA NA
WS Citrl, 16-bit CNTO/DLYO0/FSMO0) 2.7% NA

MF1 (3-bit LUT9, DFF/LATCH13, 8- NA NA
bit CNT1/DLY1) 1.8% NA

MF2 (3-bit LUT10, DFF/LATCH14, NA NA
8-bit CNT2/DLY2) 1.8% NA

MF3 (3-bit LUT11, DFF/LATCH15, NA NA
8-bit CNT3/DLY3) 1.8% NA

MF4 (3-bit LUT12, DFF/LATCH16, NA NA
8-bit CNT4/DLY4) 1.8% NA

MF5 (3-bit LUT13, DFF/LATCH17, NA NA
8-bit CNT5/DLY5) 1.8% NA

MF6 (3-bit LUT14, DFF/LATCH18, NA NA
8-bit CNT6/DLY6 1.8% NA

MF7 (3-bit LUT15, DFF/LATCH19, NA NA
8-bit CNT7/DLY7) 1.8% NA

ASM State 0 NA 5.97% NA NA
ASM Dynamic Memory NA 13.0% NA NA
ASM Special (F 1) NA 7.79% NA NA
P DLY 0.8%. 0.21% NA NA
P DLYO NA NA 0.45% 0.45%
P DLY1 NA NA 0.45% 0.45%
VREFO 2.0% 1.06% 0.96% 0.96%
VREF1 2.0% 0.87% 0.96% 0.96%
BG NA 4.08% 4.55% 4.53%
POR(a) 8.0% 17.17% 5.69% 5.69%
PWR DET NA NA 5.92% 5.92%
0OSCO 6.5% 2.74% NA NA
OSC1 3.8% 1.47% NA NA
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Failure Modes SLG46855-AP | SLG46880-AP | SLG46620-AG | SLG46625-AP
osc2 2.2% 0.76% NA NA
Crystal OSC NA 0.04% NA NA
12C 10.7% 2.49% NA NA
TEMP SENSOR 0.3% 0.17% NA NA
Pipe Delay0 NA NA 0.32% 0.32%
Pipe Delayl NA NA 0.32% 0.32%
SPI NA NA 1.19% 1.19%
SPI_SDIO NA NA 2.37% 2.37%
LFOSC NA NA 2.03% 2.03%
RCOSC NA NA 3.42% 3.42%
RINGOSC NA NA 0.62% 0.62%
DCMO0/PWMO NA NA 1.30% 1.30%
DCM1/PWM1 NA NA 1.30% 1.30%
DCM2/PWM2 NA NA 1.30% 1.30%
INVO NA NA 0.00% 0.00%
INV1/ NA NA 0.00% 0.00%
HD BUFFER NA NA NA NA
VREF OPAMPO NA NA NA NA
VREF OPAMP1 NA NA NA NA
EEPROM NA NA NA NA
Total 100% 100% 100% 100%

5.2.1.

Consideration of Common Cause Failure

When considering the failure rate of each of the configured GreenPAK functions, it results in a fraction (K) of the
overall failure rate. This means that the fraction of failure rate of the unused GreenPAK functions is 1 — K.

Note that not all failures of the unused GreenPAK functions are neutral, as a minor fraction of them (i.e. Y) can
be due to Common Cause Failure (CCF). It is recommended to take them into account by addinga Y x (1 — K)
contribution to the fraction of failure rate K for the configured GreenPAK functions. The fraction of failure rate of
the configured GreenPAK functions are equalto Y + K x (1 -Y).

Factor K is defined by the application, while factor Y can be selected in the range of 20% 3.

8 Factor Y depends on the customer and the CCF on its application. Renesas recommends to use the range of
20% to 25%.
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Determination of Failure In Time within the AEC-Q100 GreenPAK™ Family Automotive GreenPAK

5.2.2. Propagation delay and response times

Typical Propagations Delays and response times are listed in data sheet of GreenPAK family products [3], [4],
[5], [6], and [7].

5.3 Environmental Range

Any limits on the environment of the element must be observed to maintain the validity of the estimated rates of
failure due to random hardware failures.

For the SLG46855-A device, the thermal simulation is reported in [10]. In this simulation report, the materials are
assumed to be in perfect adhesion and behave isotropically, uniform power is applied at the die surface.

5.4 Lifetime Reliability Reports

It is highly recommended to compare the required mission profile of the GreenPAK environmental stressors
against the qualification plan and report, as based on the AEC-Q100 standard. The assumptions of the failure
rates due to random hardware failures listed in section 3 rely on the environmental stressors profile that is
supported by the reliability qualifications of the IC. For more details refer to [11].

6. Case Study: Example of Failure Rate Analysis

6.1 General Analysis

This case study provides the integrators with a guideline on understanding how the failure rate of GreenPAK
products must be considered in the user application.

Note: the failures of the GreenPAK family of products are considered as dual point failures at the system level,
because GreenPAK family products are used as SMs for the integrated system’s intended functionalities. Figure
2 shows the SLG46855 configuration schematic with all the output signals of the ASIC which have contribution in
the calculation of failure rate analysis in the integrated system.
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Figure 2: SLG46855 Configuration

As an example, the case study of customer Functional Safety Requirement (FSR1) with assigned Automotive
Safety Integrity Level (ASIL) is allocated to the SLG46855-A as the following: When a Tl failure is activated
through Pin 5 "MODE1_FAILURE", the IC shall send a PWM at 120 Hz (DC 15%) using the Pin 7
"PWM_OUTPUT" and disable the TI using Pin 10 "LIMP_HOME_MOD1" within 200ms (ASIL C).

Starting from this functional safety requirement, all failures violating FSR1 must be investigated and relevant to
the safety analysis started. The system integrator must define the safety path derived from FSR1 with all safety
related components in which their failures are contributing to the violation of functional safety requirement. See
Table 5 for all safety related functions of the SLG46855-A which can violate FSR1. It also lists the percentage of
failure rates derived from Table 4 and the failure rates of each function @ 55 °C according to Table 3.

Table 5: Failure rate analysis of FSR

Failure Modes Failure Rate Percentage Failure Rate @ 55 °C
PIN1 (VDD) Error! Reference source not found. 1.4% 0.68FIT
PIN2 (GPIO) 1.1% 0.53FIT
PIN5 (GPIO2) 1.4% 0.68FIT
PIN6 (GPIO3) 1.4% 0.68FIT
PIN7 (GPOO) 2.6% 1.26FIT
PIN8 (GND) 0.0% 0.00FIT
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Failure Modes Failure Rate Percentage Failure Rate @ 55 °C

PIN10 (GPIO5) 1.4% 0.68FIT
PIN11 (GPIO6) 1.4% 0.68FIT
PIN13 (GPIOS8) 1.4% 0.68FIT
ACMP2L 3.75% 1.81FIT
ACMP3L 3.75% 1.81FIT
2-bit LUT1 / DFF/LATCH1 0.3% 0.15FIT
2-bit LUT1 / DFF/LATCH1 0.3% 0.15FIT
3-bit LUT2 / DFF/LATCH5 0.4% 0.19FIT
3-bit LUT3 / DFF/LATCHG6 0.4% 0.19FIT
CNTO/DLYQ Error! Reference source not found. 2.7% 1.3FIT

MF1 (3-bit LUT9, DFF/LATCH13, 8-bit CNT1/DLY1) 1.8% 0.87FIT
MF5 (3-bit LUT13, DFF/LATCH17, 8-bit CNT5/DLY5) 1.8% 0.87FIT
CNT6/DLY6 Error! Reference source not found. 1.8% 0.87FIT
CNT7/DLY?7 Errort Reference source not found. 1.8% 0.87FIT
POR 8.0% 3.88FIT
0SCO 6.5% 3.15FIT
OSC1 3.8% 1.84FIT
Total 50.2% 23.85FIT

1. 12C connection is not assumed to the system except one time for programming operation. The failure rate of this
function is not considered.
If an application is connected to 12C, safety analysis must be done on the function.

2. Power supply monitoring circuit has the same VDD as all ASIC.

3. Failure rate of CNTO/DLYO is 1/8 of MFO (4-bit LUT1, DFF/LATCH20, WS Citrl, 16-bit CNTO/DLYO/FSMO).

4. Failure rate of CNT6/DLY®6 is 1/8 of MF6 (3-bit LUT14, DFF/LATCH18, 8-bit CNT6/DLY6).

Failure rate of CNT7/DLY7 is 1/8 of MF7 (3-bit LUT15, DFF/LATCH19, 8-bit CNT7/DLY7). Based on the user’s reference
standard (for example, SN 29500) and the essential parameters requested by that standard (for example,
reference ambient temperature), the baseline failure rate of the ASIC can be achieved. According to Table 5 for
FSR1, a 50.2% baseline failure rate is estimated for this output signal as dual point failures, contributing to its
integrated system failure rate analysis.

To obtain a more conservative approach in the application safety analysis, it is recommended to include the CCF
failure rate in the application by defining parameters such as fraction K and fraction Y. Based on Table 5, the
total failure rate percentage of the GreenPAK application for fraction K is reported as 50.2%, and assuming
fraction Y is equal to 20% , the total failure rate of the GreenPAK including CCF is reported in Table 6.
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Table 6: Total Failure Rate Including CCF

K Y Y+Kx(1-Y)

Failure Rate @ 55 °C

50.2% 20% 66.16%

32.08FIT

6.2 Detailed Analysis

The failure rate analysis of one functional safety requirement in the integrated system level gives a general
approach of the total percentage of FIT rate. It is also possible to have a more detailed analysis of a specific

function.

As an example, the same FSR1 is used as in section 6.1 where one of the output signals of the system is
“PIN10” that is responsible for “LIMP_HOME_MOD1”. According to the Datasheet document [1], PIN10 (GPIO5)
is composed of six circuitries that implement the following functions (see Figure 3 for details):

» One Digital input,

= One Analog Input/Output (with internal pull-up/down resistors)

= Four different instances of Digital output (with two with open drain and two with push-pull output).

Non-Schmitt

P Trigger Input

Input Mode [1:0]
ital In without Schmitt Trigger, wosmt_en = 1
D1: Digital In with Schmitt Trigger, smt_en = 1
10: Low Voltage Digital In mode. Iv_en = 1
11: analog 10 mode

WOSMT_EN

Schmitt
Trigger Input

v

Cutput Mode [1:0]
00: Push-Pull 1x mode, ppix_en = 1
D1: Push-Pull 2x mode, pplx,

10: NMOS 1x O
11: NMOS 2x Open-|

Note 1: Digital Out and OE are Matrix Qutput. Digital In is Matrix Input
Note 2: Can be varied over PUT, for reference only.

i P Digital IN
SMT_EN
Low Voltage
I Input
LV_EN
= Analog 10

1720
{Note 2)

Digital OUT

5o

Voo
Digital OUT

—

s i

oE
—
PP2x_EN

;

4]

Floating

80 k0 10 k0 q

Pullup_EN

900 kD
Res_sel
n:0]

00: Fisating
01: 10 kO
10: 100 k22
11 1m0

Digital OUT

OE

OD1x_EN

Digital OUT

0D2x_EN

Figure 3: PIN10 (GPIO5)

Table 2 lists every one of GPIO5’s possible failure modes. It is possible to choose which of the six functions are
used in any specific application.

For example, if only the Analog output of GPIO5 is needed, refer only to the failure modes that are defined for
the Analog part and select the following failure modes:
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= Pull-up/down resistor floating,

» Pull-up/down resistor short to ground,

» Pull-up/down resistor short to supply,

= Wrong pull-up/down resistor,

» Pull-down/up resistor instead of pull-up/down.

The total failure rate related to GPIO5 could be achieved by selecting the failure modes and by referring to the
failure rates of the GreenPAK functions (see Table 4).

Note: GPIO5 with 6 different functions has a 1/6 (17%) failure distribution for each specific function if it fails. For
each function this failure rate distribution must be split to the number of failure modes of that specific function.

For example, the Analog output of GPIO5 has a 17% total amount of failure rate distribution, and because of the
five possible failure modes there is 17%/5 (3.4%) distribution of the failure.

Table 7, Table 8, and Table 9 show the failure rate analysis of the GPIO5 digital output, digital input, and analog

input/output.

Table 7: GPIOS5 (PIN10) Digital Output Safety Analysis

Function Failure Mode Failure Distribution [%] Failure Rate [%]
Stuck at 5.7 0.08
GPIO Digital output Wrong selection of input circuitry 5.7 0.08
Floating 5.7 0.08
Table 8: GPIO5 (PIN10) Digital Input Safety Analysis
Function Failure Mode Failure Distribution [%] Failure Rate [%]
Stuck at 5.7 0.08
GPIO Digital Input Wrong selection of input circuitry 5.7 0.08
Floating 5.7 0.08
Table 9: GPIO5 (PIN10) Analog Input/Output Safety Analysis
Function Failure Mode Failure Distribution [%] Failure Rate [%]
Pull-up/down resistor Floating 3.4 0.05
Pull-up/down resistor short to ground 3.4 0.05
GPIO Analog Input/output Pull-up/down resistor short to supply 3.4 0.05
Wrong pull-up/down resistor 3.4 0.05
Pull down/up resistor instead of pull- 34 0.05
up/down
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7. Conclusion

This application note provides guidance on leveraging the Renesas Automotive GreenPAK products—
specifically the SLG46620-AG, SLG46855-AP, SLG46625-AP, and SLG46880-AP — in safety-critical industrial
and automotive applications compliant with IEC 61508 and 1SO 26262 standards. By following the guidelines in
this document, engineers and developers can confidently integrate Automotive GreenPAKSs into their safety-
related designs, ensuring both compliance and reliability.
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