RENESAS A as st

RX277=21)
TSIP K5 A4 /N\ZFALV- TLS EEAHE

=25
Trusted Secure IP (TSIP) K34 /\[& SSL/TLS (RETILLLE TLS & KiL) BEAD API ZHHR— KL T
WET, KETIE, TSIP RSA4 /XD TLS M+ APl B LU ZDEEFZEMBRLET,

BERFa A

e RX 77 3!) TSIP(Trusted Secure IP)E < a2 —)L Firmware Integration Technology (R20AN0371)

e RX 77 31) RX65N [Z#1+5 Amazon Web Services ZFlI L 1= FreeRTOS OTA 1R A%
(RO1AN5549)

R0O1AN5880JJ0103 Rev.1.03 Page 1 of 22



RXZ773 TSIP RS54 1\ ZRAW-TLS REHE

EP

(R - R OURRRRR 4
11 TSIP ZRWTETLS IBIED A U U b et 4
12 TSIP FSA/INTHR— R L TUVS CIPRer SUItE .......c.eieieeceeeeeeeeeeeeeee e 4
L T o | = S e (A /) B I o o N o B — TR 4
L =2 YD = SRS 5
2. TSIP ZR UMz TLS B B DR A E oo 6
20 - 11 -0 TSSO 7
210 I B CA BB D oottt 7
212 T TA T U PREBAEDEEM oo 7
22 JL— P CAEEBHEDIREE ....ooovieee ettt ettt e te et e et et et eeteeaeeteeteene e 8
P2 T o =1 o K1 =1 = (0] (Yoo S OSPPSSRR 10
2 TR I =Y o 1T (Y SRR 10
2.3.2 Server Key Exchange, Client Key EXChange .........oouiiiiiiiiiiii e 11
2321 BTHATDIECDHE DIBE ..ottt ettt ae et te e eeenee 11
2.3.2.2 BBRHEATUD  RSA D dB B oottt et e et e e et et e et te et eete e teete e ateenean 12
P R T 0= 4 1 Tor= 1 (=YY =Ty 1 PSR 12
P T S o T o =T BSOSO 13
2.4 Application Data ProtOCOL ............uuuuuuiiiiii e anana, 16
B U T Il T R ettt 17
R R 18
41 TLSRIYI—23278—IZHBIFBTSIP FSA/NNDFEVEL TEO— e 18
5 [T SOOI 22
RO1AN5880JJ0103 Rev.1.03 Page 2 of 22

Jun.28.24 RENESAS



RX 773 TSIP K54 /3 &fLV- TLS RER

pE

e AWS™IE Amazon.com, Inc. or its affiliates DFEETY , (https://aws.amazon.com/trademark-guidelines)

e FreeRTOS™(& Amazon Web Services, Inc. DEIETY , (https:/freertos.org/copyright.html)

e Git®lE Software Freedom Conservancy, Inc. k L— F<Y—% TT,
(https://www.git-scm.com/about/trademark)

e GitHub®lL GitHub, Inc.®) b L— K< —% T, (https://github.com/logos)

e Arm®& Arm Limited or its subsidiaries ® k L— F<¥—% T9,
(https://www.arm.com/company/policies/trademarks/quidelines-trademarks)

e Mbed™ld Arm Limited or its subsidiaries ® k L— K< —% T9,
(https://www.arm.com/company/policies/trademarks/guidelines-trademarks)

e OpenSSL™[& OpenSSL Software Foundation ® k L— F<Y—% T,
(https://www.openssl.org/policies/trademark.html)

RO1AN5880JJ0103 Rev.1.03 Page 3 of 22
Jun.28.24 RENESAS


https://aws.amazon.com/trademark-guidelines
https://freertos.org/copyright.html
https://www.git-scm.com/about/trademark
https://github.com/logos
https://www.arm.com/company/policies/trademarks/guidelines-trademarks
https://www.arm.com/company/policies/trademarks/guidelines-trademarks
https://www.openssl.org/policies/trademark.html

RXZ773 TSIP RS54 1\ ZRAW-TLS REHE

1. BIE

1.1 TSIP ZAWETLSEEDA U v +

TSIP KSA/NTIXTLSAEMF®D APl 2HHR—FLTWET, KAPIZFATEZIEIZEYLUT2EHDA
sy bAHYET,

o TLS 7O FIJLNNEBHRTEXDORFEREZRDOLE VD, T4 ARITEM SN =B EHRORERORE
DR ERLTENTEET,
o N—FDIF7TT7VEIL—b+FBHILIZLY, BERELZERILTEET,

1.2 TSIP FZ 4 /NTHHR— kL TLVS Cipher Suite

TSIP K54 /8[& TLS1.2 [Z##L L =L F ® Cipher Suite 4 1K— k LTULVET,
e TLS_RSA_WITH_AES 128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

1.3 TSIP K54 /30 TLS M+ API —%&

R A1M1ICTLSBIETHERATATSIP RS/ D API #RLET, & API QML 2. TSIP #A0V= TLS
BEORERE B&LUT7TVHy— 3>/ —k IRX 77 21 TSIP(Trusted Secure IP)E 2 1 —)L
Firmware Integration Technology (R20AN0371)1 #ZB LT &Ly,

= 1-1 TLSEETHERAT S API A

15 FA 35 P AP B8
SIBREDA VA =L R_TSIP_GenerateTIsRsaPublicKeylndex
R_TSIP_Close
R_TSIP_Open
R_TSIP_TIsRootCertificateVerification
Certificate R_TSIP_TlisCertificateVerification
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Signature
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I—hDER format encrypted key
R_TSIP_Open Key Install phase
v

R_TSIP_GenerateTlsRsaPublicKeylndex —

|
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R_TSIP_Close :

|

|

|

R_TSIP_Open <+ —=——-
¢ QTLS public key index®

_: R_TSIP_TIsRootCertificateVerification

l C% Root CA certificate public key
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R_TSIP_GenerateTIsRsaPublicKeyIndex()®

e_tsip_err_tR_TSIP_Open ( key_index ZANT H2LEAHYFET,
tsip_tls_ca_certification_public_key index_t ElE
*key_index_1, key_index_1 [Z(&. 1 BIBOFEUH L Tlk NULL
tsip_update_key ring_t *key_index_2 "M B %, 2EBDOFEVUHE L TIE
) R_TSIP_GenerateTIsRsaPublicKeyindex()A tH 71

L7zkey index ZANLFET, BREHEEELFER
LA ULMEA . key index 2 IZIENULL 7RA >4 %

AZLFET,

e_tsip_err_t R_TSIP_TIsRootCertificateVerification() C{E B9

R_TSIP_GenerateTIsRsaPublicKeyIndex( 5 RSA AFABED key_index Z#H AL ET,
uint8_t *encrypted_provisioning_key, I
u?nt8_t fiv, encrypted_provisioning_key, iv, encrypted_key
uint8_t *encrypted_key, [ZI%. Renesas Secure Flash Programmer H & H
tsip_tls_ca_certification_public_key_index_t H &Nt key datac ROEHEAALET,
*key_index T

)

e _tsip_err_tR_TSIP_Close (void) TSIP #E1ELFET,
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e tsip_err_t R_TSIP_TIsRootCertificateVerification (
uint32_t public_key_type
uint8_t *certificate,
uint32_t certificate_length,
uint32_t public_key n_start position,
uint32_t public_key n_end_position,
uint32_t public_key e_start position,
uint32_t public_key e _end_position,
uint8_t *signature,
uint32_t *encrypted_root_public_key);

HoMLHAELIL—F CASIRRAEE®HRIILE
E

ElE -

public_key_type IZ[&. SEBAZIZEFEN TS AR
BOIEFEE AN LET, certificate IZIXFERAE %
DER XX TA A L. certificate_length ICIEZF DK
SEAHALFET, public key * * position [ZIXEE
BAE##5 L TH/)L— ~ CAIIAZD AFRE
WA - BEADOERIT7 FLRZANLET,
signature [ZIZEEBAEIZK T 2 EL T —2F#ANL
F 9, encrypted_root_public_key [Z[XIFHAH
hEan, RIZFTSY—/N\IHZEORIFICFERALE
ER

4=

1T

2.3 Handshake Protocol

Z C Tl&. Handshake Protocol [TEWT TSIP FS A /N\NOERENPELZNEBEZHEHLET,

2.3.1 Certificate

UTOFIECHWVGERAZEF I —VEREELFT . LEDRNIEIR 2-5%, FRAT S TSIP K5 4/30D API

DEFMIER 22 23MLTIZE,

1. JL— b CASEBAZEA SER Y H L= 2% (R_TSIP_TIsRootCertificateVerification() BE%iMD 515k

encrypted_root_public key) ZAELZY,
2. R_TSIP_TlsCertificateVerification() BI%tZ##EHAL T,
3. RIRFIDFERAENE > TV SIHEE. 2. THREE L =518

BNB% (513 encrypted_output_public_key) & AE

RRITIREE L -EIBAZE D RDFEAEZRIAEL FY .
EXHHEEIAETY . REELEEAZICEFT A TL
L. 2ISRYEY . RREEDAERAENEZE> TR

LWMEE. 2. CREELIZEEAE R Y —/\EIAE TY . RAEL Y —/ GIAZICEFTA TV S AR ERAE

LTROMEBIZEAET,

R_TSIP_TIsRootCertificateVerification

A

% Root CA certificate public key

A

SSL/TLS stack should select which
certificate would be input into
R_TSIP_TlsCertificateVerification()

R_TSIP_TlsCertificateVerification

&

o)

till certificate
s exists
No

Root CA certificate

NN

Intermediate certificate

Server certificate

Server public key output
by R_TSIP_TlIsCertificateVerification

2-5 H—/GEAEDRIIDRN

= 2-2 H—/\GIBAZDRIITHERAT 5 API BE%

B
FEBAZEF z— Y DBREEFITVVET, JL— b CASIBHZED R
DHMEEEBAEN LRREEFITL, —/\[BAZDRIENTET
TEHETAHREREZRYRLIFUHELTLEELY,
5%

API| E8%x

e tsip_err_t
R_TSIP_TIsCertificateVerification (
uint32_t public_key_type,
uint32_t *encrypted_input_public_key,
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uint8_t *certificate, public_key type [ZI&, SEBAZICEEN TS BB OIESE
uint32_t certificate_length, #AHNLFET, certificate [CIXFEBAZE# DER XX TA S
uint8_t *signature, L. certificate_length [CIEZDEEZEZADLET,

uint32_t public_key n_start_position, | signature IZ[ZIRFEMR &L BHAERNNDEL T —2 2 AN

uint32_t public_key_n_end_position, LE 9, public key * * position [ZIZIREE xR DA BHEE

uint32_t public_key e _start_position, WOHEAT FLRZADLET,

uint32_t public_key e _end_position, encrypted_input_public_key [Z[&. E#TIZHREE L f=3[EAE

uint32_t *encrypted_output_public_key | O 2B EANLET, H—/\GIRZEDRIIFICHASHh
) 1= encrypted_output_public_key |23 (ZFE UM 9
R_TSIP_TIsEncryptPreMasterSecret
WithRsa2048PublicKey() & =&
R_TSIP_TlsServersEphemeralEcdhPublicKeyRetrieves() T
FEALES,

2.3.2 Server Key Exchange, Client Key Exchange
2321 #X#|AKH ECDHE DIHE

LUTOFIBEIZHNMERBRZITOVET, LEOFRNIEIE 2-6 %, HT 5 TSIP K54 /30 APl DFEM#IER
2-3%SHBL TSN,

1. R_TSIP_TlsServersEphemeralEcdhPublicKeyRetrieves() B%k% {#F L T Server Key Exchange * v
+—C TR (FE o 1=H—/\ ephemeral ECDH BB ZRIELET,

2. R_TSIP_GenerateTIsP256EccKeyindex() B#ZEAL TY 54 7 > b ephemeral ECDH 887 &£k
LET. V547> b ephemeral ECDH A B##(X Client Key Exchange * w2—2 TH—/NIZ#EEL T
(&L,

3. R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key() BE%i% & L TH—/\ ephemeral ECDH 2B
LY 547> b+ ephemeral ECDH 7 ##/H\ 5 premaster secret # 4 L F 9,

R_TSIP_TlIsServersEphemeralEcdhPublic
KeyRetrieves

R_TSIP_GenerateTlsP256EccKeyIndex

Server ephemeral
ECDH public key

\ 4
R_TSIP_TlsGeneratePreMasterSecret |

<

WithEccP256Key Q Client ephemeral

tsip_pre_master_secret ECDH private key
as Premaster Secret

2-6 ECDHE IZ &k 5RO FRN

% 2-3 ECDHE IC& 2B THEEYT 5 API %

API BE8% £ BA
e tsip_err t H—/\\ B % TIZ Server Key Exchange DE£ *
R_TSIP_TIsServersEphemeralEcdhPublicKeyRetri | #iE L £ 9, HAHlE
eves ( R_TSIP_TIsGeneratePreMasterSecretWithEccP256
uint32_t public_key_type, Key() CERAY 4B8S1L S 1= ephemeral ECDH
uint8_t *client_random, public key TY,

uint8_t *server_random,

uint8_t *server_ephemeral_ecdh_public_key,
uint8_t *server_key exchange_signature,
uint32_t *encrypted_public_key,
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uint32_t

*encrypted_ephemeral_ecdh_public_key
)

e tsip_err_t
R_TSIP_GenerateTIsP256EccKeylndex (
tsip_tls p256 _ecc_key index t
*tls_p256_ecc key_index,
uint8_t *ephemeral_ecdh_public_key

)

ECDH 7)) XLIZE T 2B RT7E#ERLET,
H A
R_TSIP_TlsGeneratePreMasterSecretWithEccP256
Key()THERAT 5815 & . Client Key Exchange
Ay t—TTH—/N\ITEIET S ephemeral ECDH
public key TY,

e tsip_err_t
R_TSIP_TIsGeneratePreMasterSecretWithEccP25
6Key (

uint32_t *encrypted_public_key,

tsip_tls p256_ecc_key index t

*tls_p256_ecc_key_index,

uint32_t *tsip_pre_master_secret

)

R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrie
ves()B LU
R_TSIP_GenerateTIsP256EccKeylndex()h 5 D A
$H%JTIZ premaster secret ZHHALET,

2322 BEXWMAXHL RSADIZE

LUTOFIBEICHWNBRZERZTVET, LEOFENIEZRE 2-7 %, AT 5 TSIP K54 /30 APl OE#ITR

2-4ZBRLTLEE,

1. R_TSIP_TIsGeneratePreMasterSecret()Bi %k % {8 F§ L T premaster secret Z4£ /B L £,
2. R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey()E%1 T premaster secret #fES{t LE T,
&5 1k S 1= premaster secret [E Client Key Exchange * v 2— U TH—/NZTEELTLE &L,

R_TSIP_TIsGeneratePreMasterSecret

tsip_pre_master_secret
as Premaster Secret

R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey

2-7 RSAIZLDBEIMDTN

& 2-4 RSAICKDHEXLTHERT S API B

AP| B8

FiBA

e tsip_err_t R_TSIP_TIsGeneratePreMasterSecret (
uint32_t *tsip_pre_master_secret

premaster secret Z4£M LE T,

uint32_t *encrypted_public_key,
uint32_t *tsip_pre_master_secret,
uint8_t *encrypted_pre_master_secret

)

)

e_tsip_err_t Client Key Exchange * wt— TH—/\Ti&E
R_TSIP_TIsEncryptPreMasterSecretwithRsaPublicKey ( | {53 4. premaster secret # RSA-2048 22

( BTHESELE-T—2ZHALET,

2.3.3 Certificate Verify

D347 MEAEEZ Y —/\ITRIET 5 -ODEREERLFET,
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D347 MIREICEFN S LARBOBEICL > THEAT IBHEHLVELY FI ., REORNITE 2-8
. ERATDHTSIP K540 APl DEFMIFR 256 V547 2 MIAEDRIETHEAYT 5 APIERZSR
LTLEEELY,

KBNS RSA THNIE, UTORNTEREZERLFT .

1. R_TSIP_RsassaPkcs1024/2048SignatureGenerate B TA v — VI T H2ELEZERLEFT,

2. BEIZG LT, 2AB#M S R_TSIP_GenerateRsa1024/2048PublicKeylndex()BE$ T1—H R E R IEHR %
A/ L. R_TSIP_RsassaPkcs1024/2048SignatureVerification)B## AN\ T., £ LE=EL % B &L
LEY,

NN ECC THNIE, UTORNTEREERLET,

1. R_TSIP_EcdsaP192/224/256/384SignatureGenerate )BT A v —PICTHEBREERLET,

2. BEIZG LT, 2B#H, S R_TSIP_GenerateEccP192/224/256/384PublicKeylndex()BE$k T1—H 4
BIEHRE £/ L. R_TSIP_EcdsaP192/224/256/384SignatureVerification() B8 = AL T, £ L-E4
ZEORIELET,

C’% Key pair
RSA

Type of key pair is *

R_TSIP_RsassaPkcs1024/2048SignatureGenerate

v
R_TSIP_RsassaPkcs1024/2048SignatureVerification

R_TSIP_EcdsaP192/224/256/384SignatureGenerate

v
R_TSIP_EcdsaP192/224/256/384SignatureVerification

<
<
4

A

2-8 V3472 MIAZDRAD-HDERERDTIN

R 25 U547 MNIBEDORIITERAT % API B

API B &R

R_TSIP_RsassaPkcs1024/2048SignatureGenerate RSA D& HEE ALV T, RSASSA-PKCS1-v1_5
DELEERLET,

R_TSIP_RsassaPkcs1024/2048SignatureVerification RSA MO 2FBE % ALV T, RSASSA-PKCS1-v1_5
DERZRIELFET,

R_TSIP_EcdsaP192/224/256/384SignatureGenerate | ECC O Z#Z AL T, ECDSA DELZ T4/
LET,

R_TSIP_EcdsaP192/224/256/384SignatureVerification | ECC D/AF## % AL T, ECDSA NDE R # 3l
LET,

2.3.4 Finished
UTOFIRICHEL Finished A v £— U DERERIEZTVNET . REOFRNIER 29 %, EHAT S TSIP
34 /\0 APl OFF#IEER 2-6. & 2-7. & 2-8. K 29, R 2-10ZSML TSN,
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1. R_TSIP_TIsGenerateMasterSecret ()B%{ T premaster secret i/ 5 master secret Z4EH L F 9,

2. R_TSIP_TIsGenerateSessionKey()E841 T master secret H* 5 4 KD session key (client write MAC key,
server write MAC key, client write encryption key, server write encryption key) & 2 DM IV (client write
IV, server write IV) 2R LET,

3. R_TSIP_TIsGenerateVerifyData()B# TV 54 7 > kM 531%{EF S Finished A v — N ®D Verify Data
EERLET,

4. Cipher Suite [5G LT=/\y & 2 B%h & AES B$kZ A L T, Finished * v —CDERZDERK LES
LZTVET,

5 9547 bhdY—/NC Finished X v E—CEFFELET,

6. H—/\M 5 Finished A v E—TU%ZELET,

7. Cipher Suite 123 LT=/vy 2 B# & AES B8 Z A L T, Finished * v — L DS & EL DIREE
ETWET,

8. R_TSIP_TIsGenerateVerifyData()Bi%k T Verify Data Z4&3E L. Handshake Protocol Z#T7 L&,

R_TSIP_TIsGenerateMasterSecret

tsip_master_secret
as Master Secret

’

R_TSIP_TlsGenerateSessionKey

Generate client verify data
R_TSIP TlsGenerateVerifyData

Block cipher mode
of operation is

Q client_mac_key_index
as MAC key index Generate MAC
R_TSIP_Sha256HmacGenerate

Init/Update/Final

Update nonce
R_TSIP_TlIsGenerateSessionKey

A 4

Q client_crypto_key_index ¢ client_crypto_ ¢
as session key index Encrypt message key_index Encrypt message
> R_TSIP_Aes128ChcEncrypt % —>» R_TSIP_Aes128GcmEncrypt
Init/Update/Final Init/Update/Final

server_crypto_key_index
as session key index Decrypt message

R_TSIP_Aes128ChcDecrypt
Init/Update/Final

Update nonce
R_TSIP_TlIsGenerateSessionKey

\ 4

server_mac_key_index server_crypto_ ¢
as MAC key inedx Verify MAC key_index Decrypt message
»  R_TSIP_Sha256HmacVerify ——» R_TSIP_Aes128GcmbDecrypt
Init/Update/Final Init/Update/Final
Generate server verify data Generate server verify data
R_TSIP TlIsGenerateVerifyData R_TSIP TlsGenerateVerifyData
compare compare

2-9 Finished * vy E—L DER ERIED TN

& 2-6 master secret WAL & Finished * v E—P D &R - RIETHEAT S API B

API % & BA
e tsip_err_t R _TSIP_TIsGenerateMasterSecret ( premaster secret % JtIZ master secret &
uint32_t select_cipher_suite, ELET,

uint32_t *tsip_pre_master_secret,
uint8_t *client_random,
uint8_t *server_random,uint32_t *tsip_master_secret

RO1AN5880JJ0103 Rev.1.03 Page 14 of 22
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e tsip_err_t R_TSIP_TIsGenerateSessionKey (

uint32_t select_cipher_suite,
uint32_t * tsip_master_secret,
uint8_t *client_random,
uint8_t *server_random,
uint8_t *nonce_explict,

tsip_hmac_sha_key_index_t *client_mac_key_index,

master secret % Tl session key D
key_index (client_mac_key_index,
server_mac_key index,
client_crypto_key_index,
server_crypto_key_index)Z#H AL ET,
IV (X client_crypto_key_index &
server_crypto_key_index ICTEENTULVE

tsip_hmac_sha_key_index_t *server_mac_key_index, ER

tsip_aes_key_index_t *client_crypto_key_index,
tsip_aes_key _index_t *server_crypto_key_index,

uint8_t *client_iv,
uint8_t *server_iv

)

CBC ®E— FZ&ERT 5155,
nonce_explicit IZ[E NULL ZAHNLFET,
GCM E— FZERAY H5EEIF/ VX EA
ALFET,

e tsip_err_t R_TSIP_TIsGenerateVerifyData (

uint32_t select verify _data,
uint32_t *tsip_master_secret,
uint8_t *hand_shake_hash,
uint8_t *verify_data

Finished * v t—CH® VerifyData 4
BLEYT,

% 2-7CBC E— FTOMSILIZERAT % API EA%

AP| E8%x

st B

R_TSIP_Sha1HmacGeneratelnit/Update/Final
R_TSIP_Sha256HmacGeneratelnit/Update/Final

client_mac_key_index Z#EMAL T, Y—/N\ITEET S
T—RDOMACEZERLET,

R_TSIP_Aes128CbcEncryptinit/Update/Final
R_TSIP_Aes256CbcEncryptinit/Update/Final

client_crypto_key_index #{ERA L T, —/\ITEET
TR ERBBILLET,

# 2-8CBC E— FTOESICERT 5 API AL

API| E8%x

s B

R_TSIP_Aes128CbcDecryptinit/Update/Final
R_TSIP_Aes256CbcDecryptinit/Update/Final

server_crypto_key_index #fHRAL T, ¥—/\HN o Z{E
LE-BEXEE5LET.

R_TSIP_Sha1HmacVerifylnit/Update/Final
R_TSIP_Sha256HmacVerifylnit/Update/Final

server_mac_key_index AL T, —/\M 52§
LEEEEADT—FDMACEZHRIILET,

£ 2-9GCM E— FTOIESILIZERAT % API BEi%

AP| B8%k

Bk

R_TSIP_TIsGenerateSessionKey

TSIP LD/ U REE#H LFEFT . nonce_explicit [ZI1& 1/
Ty hZTEIZERD /) VREAALET,

R_TSIP_Aes128GcmEncryptinit/Update/Final

client_crypto_key_index #{EH L T. ¥ —/\IZEET D
T—ADEBEILERAELTDERZEITVET, Ivec 21X
NULL #. ivec_len X0 ZANLFET,

% 2-10 GCM E— FTOESIZFERT 5 API Bk

API 8%

B

R_TSIP_TIsGenerateSessionKey

TSIP ED/ v RZEE#HLEFT . nonce_explicit [ZI&/\
Ty RIEEFATWE/ VRAEANLET,

R_TSIP_Aes128GcmDecryptlinit/Update/Final

server_crypto_key _index ZERA L T, Y—/\HNoREL
FT—3DEELRBIA2 VORIAETVET,
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2.4 Application Data Protocol

Application Data Protocol Tl&. Handshake Protocol @ Finished A vt —L &ERERIZTSIP K354 /3D
APl ZHWVWTHEESL - ES0EZ L THESBEZITVEYT., AT S APIILCBC E— FDBZEIEER 2-7 &
*& 2-8, GCM E— FDIFEIEER 29 &K 2-10 #SHBLTLIEELY,
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3. o 7)La—F

U FINa—FRIELUTY 9 %D iot-reference-rx &#H Release M Getting Started Guide [CER&E S h
TWBHY VO ESRBLTCESL,

https://github.com/renesas/iot-reference-rx
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4. 482

41 TLSROLI—3>278—IZHFSTSIP FSA/\OUHELT7ZA—
AETIETLS *ILT—2 30 70—2FIZBITETSIP FSANNOEUHELIO—%2FLHET, B
HmAKXN RSADBAEEHX 4-11Z, ECDHE D& %M 4-2 I RLET,
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RXZ77=31)

TSIP

KSA/\ZHLV= TLS 2 A%

Generate RSA key pair
Private key Public key

Q Q@
RSA2048 PSS with SHA256 signature

Root CA certificate

Q)

Convert to
DER format

Q)

|
|
|
|
!
!
|
[

Signature L

i

encrypted

R_TSIP_Open

| Generate RSA or ECC key pair

Convert to

Key Install phase

f server requests client certificate
,,,,,,,,,,,, ‘

Privatekey  Public key CA

%

Client certificate
Encrypted

provisioning key

|
Q——Q
Encrypted on

DLM Server #

Provisioning key

key /=
Renesas Secure

Flash Programmer

% Key pair

Generate Certificate Verify Message

RSA

Type of key pair is

‘ R_TSIP_RsassaPkcs1024/2048SignatureGenerate ‘
12
‘ R_TSIP_RsassaPkcs1024/2048SignatureVerification ‘

‘ R_TSIP_EcdsaP192/224/256/384SignatureGenerate ‘

v

‘ R_TSIP_Ecdsa P192/224/256/384SignatureVeriﬁcation‘

: R_TSIP_TIsRootCertificateVerifi

ication‘

l % Root CA certificate public key

SSL/TLS stack should select which
certificate would be input into

R_TSIP_TlsCertificateVerification

R_TSIP_TlsCertificateVerification()

till certificate
exists

S
by R_T:

R_TSIP_TIsGeneratePreMasterSecret ‘

tsip_pre_master_secret
as Premaster Secret

Intermediate cerfificate

<)
xnam CA W
Server certificate

erver public key output
SIP_TlsCertificateVerification

Generate
Certificate Veri

»{ R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PuincKey}

= Receive Certificate €

[
>

oo

Server

9 | Server certificate)

pst (optional)

Client

Client Hello

Server Hello
Certificate
Certificate Requ
Sever Hello Dong

pnal)
nge
(optional)

Certificate (opti
Client Key Exchg
Certificate Verif]

‘ R_TSIP_TIsGenerateMasterSecret ‘

tsip_master_secret
as Master Secret

Encrypted Premaster Secret

‘ R_TSIP_TIsGenerateSessionKey ‘

client_mac_key_index

Generate client verify data
R _TSIP_TlsGenerateVerifyData

Q

as MAC key index

Generate MAC **
R_TSIP_ShalHmacGeneratelnit/Update/Final
R_TSIP_Sha256HmacGeneratelnit/Update/Final

q client_crypto_key_index
as session key index

Encrypt message **
R_TSIP_Aes128CbcEncryptinit/Update/Final
R_TSIP_Aes256ChcEncryptinit/Update/Final

server_crypto_key_index

as session key index

Decrypt message **
R_TSIP_Aes128CbcDecryptinit/Update/Final
R_TSIP_Aes256ChcDecryptinit/Update/Final

server_mac_key_index

as MAC key inedx

Verify MAC **
R_TSIP_ShalHmacVerifyInit/Update/Final
R_TSIP_Sha256HmacVerifyInit/Update/Final

Generate server verify data
R_TSIP_TlsGenerate V. Data
compare

* To assure validity, the TSIP only accepts a key index, even for a public key.

** Select the API that matches the cipher suite.

| Keep the key in a safe place.

Change Cipher $pec
Finished

——)’ Send Finished
Change Cipher Spec

Finished
44 Receive Finished [\(

‘ Session Key H MAC Secret ‘

Client session key  Client MAC key

Server session key Server MAC key|

4-1

TLS*I2IT—>3>7A—& TSIP K

5

£ RORBERTHEA A RSA DBB)
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RXZ77=31)

TSIP

>

A INERW=TLS EEAHE

|
|
|
|
!
!
|
RSA2048 PSS with SHA256 signature L

Root CA certificate

Q)

Convert to
DER format

A —H

Signature L

R_TSIP_Open

If server requests client certificate

Generate RSA key pair
Private key Public key

Q4Q

Convert to

encrypted key /=

| Generate RSA or ECC key pair
Private key

£

Public key

Provisioning key

|
Q——Q
Encrypted on

DLM Server #

Renesas Secure
Flash Programmer

| cA
|
|
|
|

Client certificate

Encrypted
provisioning key

Key Install phase

SSL/TLS stack should select which
certificate would be input into
R_TSIP_TlsCertificateVerification()

: RﬁTSIPﬁTIsRootCertiﬁcateVerification‘

l % Root CA certificate public key

R_TSIP_TlsCertificateVerification

till certificate
exists

Intermediate

Server certificate

Static public key output
by R_TSIP_TlsCertificateVerification

R_TSIP_TIsServersEphemeralEcdhPublic]
[

KeyRetrieves

% Key pair

Type of key pair is

RSA

Generate Certificate Verify Message

‘ R_TSIP_RsassaPkcs1024/2048SignatureGenerate ‘

v

‘ R_TSIP_RsassaPkcs1024/2048SignatureVerification ‘

‘ R_TSIP_EcdsaP192/224/256/384SignatureGenerate ‘

v

‘ R_TSIP_Ecdsa P192/224/256/384SignatureVeriﬁcation‘

— &) ,
xRoot CAW

ificate

‘ R_TSIP_GenerateTls P256EcheyIndex‘

Server ephemeral
ECDH public key

‘ R_TSIP_TIsGenera

ePreMasterSecret
WithEccP256Key

tsip_pre_master_secret
as Premaster Secret

Q

R_TSIP_TIsGenerateMasterSecret ‘

tsip_master_secret
as Master Secret

Client ephemeral

ECDH private key

= Receive Certificate €

Receive PublicKey |,
and Signature

Generate
Certificate Veri

[

-

oo

Client

Client Hello

Server

Server Hello
Certificate

Server Key Exchgnge

Certificate Requ

Sever Hello Dong

9 | Server certificate)

2st (opntional)

Server ephemeral

Certificate (opti

Client Key Exchange
Certificate Verif]

ECDH public key
Q Server ephemeral

ECDH private key
pnal)

(optional)
Generate

Q Client ephemeral ECDH public key

‘ R_TSIP_TIsGenerateSessionKey ‘

client_mac_key_index

Q

as MAC key index

Generate MAC
R_TSIP_Sha256HmacGenerate
Init/Update/Final

Q client_crypto_key_index
as session key index

Encrypt message
R_TSIP_Aes128ChcEncrypt
Init/Update/Final

server_crypto_key_index

as session key index

Decrypt message
R_TSIP_Aes128CbcDecrypt
Init/Update/Final

server_mac_key_index

as MAC key inedx

Verify MAC
R_TSIP_Sha256HmacVerify

Init/Update/Final

* To assure validity, the TSIP only accepts a key index, even for a public key.

Generate server verify data
R _TSIP_TlsGenerateVerifyData

compare

| Keep the key in a safe place.

Generate client verify data
R_TSIP_TlsGenerateVerifyData

lock cipher mode
of operation is

Update nonce
R_TSIP_TlIsGenerateSessionKey

client_crypto_

key_index
—

Encrypt message
R_TSIP_Aes128GcmEncrypt
Init/Update/Final

Update nonce
R_TSIP_TIsGenerateSessionKey

server_crypto_

key_index
—>

Decrypt message
R_TSIP_Aes128GcmDecrypt
Init/Update/Final

Generate server verify data
R TSIP TlsGenerateVerifyData

compare

Change Cipher

Premaster Secret

Master Secret

l y

‘ Session Key H MAC Secret ‘

Client session key  Client MAC key

Server session key Server MAC key|

pec

Finished

Send Finished

Change Cipher Spec

Finished

Receive Finished [\(

42 T

LSrIdvIT— 3

rvAa—

Np—

&ETSIP K3

A N\DOFR IS (BER A XA ECDHE DIHE)

RO1AN5880JJ0103 Rev.1.03

Jun.28.24

RENESAS

Page 20 of 22




RXZ773 TSIP K54 /\ZRAWL=TLS REFGE

R—LAR—DEHYR— RO

IR HR TLY FAZHRIKR—LR=D
https://www.renesas.com/jp/ja/

BHEEEE

https://www.renesas.com/jp/ja/support/contact.html
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1. HESRE
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BIBE. BHS A £URMEOUNS & URBRAEROERICBVTHT>TIEEL,

LHHRE, SWELE—HEMDT. Bh. HE. BR. UN—IILS=TYLY, TOM. FEYIEALEVT &L, hhdEE. RE.
HE. YR—RIVUZTYLIBICEYELBEICEL, YHE. —YZOEEEEVEEA.

ik, UHWEOREAKEE EEKE) BLU TBREKE] THELTHY. EREKEL. UFICRTARICHAAERASNSCLEBEL
THEYET,

mekdE . DL P4, OAME. BIEME. FAME. AVHEE. RE. THEE. S—Vrsn. ELAORY 1%

BREKE  BENR (ADE. BE. BN . SENE (52) . AEEEKRE. SRBRERLRT L, SERLHHEES
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