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Abstract

The DA16200/DA16600 is a highly integrated ultra-low power Wi-Fi system on a chip (SoC) that
allows users to develop a complete Wi-Fi solution on a single chip. This document is an SDK guide
which describes the examples that are included in the SDK and is intended for developers who want
to develop applications using the DA16200/DA16600 SDK.
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1 Terms and Definitions

AP Access Point

ADC Analog-to-Digital Converter

AES Advanced Encryption Standard

API Application Programming Interface

AT Attention

AWS Amazon Web Services

BSS Basic Service Set

CCM Counter with CBC-MAC

CLI Command Line Interface

CRC Cyclic Redundancy Check

CTR Counter

DAC Digital-To-Analog Converter

DER Distinguished Encoding Rules

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol
DMA Direct Memory Access

DNS Domain Name Server

DPM Dynamic Power Management

DRBG Deterministic Random Bit Generator
DTLS Datagram Transport Layer Security
DUT Device Under Test

EAP Extensible Authentication Protocol
ECDH Elliptic Curve Diffie-Hellman

ECDSA Elliptic Curve Digital Signature Algorithm
EVB Evaluation Board

EVK Evaluation Kit

GCM Galois/Counter Mode

GPIO General-Purpose Input/Output

HMAC Hash(-based) Message Authentication Code
HTTP Hypertext Transfer Protocol

HTML Hypertext Markup Language

12C Inter-Integrated Circuit

12S Inter-1IC Sound

KDF Key Derivation Function

LE Low Enegy

MQTT Message Queuing Telemetry Transport
MD5 Message Digest 5

MCU Microcontroller Unit

NVRAM Non-volatile Random-Access Memory
OFB Output Feedback

OTA Over the Air

PEM Privacy-Enhanced Mail

POR Power-On Reset
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PWM Pulse Width Modulation

QoS Quality of Service

RSA PKCS RSA Public Key Cryptography Standards
RTC Real-Time Clock

RTM Retention Memory

RTOS Real-Time Operating System

SD/eMMC Secure Digital/Embedded Multimedia Card
SDIO Secure Digital Input Output

SDK Software Development Kit

SNTP Simple Network Time Protocol

SPI Serial Peripheral Interface

SRAM Static Random-Access Memory

STA Station

TCP Transmission Control Protocol

TIM Traffic Indication Map

TLS Transport Layer Security

UART Universal Asynchronous Receiver-Transmitter
UDP User Datagram Protocol

WPA Wi-Fi Protected Access

WPA2 Wi-Fi Protected Access 2

WPAS3 Wi-Fi Protected Access 3
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3 Introduction

This document provides an overview of the Software Development Kit (SDK) used for application
development based on Wi-Fi solution using the DA16200/DA16600 devices and boards. This SDK
includes DA16200/DA16600 generic projects, sample projects, a set of libraries, and drivers to
facilitate the creation of various applications by exploiting the provided hardware resources of a
connected DA16200/DA16600 devices.

3.1 Overview
The DA16200/DA16600 FreeRTOS SDK has six folders:

® apps : project files and source codes for generic and sample applications
o apps/common/examples: sample applications and template
O apps/dal6xxx/get_started: generic application

® core : source codes for core funnctions
e docs : doxgen document and lincens file
e library : pre-compiled lib (.a) files
e tools - build tools/scripts, temporary build artifacts, or environment files
o version: firmware version files
e utility . utilities for programming, debugging, DA14531 SDK, and network tools

The SDK can be used with different features according to use case or applications, and the features
can be changed in the SDK.

General features are defined in ~/FreeRTOS_SDK/apps/dal6200/<app
name>/include/user_main/config_generic_sdk.h where the features can be enabled or disabled. And
other system features are defined in ~/FreeRTOS_SDK/apps/dal6200/<app
name>/include/user_main/sys_common_features.h.

NOTE

The main header files including configurable features are located in ./apps/dal6xxx/<app
name>/include/user_main for generic projects or ./apps/common/examples/<sample group name>/<sample
name>/include for sample projects. All features in config_generic_sdk.h are configurable as required. Some
features in the sys_common_feature.h can be changed also, but need the support from Renesas Support
Team.

The typical e2studio project for the DA16200/DA16600 SDK is shown in Figure 1.

File Edit Source Refactor MNavigate Search Project RenesasViews Run Window Help
| B -/ - Binits~ G-
[ Project Explorer =R=3

15 da16200 [Debug-da16200-mod-AAC]
152 SDKJFlash (in project)

config_generic_sdk.h
Configuration for Generic-SDK

* Copyright (c) 2016-2022 Renesas Electrenics. All rights reserved.
* This software ("Software”) is owned by Renesas Electronics.

* By using this Software you agree that Remesas Electronics retains all

* intellectual property and proprietary rights in and to this Software and any

14 * use, reproduction, disclesure or distribution of the Software without express
* written permission or a license agreement from Renesas Electronics is

ictly prohibited. This Software is solely for use en or in cenjunction

* with Renesas Electrenics products.

* EXCEPT AS OTHERWISE PROVIDED IN A LICENSE AG

Figure 1: e?studio Project Configuration
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3.2 Development Environment

The DA16200/DA16600 FreeRTOS SDK needs the Renesas e?studio IDE. See Ref. [3] for e2studio
installation.

3.3 System and Application Startup

The main ()is first startup function. After hardware resources (PIN_MUX, RTC, Console ...) are
initialized, user main () in each project is called.

v IS dal6200 v IS dal6200 v 2= dal6200
4 Binaries #¥ Binaries ¥ Binaries
[ Includes [ Includes [m Includes
[Fg app_common [Z% @pp_common (% @pp_commaon
[ config [ config (2% config
liy core iy core iy core
[egy customer_app ~ (73 customer_app ~ (73 customer_app
(= Debug (& include (g include
(= img ~ (G src v (Fg SrC
73 include &= apps = apps
[ library v [ user_main v [Z= user_main
A= U [£] system_start.c €] system_start.c ]
g _write.c [ user_main.c — [ user_main.c
[ main.c a (= Debug (= Debug
(73 version (= img = img
|5 makefiletargets (& include [ include
(73 library (7% library
src (e srC
% Version [Fgy version
=l makefiletargets = makefiletargets

Figure 2: Startup Files on DA16200/DA16600 Project

[ ~/FreeRTOS SDK/core/main/src/main.c ]
int main(char init state)

{

xTaskCreate (system launcher,
"system launcher",
256*3, // for SecureBoot
(void *)NULL,
(tskIDLE PRIORITY+1),
NULL) ;

vTaskStartScheduler() ;

void system launcher( void *pvParameters)

{

// Initialize and run system application
// and run user application if needed.
start daléx();

static void start dalé6x(void)

{

/* Configure Pin-Mux of DA16200*/
config pin mux();
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}

/* Start DA16200 IoT system layer*/
user main(ramlib ptim init status); // USER main

system start () in user main ()runs as follows:

Configure H/W and S/W features
Configure system resources for system clock and TX power
Initialize Wi-Fi function in wlaninit ()

Start system applications in start sys apps ()
Start user applications in start user apps ()

[~/FreeRTOS SDK/apps/dal6200/<app name>/src/user main/user main.c ]

int user main(char init state)

{

[~/FreeRTOS SDK/apps/dal6200/<app name>/src/user main/system start.c ]

/* Entry point for customer main */
if (init state == pdTRUE) {

system start();
} else {

Printf ("\nFailed to initialize the RamLib or pTIM !!!\n");

return status;

int system start (void)

{

/* Config H/W wake-up resource */
config user wu hw resource();

/* Set configuration for H/W button */
config gpio button();

/* Set paramters for system running */
set sys config();

/* Initialize WLAN interface */
wlaninit () ;

/* Start system applications for DA16XXX */
start sys apps();

/*

* Entry point of user's applications

* : defined in user apps table.c

*/

/* Start system applications for DA16XXX */
start user apps();
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3.4 System Applications

After the startup function is run, each system application such as MQTT, HTTP server or AT
command can be started according to the user defined features.

¢ da rispace - da1620 mmon/main/sys_apps.c - € studio

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

|- | -Binits-Q- 40

[t Project Explorer >¢ | E% YT 8 = 0| sysepese x|
~ [5 da16200 [Debug-da16200-mod-AAC] ~ 1 sl
) Includes 2 N
3 app_cammon : e
e sys_apps.c
(& config -
¥ gy core 6 System applications table
(i bsp 7 =
(i config 8 = Copyright (c) 2016-2022 Renssas Electronics. All rights reserved.
- -
gy freertos 10 * This software ("Software™) is owned by Repesas Electronics.
(G libraries 1 -
[’ segger_tools 12 * By using this Software you agree that Renesas Electronics retains all
v fi system 13 * intellectual property and proprietary rights in and to this Software and any
& include 14 * use, reproduction, disclosure or distribution of the Software without express
v s 15 * written permission or a license agreement from Renesas Electronics is
b 16 * strictly prohibited. This Software is solely for use on or in conjunction
(& atemd 17 * with Renesas Electronics products
(& cosp 18 -
v = common 19 THE PARTIES, THE
& command 20 EXPRESS OR
& library 21 CHANTABILITY
22 S FOR A PARTICULAR PURPO! PT AS OTHERWIS!
v = main 23 * PROVIDED IN A LICENSE AGREEM EVENT SHALL
g asd.c 24 * RENESAS ELECTRONICS BE LIASLE FOR ANY DIRECT, SPECIAL, INDIRECT, INCIDENTAL,
[£] cc3120_hw_eng_initialize.c 25 * OR CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
[ dalbx_initialize.c 26 * USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER
[ daléx_time.c 27 * TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE
- 28 * OF THE SOFTWARE.
[ gpio_handle.c 20 *
] init_system.c EL]
[€] init_umac.c 31 =/
[€) schd_idlec =2
[€] schd_system.c 2
- 34 #include "sdk_type.h”
[€] schd trace.c 35
i€ sys_apps.c 36 #include "daléx_system.h”
€] sys_common_func.c 37 #include "menitor.h”
[8 sys_common_user.c 38 #include "dal6x_network_common.h”
B sys_exception< 39 #include "daléx_sntp_client.h”
- a8 #include "application.h”
6] sys feature.c 2 #include “nvedit.h”
g util_spic 22 #include “environ.h”
(= network a3 #include "iface_defs.h”
& mram aa #include "user_dpm.h"
= as BincTuda "ncan dnm and b

Figure 3: Applications on e?studio Project

[ ~/FreeRTOS SDK/core/system/src/common/main/sys apps.c ]
void start sys apps(void)

{

/* Start user application functions */
run_sys apps();

}

The system applications can run in two cases below:

Applications run immediately regardless of network connection
e Applications run only after network connection is completed

static void run sys apps (void)

{

/* Create network independent apps */
create sys apps (sysmode, FALSE);

/* Create user's network independent apps */
create user apps (sysmode, FALSE);
/* wait for network initialization */
while (1) {
if (check net init(iface) == pdPASS) {
i=0;
break;
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i++;
vTaskDelay (1) ;
}

/* Check IP address resolution status */
while (check net ip status(iface)) {
vTaskDelay (1) ;

/* Create network apps */
create sys apps (sysmode, TRUE);

All system applications are in the sys_apps_table[] as shown in the example code below.

{

}i

[ ~/FreeRTOS SDK/core/system/src/common/main/sys _apps.c ]
static const app task info t sys apps table[] =

/* name, entry func, stack size, priority, timeslice, net chk flag, dpm flag,
port no, run sys mode */

/****** For function features ***********************************/

#if defined ( _ SUPPORT MQTT )

{ APP MOTT SUB, mgtt auto start, 320, (U PRIO), TRUE, TRUE, UNDEF PORT,
RUN_STA MODE},

#endif // _ SUPPORT MQTT

/******* End of IList ********************************************/

{ NULL, NULL, 0, 0, FALSE, FALSE, UNDEF PCRT, O }

The paramters of the sys apps table[] are as shown below.

[ ~/FreeRTOS SDK/apps/dal6200/get started/include/apps/application.h ]

typedef struct app task info {
/// Thread Name
char *name;

/// Funtion Entry point
VOID (*entry func) (void *);

/// Thread Stack Size
USHORT stksize;

/// Thread Priority
USHORT priority;

/// Flag to check network initializing
UCHAR net chk flag;

/// Usage flag for DPM running
UCHAR dpm flag;
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/// Port number for network communitation
USHORT port no;

/// Running mode of DAl6xxx
int run_sys mode;
} app_task info t;

® name Unique thread name

® entry func Thread entry point

® stksize Stack size of thread

® priority Thread running priority

® net chk flag TRUE : run application only after network connection is completed
FALSE : run application immediately regardless of network connection

® dpm flag TRUE : register an application to DPM service
FALSE : not register an application to DPM service

® port no Port number of network session for DPM service

® run sys mode RUN STA MODE : run application only at Station mode
RUN AP MODE: run application only at AP mode
RUN STA SOFTAP MODE: run application only at Concurrent (AP + Station)
mode
RUN ALL MODE: run application at any mode

NOTE

e Do not use malloc() or free() function to allocate or free memory. Use pvPortMalloc() or vPortFree()
function for allocate or free memory.

e There is no need to modify the system application tables in the DA16200/DA16600 SDK. However, if
required, that can be modified with the support of Renesas Electronics.

o See Ref. [6] for details about DPM service.

If sample projects in the SDK are used, sample applications also can be run. The sample
applications are defined in sample apps table[] and the parameters are the same as the table of
system applications.

[ ~/FreeRTOS_ SDK/core/system/src/common/main/sys _apps.c ]
static void create sys apps (int sysmode, UCHAR net chk flag)

/* Create test samples apps */

if (sample app start cb != NULL) {
sample app start cb(net chk flag);

}

3.5 User Applications
After running the system applications, user applications run in two cases:

e Applications run immediately regardless of network connection

[ ~/FreeRTOS SDK/core/system/src/common/main/sys_apps.c]

static void run sys apps (void)
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/* Start user's network independent applications */
create user apps (sysmode, FALSE);

e Applications run after network connection is completed

[ ~/FreeRTOS SDK/core/system/src/common/main/sys apps.c ]
void start user apps (void)
{

int sysmode;

/* Run user's network dependent apps */
create user apps (sysmode, TRUE);

}

All user applications are listed in the user apps table[] as shown in the example code below.
There is a “hello_world” application in the SDK and the feature  SUPPORT HELLO WORLD is defined
in ~/FreeRTOS_SDK/apps/dal6200/get_started/include/user_main/config_generic_sdk.h.

[ ~/FreeRTOS SDK/apps/dal6200/get started/src/apps/user apps.c ]
const app task info t user apps table[] = {
/* name, func, stack size, pri, net flag, dpm flag, port no, sys mode */

#if defined (_ SUPPORT HELLO WORLD )

{ HELLO WORLD 1, customer hello world 1, 64, (U PRIO),FALSE,FALSE, UNDEF PORT, ALL MODE
I

{ HELLO WORLD 2, customer hello world 2, 64, (U PRIO),TRUE, FALSE,UNDEF PORT, ALL MODE
I

#endif // _ SUPPORT HELLO WORLD

{ NULL, NULL, O, O, FALSE, FALSE, UNDEF PORT, 0 }

}:
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® HELLO WORLD 1 This application runs immediately regardless of network connection as
shown in Figure 4.

® HELLO WORLD 2 This application runs after network connection is completed as shown in
Figure 4.

DA16288@ SDK Information

CPU Type : Cortex—M4 {(128MHz>

05 Type = FreeRTIOS 18.4.3

Serial Flash : 4 MB

SDK U ion = U3.2.8.8 GEN

FsU U on : FRTOS-GENP1-A1-e6h338aed4-AA2259
F/W Build Time = Oct 21 2821 16:85:85

Boot Index : 8

=
*
=
=
=
=
=
=
=
=
3

i

System Mode : Btation Only (@)

>>> DAl6x Supp Ver2.? — 2820_87

>>> MAC address (staB> : d4:3d:39:10:df:44
>>> staB@ interface add OK

>>> Start STA mode...

>>> Hello World #1 ¢ Mon network dependent application > 11t

>>> Metwork Interface (wlanB> : UP
>>> Associated with 78:3a:ch:25:f5:f8

[Connection COMPLEIE to 78:3a-ch:25:f5:f8

—— DHCP Client YWLANG: SEL{6>
—— DHCP Client WLANA: REQ<(1>
—— DHCP Client WLANG: CHK(8>
—— DHCP Client YWLANG: BOUND<18>
i : 192168

Assigned adde
netmask : 255,
gateway D 192,
DNS adde = 192.

DHCP Server IP : 192,
Lease Time : 24h 00m BBs
Renewal Time : 12h 88m B8s

>>> Hello MWorld #2 ¢ network dependent application > 1t¢

—
Figure 4: Results of Running Hello World Applications

The applications described above can be reused or new source codes can be added for new
applications.

3.6 Sample Applications

The SDK contains various examples which demonstrate how to use DA16200 features. The
examples included are:

Crypto: Examples demonstrate how to use the cryptography and security capabilities
DPM: Examples demonstrate how to use the various DPM low power mode
ETC: Examples demonstrate how to get the current time, Access Point scan result

Network: Examples demonstrate how to use various network protocols for either a client or
server application

e Peripheral: Examples demonstrate how to use the peripherals such as GPIO, 12C, and PWM

Before using the examples, set up the e?studio development environment. See Ref. [3] for details on
setting up e?studio and importing the DA16200 SDK into that environment.

Once the environment is set up, the examples can be found in the apps/common/examples
directory. Each example directory has a similar structure and contains its own projects, one for
dal16200 and one for da16600, which can be imported into the e2studio environment.
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v apps
app_common
hd comimaon
hd exarmnples
commaeon_config
v Crypto
v Crypto_API|
include
hd projects
dal16200
dal16600
src
Figure 5: DA16200 SDK Example
Select a desired example project folder and import it to e?studio. See Ref. [3] for how to import
projects.

For example, the Crypto_API example project is located in the path below:
~/SDK/Apps/common/examples/Crypto/Crypto API/projects/dal6200

3.6.1 Wi-Fi Configuration for Sample Application

Each example using the Wi-Fi communication interface contains default configuration information.
This information can be modified in the example code in the following location:

[ ~/SDK/apps/common/examples/common_config/sample preconfig.c ]

NOTE

Each sample code runs with pre-configured Wi-Fi profile and environment variables in the NVRAM unless
users want to add their codes in this file.

/* Sample for Customer's Wi-Fi configuration */
#define SAMPLE AP SSID "TEST AP SSID"
#define SAMPLE AP PSK "12345678"

// CC_VAL AUTH OPEN, CC VAL AUTH WEP, CC VAL AUTH WPA, CC VAL AUTH WPA2,
CC_ VAL AUTH WPA AUTO
#define SAMPLE AP AUTH TYPE CC_VAL AUTH WPA AUTO

/* Required when WEP security mode */
#define SAMPLE AP WEP INDEX 0

// CC_VAL ENC TKIP, CC VAL ENC CCMP, CC VAL ENC AUTO
#define SAMPLE AP ENCRPT INDEX CC VAL ENC AUTO

void sample preconfig(void)
{

//
// Need to change as Customer's profile information
//
#1f O // Example ... (Customer’s code to config Wi-Fi profile for sample code)
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char reply[32];

// Delete existed Wi-Fi profile
daléex cli reply("remove network 0", NULL, reply);

// Set new Wi-Fi profile for sample test

daléx set nvcache int (DA16X CONF INT MODE, O);

daléx set nvcache str(DA16X CONF STR SSID 0, SAMPLE AP SSID);

dal6x set nvcache int (DA16X CONF INT AUTH MODE 0, SAMPLE AP AUTH TYPE);

if (SAMPLE AP AUTH TYPE == CC VAL AUTH WEP)
{
daléx set nvcache str(DAl6X CONF STR WEP KEYO + SAMPLE AP WEP INDEX,
SAMPLE AP PSK) ;
daléx set nvcache int (DA16X CONF INT WEP KEY INDEX, SAMPLE AP WEP INDEX);
}
else if (SAMPLE AP AUTH TYPE > CC VAL AUTH WEP)

{
daléx set nvcache str(DAl16X CONF STR PSK 0, SAMPLE AP PSK);

dal6éx_set nvcache int (DA16X CONF_INT ENCRYPTION 0, SAMPLE AP ENCRPT INDEX);
}

// Save new Wi-Fi profile to NVRAM area
daléx nvcache2flash();

vTaskDelay (10) ;

// Enable new sample Wi-Fi profile
dalex cli reply("select network 0", NULL, reply);

#endif // O
}

3.7 Build SDK

After the application is written, right-click on the project DA16200/DA16600, and then click Build
Project. If building a SDK for the first time, it is recommended to run command Clean first. See

Figure 6.

[ Project Explorer 23 2% %Y § =0
IS dal6200
Mew ¥

Go Into

Open in New Window
Show In Alt+Shift+W >

Show in Local Terminal ¥

Copy Cirl+C

Paste Cirl+V
Delete Delete

Source ¥
Move...

Rename... F2

Import...
Export...

G E

Build Project k' Incremental Build of Selected Projects
Clean Project
| Refresh F3

Close Project

Close Unrelated Project

Figure 6: Build SDK on e?studio IDE
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CDT Build Console [dal16200]
loadschem )
encrschem

CCRC

Csize

CPoint :

CERT—ﬂlignmenf

CertChain
Write [@e 1th CERT{848)
2th CER b

DbgCertCh 2
ContentChain : :

Figure 7: Build Success on e?studio IDE

If the SDK is successfully built, two binary images will be created in the~/FreeRTOS_SDK/

apps/dal6200/get_started/img folder. The names of the image files are:

e RTOS : DA16200_FRTOS-GENO01-01-XXXXXXXXX-000000.img

e 2nd Bootloader : DA16200_FBOOT-GENO1-01-XXXXXXXXX-000000_ W25Q32JW.img
(In case of Winbond W25Q32JW SFLASH)

For more information about the firmware download, see the Programming Firmware Images section
of Ref. [3].

3.7.1 Create RTOS Image for fcCSP

By default, the DA16200/DA16600 SDK provides a QFN-type RTOS SFLASH image file. After
building the DA16200/DA16600 SDK, the QFN-type RTOS image with filename DA16200_FRTOS-
GENO01-01-XXXXX-000000.img is created in the ~/SDK/apps/dal16200/get_started/img/ folder.

For fcCSP type package, to create a RTOS image with the DA16200/DA16600 SDK, change the
build configurations to fcCSP_LP or fcCSP_NP. See the Build Configurations section of Ref. [3], and
then follow the Build SDK instructions described in Section 3.7. For SDK version 3.2.7.1 or earlier
and sample projects, see Appendix F.

When the programming is complete (see Ref. [3] for programming firmware), the SDK version shows
"V3.2.x.0 CSP LP" for Low-Power or “V3.2.X.0 CSP NP” for Normal-Power. See Figure 8.
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DA1628A EDK Information

: Cortex—M4 {(128MH=z>
05 Type : FreeRTOS 18.4.3
Serial Flash 4 MB
SDK Uersion - U3.2.2.8 CSP-LP
FrH Uersion : FRTOS-GEMB1-A1-58c3Bacd6—B082768
F/ Build Time = Dec 21 2821 15:13:36
Boot Index = a

*
-
*
-
-
*
-
*
*
-
*

Figure 8: Boot Logo with fcCSP-LP RTOS Image
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4  Wake-Up Source

DA16200 DA16600 SDK supports various wake-up sources such as POR, system reset, external
wake-up pin, and RTC wake-up counter. The wake-up sources (see Table 1) can be checked by
calling dpm mode get wakeup source (),.and can be duplicated except power on reset, and each
wake-up source can be categorized based on a defined sleep mode and DPM. When device wakes
up from DPM, check the DPM wake-up types for further details (See Ref. [6]).

Table 1: Wake-Up Source

Wake-Up Source Value Wake-Up from Description
Sleep
WAKEUP_RESET 0x00 - System reset
WAKEUP_SOURCE_EXT_S 0x01 Sleep mode 2 External wake-up pin toggled
IGNAL
WAKEUP_SOURCE_WAKE 0x02 Sleep mode 2 RTC wake-up counter expired
UP_COUNTER (RTC wake-up counter sets the sleep period)
WAKEUP_EXT_SIG_WAKE 0x03 Sleep mode 2 External wake-up pin toggled and RTC wake-up
UP_COUNTER counter expired
WAKEUP_SOURCE_POR 0x04 Sleep mode 1 Power on reset
WAKEUP_WATCHDOG 0x08 Sleep mode 2 RTC watchdog expired

(RTC watchdog is not a CPU WDOG, and it wakes up
if a device does not wake up when wake-up counter
has expired.) (Note 1)

WAKEUP_WATCHDOG_EX 0x09 Sleep mode 2 RTC watchdog expired and external wake-up pin
T_SIGNAL toggled (Note 1)
WAKEUP_SENSOR 0x10 Sleep mode 2 Wake-up GPIO toggled, pulse counter expired, or ADC

sensor occurred.

Return which wake-up source was occurred by calling
RTC_GET_AUX_WAKEUP_SOURCE() function.

The return value are:
0x10: ADC sensor event
0x20: WAKEUP_PULSE
0x40: WAKEUP_GPIO

See wakeup_sample.c in the SDK for details

WAKEUP_PULSE 0x20 Sleep mode 2 Pulse counter expired.

The user can set the pulse count for wake-up, and
when the count expires, the system will wake up.

This wakeup source is subset of WAKEUP_SENSOR
and should be read by calling
RTC_GET_AUX_WAKEUP_SOURCE() when
WAKEUP_SENSOR occurs

WAKEUP_GPIO 0x40 Sleep mode 2 Wake-up GPIO toggled.

This wakeup source is subset of WAKEUP_SENSOR
and should be read by calling
RTC_GET_AUX_WAKEUP_SOURCE() when
WAKEUP_SENSOR occurs

WAKEUP_SENSOR_EXT_SI 0x11 Sleep mode 2 External wake-up pin toggled and sensor (pulse or
GNAL GPIO or ADC sensor) wake-up occurred
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ATCHDOG_WITH_RETENTI
ON

Wake-Up Source Value Wake-Up from Description
Sleep
WAKEUP_SENSOR_WAKE 0x12 Sleep mode 2 RTC wake-up counter expired and sensor (pulse or
UP_COUNTER GPIO or ADC sensor) wake-up occurred
WAKEUP_SENSOR_EXT_W 0x13 Sleep mode 2 RTC wake-up counter expired, external wake-up pin
AKEUP_COUNTER toggled, and sensor (pulse or GPIO or ADC sensor)
wake-up occurred
WAKEUP_SENSOR_WATC 0x18 Sleep mode 2 Sensor (pulse or GPIO or ADC sensor) wake-up
HDOG occurred and RTC watchdog expired
WAKEUP_SENSOR_EXT_W 0x19 Sleep mode 2 Sensor (pulse or GPIO or ADC sensor) wake-up
ATCHDOG occurred, RTC watchdog expired, and external wake-
up pin toggled
WAKEUP_RESET _WITH_R 0x80 N/A System reset and the retention memory has valid data
ETENTION
WAKEUP_EXT_SIG_WITH_ 0x81 Sleep mode 3 or External wake-up pin toggled and the retention
RETENTION DPM LPM memory has valid data
WAKEUP_COUNTER_WITH 0x82 Sleep mode 3 or RTC wake-up counter expired and the retention
_RETENTION DPM LPM memory has valid data (Note 2)
WAKEUP_EXT_SIG_WAKE 0x83 Sleep mode 3 or External wake-up pin toggled, RTC wake-up counter
UP_COUNTER_WITH_RET DPM LPM expired, and the retention memory has valid data
ENTION (Note 2)
WAKEUP_WATCHDOG_WI 0x88 Sleep mode 3 or RTC watchdog expired and the retention memory has
TH_RETENTION DPM LPM valid data (Note 1)
WAKEUP_SENSOR_WITH_ 0x90 Sleep mode 3 or Sensor (pulse or GPIO or ADC sensor) wake-up
RETENTION DPM LPM occurred and the retention memory has valid data
WAKEUP_SENSOR_EXT_SI 0x91 Sleep mode 3 or Sensor (pulse or GPIO or ADC sensor) wake-up
GNAL_WITH_RETENTION DPM LPM occurred, external wake-up pin toggled, and the
retention memory has valid data
WAKEUP_SENSOR_WAKE 0x92 Sleep mode 3 or Sensor (pulse or GPIO or ADC sensor) wake-up
UP_COUNTER_WITH_RET DPM LPM occurred, RTC wake-up counter expired, and the
ENTION retention memory has valid data (Note 2)
WAKEUP_SENSOR_EXT_W 0x93 Sleep mode 3 or Sensor (pulse or GPIO or ADC sensor) wake-up
AKEUP_COUNTER_WITH_ DPM LPM occurred, RTC wake-up counter expired, external
RETENTION wake-up pin toggled, and the retention memory has
valid data (Note 2)
WAKEUP_SENSOR_WATC 0x98 Sleep mode 3 or Sensor (pulse or GPIO or ADC sensor) wake-up
HDOG_WITH_RETENTION DPM LPM occurred, RTC watch dog expired, and the retention
memory has valid data (Note 1)
WAKEUP_SENSOR_EXT_W 0x99 Sleep mode 3 or Sensor (pulse or GPIO or ADC sensor) wake-up

DPM LPM

occurred, RTC watch dog expired, external wake-up
pin toggled, and the retention memory has valid data
(Note 1)

Note 1  The wake-up source is deprecated.
Note 2 PTIM works through this wake-up source, thus users need to see the DPM wake-up types in [6] after waking up.
NOTE

There are exceptional cases for system fault and CPU watchdog which were set by SDK.
e  0x00: Bus fault or memory corruption
e 0x04: CPU watchdog
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5 NVRAM

The DA16200/DA16600 has an NVRAM area on the flash memory to store system data and user
data. NVRAM has various system configuration parameters to control the Wi-Fi function.

5.1 API

There are two types of NVRAM: integer and string. Use the following functions based on the datatype
that is currently used.

Table 2: APIs for NVRAM

Iltem Description
int write_nvram_int(const char *name, int val)
Parameter name NVRAM item name to write

value Integer value to write
Return If succeeded, return 0. If failed, return an error code
Description Write a specific NVRAM item with an integer value
int write_nvram_string(const char *name, const char *val)
Parameter name NVRAM item name to write

value Pointer to the string buffer to write
Return If succeeded, return 0. If failed, return an error code
Description Write a specific NVRAM item with a string value
int read_nvram_int(const char *name, int *_val)
Parameter name NVRAM item name to read

value Pointer to the integer value to read the value
Return If succeeded, return O. If failed return an error code
Description Read an integer value of a specific NVRAM item

char *read_nvram_string(const char *name)

Parameter name NVRAM item name to get
value Pointer to the string buffer to read the value
Return If succeeded, return 0. If failed, return an error code
Description Read an integer value of a specific NVRAM item
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6 TLS Certificate

Certificate is required to make secure connection, for example, TLS. DA16200 SDK includes MQTT,
HTTP client, and WPA Enterprise features which need certificates for secure connection. DA16200
SDK provides APIs to read/write/delete certificates from/to/in sflash memory as shown in Table 3,
Table 4, and Table 5.

Table 3: APIs for Reading Certificate from Flash

Iltem

Description

int dal6x_cert_read(int module, int type, int *format, unsigned char *out, size_t *outlen)

Parameter

module

Module ID:

0-MQTT

1 - HTTPs client for OTA
2 - WPA Enterprise

type

Certificate type:
0 - CA certificate
1 — Certificate

2 - Private key

3 - DH params

format

Certificate format:
0-DER
1-PEM

out

Pointer to read certificate

outlen

Length of certificate

Return

If succeeded, return 0.
If failed, return an error code

Description

Read certificate from specific sflash memory by module and type

int dal6x_cert_read_no_fopen(HANDLE flash_handler, int module, int type, int *format, unsigned char
*out, size_t *outlen)

Parameter

flash_handler

Hanlder to read certificate. It must be open

module

Module ID:

0-MQTT

1 - HTTPs client for OTA
2 - WPA Enterprise

type

Certificate type:
0 - CA certificate
1 — Certificate

2 - Private key

3 - DH params

format

Certificate format:
0-DER
1-PEM

out

Pointer to read certificiate

outlen

Length of certificate

Return

If succeeded, return 0.
If failed, return an error code

Description

Read certificate from specific sflash memory by module and type
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Table 4: APl to Write Certificate to Flash

Item Description

int dal6x_cert_write(int module, int type, int format, unsigned char *in, size_t inlen)

Parameter module Module ID:

0-MQTT

1 - HTTPs client for OTA
2 - WPA Enterprise

type Certificate type:
0 - CA certificate
1 - Certificate

2 - Private key

3 - DH params

format Certificate format:
0-DER
1-PEM

in Pointer to write certificate

inlen Length of certificate

Return If succeeded, return 0.
If failed, return an error code

Description Write certificate to specific sflash memory address by module and type
Table 5: APIs to Delete Certificate in Flash

Iltem Description

int dal6x_cert_delete(int module, int type)

Parameter module Module ID:

0-MQTT

1 - HTTPs client for OTA
2 - WPA Enterprise

type Certificate type:
0 - CA certificate
1 — Certificate

2 - Private key

3 - DH params

Return If succeeded, return 0.
If failed, return an error code

Description Delete certificate from specific sflash memory by module and type

int dal6x_cert_delete_no_fopen(HANDLE flash_handler, int module, int type)

Parameter flash_handler | Hanlder to read certificate
It must be open.

module Module ID:

0-MQTT

1 - HTTPs client for OTA
2 - WPA Enterprise
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Iltem Description

int dal6x_cert_delete(int module, int type)

type Certificate type:
0 - CA certificate
1 — Certificate

2 - Private key

3 - DH params

Return If succeeded, return O.
If failed, return an error code

Description Delete certificate from specific sflash memory by module and type
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7 H/W Accelerators

7.1 Set SRAMto Zero

7.1.1 API

Table 6: H/W Accelerator API

Item Description

void dal6x_memset32(UINT32 *data, UINT32 seed, UINT32 length)

Parameter data Buffer pointer to set
seed Value to fill
length Length
Return None
Description Fill up memory with a certain value via H/W acceleration

7.1.2 Sample Code

#include <hal.h>

/* £i11 up a 1024 bytes buffer memory with 0 */
UINT32 buffer[1024];
daléx memset32 (buffer, 0, 1024);

7.2 CRC Calculation

7.2.1 API

Table 7: CRC API

Item Description
UINT32 dal6x_hwcrc32(UINT32 dwidth, UINT8 *data, UINT32 length, UINT32 seed)
Parameter dwidth Data width to calculate CRC
data Data pointer
length Length
seed CRC32 seed value (default value is OXFFFFFFFF)
Return Calculated CRC32 value
Description Calculate CRC via H/W accelerator

7.2.2 Sample Code
#include <hal.h>

/* calculate a CRC value of data buffer */
UINT8 data[64], 1i;
For (i=0; I < 64; i++)
data[i] = I;
UINT32 crc value = dal6x hwcrc32 (sizeof (UINT32), (void *)data, sizeof (data), (~0));

User Manual Revision 2.4 May 17, 2024

CFR0012 38 of 371 © 2024 Renesas Electronics



UM-WI-046 ;{E NESAS

DA16200 DA16600 FreeRTOS SDK Programmer Guide

7.3 Pseudo Random Number Generator (PRNG)

7.3.1 API

Table 8: PRNG API

Iltem Description

UINT32 dal6x_random(void)

Parameter None -

Return 32 bits random value

Description Generate 32 bits random value via H/W accelerator

7.3.2 Sample Code
#include <hal.h>

UINT32 random = dal6x random();

7.4 Memory Copy Using DMA

7.4.1 API

Table 9: H/'W DMA API

Item Description

int memcpy_dma (void *dest, void *src, unsigned int len, unsigned int wait_time)

Parameter dest A pointer to the location where the function copies the data (4 B aligned)
src A pointer to the buffer where to copy data from (4 B aligned)
len The number of bytes to copy

wait_time | O: After starting DMA operation, return from function.

N: Wait until memory copy is finished. If DMA operation time is greater than N
milliseconds, the function returns after N milliseconds. N must have a value of at

least 10 ms.
Return Always '0'
Description Copy bytes from one buffer to another using DMA

7.4.2 Sample Code

#include <sys dma.h>

char dest[100], src[100]

memcpy dma (dest, src, 100, 0);
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8 Watchdog Service

8.1 Overview

The system watchdog service (dal6x_sys_watchdog) was designed to monitor system tasks and
avoid system freezes. How to interact with the system is shown in Figure 9.

09

HW Watchdog H dal6x_sys_watchd

Figure 9: Watchdog Overview

The dal6x_sys watchdog is a layer located on top of the watchdog low-level driver that allows
multiple tasks to share the underlying hardware watchdog timer. The watchdog service can be used
to trigger a full system reset. This will allow system to recover from a catastrophic failure in one or
more tasks.

8.2 Concept

To monitor a task, register the task with dal6x_sys_ watchdog to receive a unique handle (id). Then,
it periodically notifies dal6x_sys_watchdog using the id to signal that the task is working properly.
When an error occurs during the registeration process, it returns -1.

The DA16200 Watchdog Timer is essentially a simple countdown timer (based on CMSDK Watchdog
Timer) that triggers a full system reset if it expires. The watchdog timer interrupt is Non-Maskable
interrupt (NMI). That is, the interrupt cannot be disabled and should be controled by Lock/Unlock
process. To prevent this, the watchdog timer must be reset to its starting value before it expires. This
starting value can be configured via the numberical macro
DA16X_SYS_WDOG_DEF_RESCALE_TIME or dal6x_sys_watchdog_set_rescale_time() in
dal6x_sys_watchdog.h file. The default value is 5 seconds.

DA16X_SYS WDOG_MAX_TASKS_ CNT defines the maximum number of tasks that can be
monitored.

If all of monitored tasks during one watchdog period notify dal6x_sys watchdog, the hardware
watchdog will be updated. In this case, no platform reset will be triggered for this watchdog period.
However, a platform reset will be triggered if at least one task does not notify dal6x_sys watchdog
in time. There are two ways for a task to notify dal6x_sys_watchdog.
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Each task is responsible for periodically notifying dal6x_sys watchdog that it is still running using
dal6x_sys watchdog_notify(). This must be done before the watchdog timer expires. Occasionally a
registered task may want to temporarily exclude itself from being monitored if it expects to be blocked
for a long time waiting for an event. This is done using the dal6x_sys_watchdog_suspend(). This
function suspends monitoring of specific tasks in dal6x_sys_watchdog, as there is no need to
monitor a task that is blocked waiting for an event that might task too long to occur (for example, it
would lead to the task failed to notify the watchdog service, thus resulting in a system reset). When
the task is unblokced, the dal16x_sys watchdog_resume() should be called to restore task
monitoring by the watchdog service. From that moment on the task should notify the watchdog
service as usual.

Finally, the intension of dal6x_sys_watchdog_set latency() is to be used in cases where a task
would require a watchdog period greater than the configured watchdog timer reset value. Using this
API allows a task to delay notification of dal6x_sys_watchdog for a given number of watchdog
periods, without triggering a system reset. The effect of calling the API is one-off, and thus it must be
set every time increased latency is required.

8.3 API
Table 10: APIs of Watchdog Service

Item Description

int dal6x_sys_watchdog_init(void)

Return If succeeded, return 0.
If failed, return an error code.

Description Initialize dal16x_sys_watchdog module

int dal6x_sys_watchdog_register(unsigned int notify_trigger)

Parameter notify_trigger | Ture if thask notify should be triggered periodically. It is not supported yet.
Return Identifier on success, -1 on failure.
Description Register current task in dal6x_sys_watchdog module

int dal6x_sys_watchdog_unregister(int id)

Parameter id Identifier

Return If succeeded, return 0.
If failed, return an error code.

Description Unregister task from dal6x_sys_watchdog module

void dal6x_sys_watchdog_configure_idle_id(int id)

Parameter id Identifier
Return None
Description Inform dal6x_sys_watchdog module about the wdog id the IDLE task

int dal6x_sys_watchdog_suspend(int id)

Parameter id Identifier
Return 0 on success
Description Suspend task monitoring in dal6x_sys_watchdog module
int dal6x_sys_watchdog_resume(int id)
Parameter id Identifier
Return 0 on success
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Item Description

Description Resume task monitoring in dal6x_sys_watchdog module.

This function does not notify the watchdog service for this task. It is
possible that monitor resuming occurs too close to the time that the
watchdog expires, before the task has a chance to explicitly send a
notification. This can lead to an unwanted reset. Therefore, either call
dal6x_sys_watchdog_notify() before calling

dal6x_sys watchdog_resume(), or use
dal6x_sys_watchdog_notify_and_resume() instead.

int dal6x_sys_watchdog_notify(int id)

Parameter id Identifier
Return 0 on success
Description Notify dal6x_sys_watchdog module for task. Registered task shall use this

periodically to notify sys_watchdog module that it is alive. This should be
done frequently enough to fit into hw_watchdog interval.

int dal6x_sys_watchdog_notify_and_resume(int id)

Parameter id Identifier
Return 0 on success
Description Notify dal6x_sys_watchdog module for task with handle \p id and resume

its monitoring. This function combines the funtionality of
dal6x_sys_watchdog_notify() and dal6x_sys_watchdog_resume().

int dal6x_sys_watchdog_set_latency(int id, unsigned char latency)

Parameter id Identifier
latency Laytency
Return 0 on success
Description Set watchdog latency for task. This allows task to miss given number of

notifications to dal6x_sys_watchdog without triggering platform reset.
Once set, it is allowed that task does not notify sys_watchdog for latency
consecutive hw_watchdog intervals which can be used to allow for parts of
code which are known to block for long period of time (for example,
computation). This value is set once and does not reload automatically,
thus it shall be set every time increased latency is required.

int dal6x_sys_watchdog_set_rescale_time(unsigned int rescale_time)

Parameter rescale_time | Rescale time (unit of times: 10 milliseconds)
Return 0 on success
Description Set watchdog rescale time

int dal6x_sys_watchdog_get_rescale_time(unsigned int rescale_time)

Parameter None
Return Rescale time (unit of times: 10 milliseconds)
Description Get watchdog rescale time

8.4 Sample Code

To register the task with dal16x_sys_watchdog, use the following code snippet:

#include <daléx sys watchdog.h>

/* Registration a task to be monitored by watchdog */
wdog id = sys watchdog register (false);
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To notify dal6x_sys_ watchdog, use dal6x_watchdog_notify(). If the task is going to suspend for an
event, then temporarily exclude the current task from being monitored using

dal6x_sys watchdog_suspend(). Once the task has received an event, it can resume its watchdog
operation with dal16x_sys watchdog_resume(). This flow is shown below:

/* Notify watchdog on each loop since there is no other trigger for this -
* monitoring will be suspended while blocking on xTaskNotifyWait ()
*/

daléx sys watchdog notify(wdog id);

/*

* Wait on any of the event group bits, then clear them all
*/

daléx sys watchdog suspend(wdog id);

ret = xTaskNotifyWait (0, OxFFFEFFFFF, &notif, portMAX DELAY);

/* Blocks forever waiting for the task notification.

* Therefore, the return value must always be pdPASS.
*/

dal6x sys watchdog resume (wdog id);
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9 Wi-Fi Interface Configuration

The DA16200/DA16600 SDK defines various parameters for Wi-Fi interface configuration, and they
are saved as profiles in the NVRAM. After system reset, the DA16200/DA16600 reads an existing
profile and sets the Wi-Fi interface based on that profile. Wi-Fi interface can be configured via API,
Soft AP configuration, and Soft AP provisioning.

9.1 API

The DA16200/DA16600 SDK provides various functions to get or set system profiles:

e Simple functions to get or set a value (integer type or string type) of the name parameter
(NVRAM item index)

e Error code to verify the result

Table 11: APIs for Wi-Fi Configuration

Iltem ‘ Description

int dal6x_set_config_int(int name, int value)

Parameter | name Parameter index to set

value Integer value to set
Return If succeeded, return 0 (CC_SUCCESS). If failed, return an error code
Description Set a specific parameter with an integer value.

For example: ret = dal6x_set_config_int (Dal6x_CONF_INT_CHANNEL, 11)
e Set the operating channel of the AP interface to 11

int dal6x_set_config_str (int name, char *value)

Parameter | name Parameter index to set

value Pointer to the string value to set
Return If succeeded, return 0 (CC_SUCCESS). If failed, return an error code
Description Set a specific parameter with a string value.

For example: ret = dal6x_set_config_str(Dal6x_CONF_STR_IP_0, “10.0.0.1”)
e Set the IP address of the STA interface to 10.0.0.1

int dal6x_get_config_int (int name, int *value)

Parameter | name Parameter index to get
value Pointer to the integer variable to get the parameter value
Return If succeeded, return 0 (CC_SUCCESS). If failed, return an error code
Description Get an integer value of a specific parameter.
For example: ret = dal6x_get_config_int(Dal6x_CONF_INT_CHANNEL,
&channel)

e Get the operating channel of the AP interface

int dal6x_get_config_str (int name, char *value)

Parameter | name Parameter index to get

value Pointer to the string buffer to get the parameter value
Return If succeeded, return 0 (CC_SUCCESS). If failed, return an error code
Description Get a string value of a specific parameter.

For example: ret = dal6x_get_config_str(Dal6x_CONF_STR_IP_O, ip_addr)
® Get the IP address of the STA interface
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Item

Description

int dal6x_set_nvcache_str(int name, char *value)

Parameter | name

Parameter name to set

value

Points to the value (str) to set

Return

If succeeded, return 0 (CC_SUCCESS). If failed, return an error code

Description

Set name/value pair to NVRAM cache area (not in sflash). To make permanent,
invoke dal6x_nvcache2flash()

For example: ret = dal6x_set nvcache_str(Dal6x_CONF_STR_IP_0, ip_addr)
e Set IP address of the STA interface

int dal6x_set_nvcache_int(int name, int value)

Parameter | name

Parameter name to set

value Points to the value (int) to set
Return If succeeded, return 0 (CC_SUCCESS). If failed, return an error code.
Description Set name/value pair to NVRAM cache area (not in sflash). To make permanent,

invoke dal6x_nvcache2flash ().
For example: ret = dal6x_set_nvcache_int(Dal6x_CONF_INT_CHANNEL, 11)
Set the operating channel of the AP interface to 11

void dal6x_nvcache?2fl

ash(void)

Parameter | None

Return

None

Description

Commit parameters (set by dal6x_set_nvcache_int/str) in NVRAM cache to flash

9.1.1 Integer Type Parameters

Table 12: NVRAM Inte

ger Type

Name

Description

DA16X_CONF_INT_MODE Wi-Fi operation mode:

0: STA
1: Soft AP

DA16X_CONF_INT_AUTH_MODE_O Wi-Fi authentication mode for STA interface:

CC_VAL_AUTH_OPEN
CC_VAL_AUTH_WEP

CC_VAL_AUTH_WPA
CC_VAL_AUTH_WPA2
CC_VAL_AUTH_WPA_AUTO (WPA & WPA2)
CC_VAL_AUTH_WPA_EAP
CC_VAL_AUTH_WPA2_EAP
CC_VAL_AUTH_WPA_AUTO_EAP

DA16X_CONF_INT_AUTH_MODE_1 Wi-Fi authentication mode for Soft AP interface:

CC_VAL_AUTH_OPEN

CC_VAL_AUTH_WPA

CC_VAL_AUTH_WPA2

CC_VAL_AUTH_WPA_AUTO (WPA & WPA2)

(WEP is unsupported on the DA16200/DA16600 AP mode)

DA16X_CONF_INT_WEP_KEY_INDEX Wi-Fi WEP key index number (0~3)
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Name

Description

DA16X_CONF_INT_ENCRYPTION_O

Wi-Fi data encryption mode for STA interface:
CC_VAL_ENC_TKIP

CC_VAL_ENC_CCMP

CC_VAL_ENC_AUTO (TKIP & CCMP)

DA16X_CONF_INT_ENCRYPTION_1

Wi-Fi data encryption mode for Soft AP interface:
CC_VAL_ENC_TKIP

CC_VAL_ENC_CCMP

CC_VAL_ENC_AUTO (TKIP & CCMP)

DA16X_CONF_INT_WIFI_MODE_0

Wi-Fi mode based on IEEE 802.11 standard for STA interface:
CC_VAL_WFMODE_BGN

CC_VAL_WFMODE_GN

CC_VAL_WFMODE_BG

CC_VAL_WFMODE_N

CC_VAL_WFMODE_G

CC_VAL_WFMODE_B

DA16X_CONF_INT_WIFI_MODE_1

Wi-Fi mode based on IEEE 802.11 standard for Soft AP
interface:

CC_VAL_WFMODE_BGN
CC_VAL_WFMODE_GN
CC_VAL_WFMODE_BG
CC_VAL_WFMODE_N
CC_VAL_WFMODE_G
CC_VAL_WFMODE_B

DA16X_CONF_INT_CHANNEL

Soft AP operation channel setting by channel number:
1~11: for US
0: Auto

DA16X_CONF_INT_FREQUENCY

Soft AP operation channel setting by frequency value (MHz)

DA16X_CONF_INT_ROAM

Operating roaming function for STA interface:
0: Stop
1: Run

DA16X_CONF_INT_ROAM_THRESHOLD

Roaming threshold for STA interface (-95 ~ 0 dBm)

DA16X_CONF_INT_BEACON_INTERVAL

IEEE 802.11 beacon interval (msec.)

DA16X_CONF_INT_INACTIVITY

Inactive STA disconnecting time (sec.)

DA16X_CONF_INT_RTS_THRESHOLD

IEEE 802.11 RTS threshold (byte)

DA16X_CONF_INT_WMM

WMM On/Off setting:
0: Off
1:On

DA16X_CONF_INT_WMM_PS

WMM-PS On/Off setting:
0: Off
1:On

DA16X_CONF_INT_DHCP_CLIENT

DHCP client On/Off for STA interface:
0: Off
1: On

DA16X_CONF_INT_DHCP_SERVER

DHCP server On/Off for Soft AP interface:
0: Off
1: On
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Name

Description

DA16X_CONF_INT_DHCP_LEASE_TIME

DHCP server lease time (sec.)

DA16X_CONF_INT_HIDDEN_O

Flag to connect AP Hidden SSID:
0: Off
1:On

DA16X_CONF_INT_EAP_PHASE1_0

Phase#1 EAP type for WPA Enterprise:
e CC_VAL_EAP_DEFAULT

e CC_VAL_EAP_PEAPO

e CC_VAL_EAP_PEAP1

e CC_VAL_EAP_FAST

e CC_VAL_EAP_TTLS

e CC_VAL_EAP_TLS

DA16X_CONF_INT_EAP_PHASE2_0

Phase#2 EAP type for WPA Enterprise:
e CC_VAL_EAP_PHASE2_MIX

e CC_VAL_EAP_MSCHAPV2

e CC_VAL_EAP GTC

9.1.2 String Type Parameters

Table 13: NVRAM String Type

Name

Description

DA16X_CONF_STR_SSID_0

AP SSID to connect (~ 32 letters)

DA16X_CONF_STR_SSID_1

Soft AP SSID to operate (~ 32 letters)

DA16X_CONF_STR_WEP_KEYO
DA16X_CONF_STR_WEP_KEY1
DA16X_CONF_STR_WEP_KEY2
DA16X_CONF_STR_WEP_KEY3

WEP keys of the AP to connect (5 or 13 letters with ASCII / 10
or 26 letters with hexadecimal)

DA16X_CONF_STR_PSK_0

PSK of the AP to connect (~ 63 letters)

DA16X_CONF_STR_PSK_1

Soft AP PSK to operate (~ 63 letters)

DA16X_CONF_STR_COUNTRY

Country code (2 or 3 letters, for example, KR, US, JP, CH)
defined by ISO 3166-1 alpha-2 standard

DA16X_CONF_STR_DEVICE_NAME

DA16200/DA16600 device name (for WPS or Wi-Fi Direct)

DA16X_CONF_STR_IP_0

STA interface IP address

DA16X_CONF_STR_NETMASK_0

STA interface netmask

DA16X_CONF_STR_GATEWAY_0

STA interface gateway address

DA16X_CONF_STR_IP_1

Soft AP interface IP address

DA16X_CONF_STR_NETMASK_1

Soft AP interface netmask

DA16X_CONF_STR_GATEWAY_1

Soft AP interface gateway address

DA16X_CONF_STR_DNS_0

STA interface DNS address

DA16X_CONF_STR_DHCP_START_IP
DA16X_CONF_STR_DHCP_END_IP

DHCP server IP range assigned

DA16X_CONF_STR_DHCP_DNS

DHCP server DNS IP address assigned

DA16X_CONF_STR_EAP_IDENTITY

User-ID for WPA Enterprise (~ 64 letters)

DA16X_CONF_STR_EAP_PASSWORD

Password for WPA Enterprise (~ 64 letters)
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9.1.3 Sample Code

When setting multiple names at the same time, use dal6x_set_nvcache_int/str() and
dal6x_nvcache2flash(). Using dal6x_set_config_str/int() is good for setting one or two values, but if
it needs to set multiple NVRAM parameters (that is, Soft AP/STA setup), then always use cache
function dal6x_set_nvcache_int/str followed by dal16x_nvcache2flash(), which will give much better
performance to the application.

The following example explains how to set STA mode.

/* Wi-Fi Configuration */

clear tmp nvram env(); // Clear Cache

// start setting names/values of NVRAM parameters to NVRAM Cache (no delay)

daléx set nvcache int (DA16X CONF INT MODE, O0);
dal6x set nvcache  str(DA16X CONF STR SSID 0, ssid);
dal6x_set_nvcache int (DA16X CONF INT_AUTH_MODE_O, auth type);
if (auth type == CC VAL AUTH WEP) ({
daléx set | nvcache  str (DAleX CONF STR WEP KEYO, wep key[O
dal6x_set_nvcache_str(DAl6X_CONF_STR;WEP_KEY1, wep key[1
dal6bx set nvcache str(DA16X CONE STR WEP KEY2, wep key[2
dal6bx set nvcache str(DA16X CONE STR WEP KEY3, wep key[3
daléx set nvcache str(DAl6X CONF INT WEP KEY INDEX, wep key index);
} else if (auth type > CC VAL AUTH WEP) {
daléx set nvcache str (DAl6X CONF STR PSK 0, psk);
daléx set nvcache int (DA16X CONF INT ENCRYPTION O, encryption);

’

1)
1)
1)
1)

}
daléx set nvcache int (DA16X CONF INT WIFI MODE 0, wifi mode);

/* IP & DHCP Client Setting */

daléx set nvcache int (DA16X CONE INT DHCP CLIENT, dhcp client);

if (!dhcp client) {
daléx set nvcache str
daléx set nvcache str
daléx set nvcache str
daléox set nvcache str

DA16X CONF STR IP 0, ip);

DA16X CONF STR NETMASK 0, subnet);
DA16X CONF STR GATEWAY 0, gateway);
DA16X CONF STR DNS 0, dns);

—~ e~~~

}

daléx nvcache2flash(); // commit names/values parameters in Cache to flash memory

reboot func (SYS REBOOT) ;

The following example explains how to set STA mode for WPA Enterprise. Depending on the
wireless environment, the certificate may be required when connecting to WPA Enterprise network.
In this case, the Certificate APl might be helpful to write to sflash memory.

/* Certificate */
da16x cert wrlte(DAl6X CERT MODULE WPA ENTERPRISE DA16X_CERT_TYPE_CA_CERT,

ca cert, ca cert len); // Write CA . Certificate
da16x cert wrlte(DAl6X CERT MODULE WPA ENTERPRTSE, DA16X_CERT_TYPE_CERT, cert,
cert len)' // Write Certificate
dal6X cert wrlte(DAl6X CERT MODULE WPA ENTERPRISE, DAl6X7CERT7TYPE7PRIVATE7KEY,
priv_key, priv key len) ; // Write Private key

a16x cert wrlte(DAl6X CERT MODULE WPA ENTERPRTSE DA16X_CERT_TYPE_DH_PARAMS ,
dh param, dh param len) ; // Write Private key

/* Wi-Fi Configuration */
clear tmp nvram env(); // Clear Cache
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// start setting names/values of NVRAM parameters to NVRAM Cache (no delay)

daléx set nvcache str (DA16X CONF STR SSID 0, ssid); //Set SSID

daléx set nvcache int (DA16X CONF INT AUTH MODE 0, auth mode); // Set Auth mode

dal6x _set nvcache int (DA16X CONF INT ENCRYPTION 0, enc type); // Set Encryption type
dal6x set nvcache int (DA16X CONF INT EAP PHASEl, eap phasel); // Set EAP Phase#l
type

daléx set nvcache int (DA16X CONF INT EAP PHASE2, eap phase2); // Set EAP Phase#2
type

daléx set nvcache str(DA16X CONF STR EAP IDENTITY, user id); // Set User-ID

daléx set nvcache str(DA16X CONF STR EAP PASSWORD, password); // Set Password

daléx nvcache2flash(); // commit names/values parameters in Cache to flash memory

reboot func (SYS REBOOT) ;

The following example explains how to set Soft AP mode.

/* Soft AP Configuration */

clear tmp nvram env(); // Clear Cache

// start setting name/value NVRAM parameters to NVRAM Cache (no delay)
daléx set nvcache int (DAl16X CONF INT MODE, 1);
daléx set nvcache str(DA16X CONF STR SSID 1, ssid);
daléx set nvcache int (DA16X CONF INT AUTH MODE 1, auth type);
if (auth type > CC VAL AUTH WEP) {
daléx set nvcache str (DA16X CONF _STR PSK 1, psk);
daléx set nvcache int (DAl6X CONF INT ENCRYPTION 1, encryption);
}
daléx set nvcache int (DA16X CONEF INT CHANNEL, channel);
daléx set nvcache int (DA16X CONF STR COUNTRY, country code);
daléx set nvcache int (DA16X CONF INT WIFI MODE 1, wifi mode);
daléx set nvcache int (DA16X CONF INT WMM, wmm);
daléx set nvcache int (DA16X CONE INT WMM PS, wmm ps);

/* IP Setting */

daléx set nvcache str(DA16X CONF STR IP 1, ip);

daléx set nvcache str(DA16X CONF STR NETMASK 1, subnet);
daléx set nvcache str (DA16X CONF STR GATEWAY 1, gateway);

/* DHCP Server Setting */
if (dhcp server) {

daléx set nvcache str(DAl6X CONF STR DHCP START IP, start ip);

dal6x set nvcache str(DAl16X CONE STR DHCP END IP, end ip);

dalé6x set nvcache str(DA16X CONF STR DHCP DNS, dhcp dns);

dal6x set nvcache str(DA16X CONF INT DHCP LEASE TIME, dhcp lease time);
}
daléx set nvcache int (DA16X CONF INT DHCP SERVER, dhcp server);

dalé6x nvcache2flash(); // commit names/values parameters in Cache to flash memory

reboot func (SYS REBOOT) ;

9.2 Soft AP Configuration by Factory Reset

Many loT devices start as a Soft AP device to operate AP provisioning. The DA16200/DA16600 has
a Factory Reset function to start with Soft AP mode after pressing the Factory Reset button on the
evaluation board. The details of Factory Reset button can be found in DA16200 and DA16600 EVKs
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(look for S2- Factory Reset Button) in Ref. [3], and it is connected to GPIO 7 on the
DA16200/DA16600 EVB.

The DA16200/DA16600 SDK offers a simple method for users to configure the Soft AP interface with
their own values. This section describes how to configure the default values in the
DA16200/DA16600 SDK.

9.2.1 Configure Data Structure

The DA16200/DA16600 SDK has the structure to configure Soft AP interface. The details can be
found in the example below.

[ ~/FreeRTOS SDK/core/system/include/common/dal6éx network common.h ]

/* For Customer's Soft AP configuration */

#define MAX_SSID LEN 32
#define MAX_PASSKEY LEN 64
#define MAX TP ADDR LEN 16
#define AP OPEN MODE 0
#define AP _SECURITY MODE 1
#define TPADDR DEFAULT 0
#define IPADDR CUSTOMER 1
#define DHCPD DEFAULT 0
#define DHCPD CUSTOMER 1

typedef struct Soft AP config {
int customer cfg flag; // MODE ENABLE, MODE DISABLE

char ssid name[MAX SSID LEN+1];
char psk([MAX PASSKEY LEN+1];

char auth type; // AP OPEN MODE, AP SECURITY MODE
char country codel[4];
int customer ip address; // IPADDR DEFAULT, IPADDR CUSTOMER

char ip addr[MAX IP ADDR LEN];
char subnet mask[MAX TP ADDR IEN];
char default gw[MAX TP ADDR LEN];
char dns ip addr[MAX TP ADDR LEN];

int customer dhcpd flag; // DHCPD DEFAULT, DHCPD CUSTOMER
//int  dhcpd ip cnt;
int dhcpd lease time;

char dhcpd start ip[MAX IP ADDR LEN];

char dhcpd end ip[MAX IP ADDR LEN];

char dhcpd dns_ip addr [MAX IP ADDR LEN];
} Soft AP config t;

e int customer_cfg_flag: Flag for Soft AP configuration
0 MODE_DISABLE (0) : Do not use Soft AP configuration
o MODE_ENABLE (1) : Use Soft AP configuration
char ssid_name[MAX_SSID_LEN+1]: SSID of Soft AP. Max length is 32 bytes
char psk[MAX_PASSKEY_LEN]: Pairwise key. Max length is 64 bytes
e char auth_type: Authentication type
o OPEN_MODE (0)
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o AP_SECURITY_MODE (1)
e char country_code [4]: Country code
See the Appendix D
e int customer_ip_address: IP address type
o |IPADDR_DEFAULT (0) :IP class is 10.0.0.1
o IPADDR_CUSTOMER (1) : User defined IP address
The following parameters should be defined:
char ip addr[MAX IP ADDR LEN]
char subnet mask[MAX TP ADDR LEN]

char  default gw[MAX IP ADDR LEN]
char dns ip addr[MAX IP ADDR LEN]

e int customer_dhcpd_flag: DHCP server IP address range

o DHCPD_DEFAULT (0) :10.0.0.2 ~ 10.0.0.11 (10 clients)
o DHCPD_CUSTOMER (1) : User defined range
Need to define the following parameters:
int dhcpd lease time

char dhcpd start ip[MAX IP ADDR LEN]
char dhcpd end ip[MAX IP ADDR LEN]
char dhcpd dns ip addr[MAX IP ADDR LEN]

9.2.2 Configure Soft AP Interface

The DA16200/DA16600 SDK has the function to configure the Soft AP interface. This function is
invoked when a factory reset is done. Users can write their own values, and the details can be found
in the example below.

[ ~/FreeRTOS_SDK/customer/user main/src/system start.c ]

void set customer Soft AP config(void)
{
#ifdef  SUPPORT FACTORY RST APMODE
/* Set to user costomer's configuration */
ap config param->customer cfg flag = MODE DISABLE;
// MODE ENABLE, MODE DISABLE
/* - B
* Wi-Fi configuration
*/
/* SSID prefix */
sprintf (ap config param->ssid name, "%s", "DA16200");

/* Default open mode: AP OPEN MODE, AP SECURITY MODE */

ap config param->auth type = AP OPEN MODE;

if (ap config param—>auth type == AP SECURITY MODE) ;
sprintf (ap _config param->psk, "%s", "12345678");

/* Country Code: Default country US */
sprintf (ap config param->country code, "%s", DFLT AP COUNTRY CODE);

/*
* Network IP address configuration
*/

ap _config param->customer ip address = IPADDR DEFAULT;

if (ap config param->customer ip address == IPADDR CUSTCOMER) {
sprintf (ap _config param->ip addr, "%s", "192.168.1.1");

sprintf (ap _config param->subnet mask, "$s", "255.255.255.0");
sprintf (ap config param->default gw, "ss", "192.168.1.1");
sprintf (ap config param->dns ip addr, "$s", "8.8.8.8");
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}

/ *

* DHCP Server configuration

*/
ap _config param->customer dhcpd flag = DHCPD DEFAULT;
if (ap_config param->customer dhcpd flag == DHCPD CUSTOMER) ({
ap _config param->dhcpd lease time = 3600;

sprintf (ap config param->dhcpd start ip, "%s", "192.168.1.101");
sprintf (ap config param->dhcpd end ip, "%s", "192.168.1.108");
sprintf (ap _config param->dhcpd dns ip addr, "%s", "8.8.8.8");
}
#endif /*  SUPPORT FACTORY RST APMODE _ */

}

9.3 Soft AP Provisioning Protocol

The DA16200/DA16600 supports the Soft AP mode for a Wi-Fi interface setup. The provisioning
thread automatically runs when the DA16200/DA16600 starts in the Soft AP mode. See Ref. [4] for

further details.
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10 Wi-Fi Functionality
This section describes Wi-Fi functionality that DA16200/DA16600 SDK provides.

10.1 Simple Roaming

Wi-Fi roaming allows station (STA) automatically to change the connection to another AP within the
coverage areas of APs or routers belonging to the same extended service set (ESS) which has the
same SSID and credentials. DA16200/DA16600 SDK supports simplified and modified version of Wi-
Fi roaming named Simple Roaming. If RSSI is lower than a predefined threshold, DA16200/DA16600
automatically scans APs, selects another AP with best RSSI, and connects the AP.

NOTE

e The simple roaming is switched off automatically when DPM mode is enabled
e Default threshold is -65 dBm and valid range is 0 ~ -95 dBm

10.1.1 Using Simple Roaming

The feature is disabled in SDK by default. To configure threshold and enable the feature, use

daléx set config int () APIs as shown in the sample codes below. In addition, DA16200/600 SDK
offers AT commands to enable and use the feature. See Ref. [6] for more about AT+WFROAP and
AT+WFROTH commands.

// To configure roaming threshold
int threshold = -55;

if (daléx set config int (DA16X CONF INT ROAM THRESHOLD, threshold)) {
PRINTF (“Failed to configure roaming threshold\n”);
}

// To run the simple roaming
if (daléx set config int (DA16X CONF INT ROAM, 1)) {
PRINTF (“Failed to run simple roaming function\n”);

}

// To stop the simple roaming

if (daléx set config int (DA16X CONF INT ROAM, 0)) {
PRINTF (“Failed to stop simple roaming function\n”);

}

In addition, WPA CLI commands are available for configuring roaming threshold and
running/stopping simple roaming.

// To configure roaming threshold
[/DA16200] # net.cli roam threshold -35

// To run simple roaming
[/DA16200] # net.cli roam run

// To store configuration to NVRAM
[/DA16200] # net.cli save config

// To stop simple roaming
/DA16200] # net.cli roam stop

When simple roaming operates, debug messages are displyed.

>>> [Roaming] Start - Current signal level is lower then the threshold.

>>> [Roaming] New - BSSID[88:36:6c:20:a0:76], Level[-26]
>>> Roam Scan[0/39] BSS 88:36:6c:20:a0:76 ssid='RENESAS TESTAP' (-26)
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>>> [Roaming] 2 - BSSID[88:36:6c:20:a0:76], Level[-26]

>>> Roam Scan[2/39] BSS 88:36:6c:20:a0:76 ssid='RENESAS TESTAP' (-26)
>>> [Roaming] 1 - BSSID[88:36:6c:20:a0:76], Level[-26]

>>> Roam Scan[0/39] BSS 88:36:6c:20:a0:76 ssid='RENESAS TESTAP' (-26)
>>> Network Interface (wlanO) : DOWN

—— DHCP Client WLANO: STOP(0)

>>> Network Interface (wlanO) : UP

>>> Associated with 88:36:6c:20:a0:76
Connection COMPLETE to 88:36:6c:20:a0:76

——- DHCP Client WLANO: SEL(6)
——- DHCP Client WLANO: REQ(1)

### User Call-back : Success to connect Wi-Fi ...
—— DHCP Client WLANO: CHK(8)
—— DHCP Client WLANO: BOUND (10)

Assigned addr : 192.168.2.6
netmask : 255.255.255.0
gateway : 192.168.2.1
DNS addr : 168.126.63.1

DHCP Server IP : 192.168.2.1

Lease Time : 02h 00m 00s

Renewal Time : 01lh 00m 00s

10.2 Scanning and Example

The scanning is the process of finding the desired AP via station the user wants to connect to. Two
types of scanning are available: active and passive scanning.

10.2.1

In active scanning, station device sends a frame which is called probe request frame to AP. Probe
request can be unicast or bradcast. In response to the probe request, the AP sends a probe
response, which is used by a station to take connection related decisions. For DA16200 DA16600
SDK, it broadcasts probe request frame on each channel and waits for probe response frame for a
certain amount of time. As scanning results, BSSID, frequency, RSSI, security, and SSID information
are included.

Active Scanning

For active scanning in DA16200/DA16600 SDK, the get scan result() APIis provided. Scanned
APs are listed and sorted by signal strength. Alternatively, the dal6x cli reply() APl can be used
directly as the get scan result () APl is implemented in the API.

Here are overall descriptions of active scanning on DA16200/DA16600 SDK.

e DA16200/DA16600 scans each channel based on the a country code and cc_power levell]
and cc power level dsss[] tables

e The channel 14 has additional restrictions or cannot be used in all regulatory ares

If transmission power grade of a channel is set to OxF in the tables, scanning this channel should
be skipped

e DA16200/DA16600 SDK allows to scan full channels, not single channel
Active scan time:
o Time to scan for 1 channel: about 30 ms
— Transmitting probe request frame and receiving probe response frame
o Time to switch channel: about 29 ms
Revision 2.4
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— It may vary depending on interference and circumstances
o Total active scan time for full channels:

— Time to scan for 1 channel x Numbers of channels + Channel swith time x (number of
channels — 1)

Here is an example of using the dal6x_cli_reply() API for active scan.

#define SCAN RSP BUF SIZE (4 * 1024 )
char scan result[SCAN RSP BUF SIZE] = { 0, };

memset (scan result, 0, SCAN RSP BUF SIZE);
daléx cli reply(“scan”, NULL, scan result);
// Scan failed
if (strlen(scan result) < 30) {

PRINTF (“Scan: %s\n”, scan result);

}

Also the AT command (AT+WFSCAN) is available for active scanning (see Ref. [7] for details).

10.2.2 Passive-Scanning

In passive scanning, the station device waits for a special frame, beacon frames that AP broadcasts
it periodically, and the beacon frames are buffered and used to decode and extract information about
BSSs. As scanning results, BSSID, frequency, RSSI, security, and SSID information are included.

The DA16200 DA16600 SDK only supports passive scanning via AT commands because scanning
result is transmitted over UART interface. See Ref. [7] about AT commands.

10.2.3 Get SCAN Result Example

An example for active scan is available in SDK. To run the example, complete the following steps.
In the e2studio, import a project for the SCAN result example application.

o ~/SDK/apps/common/examples/ETC/Get_Scan_Result/projects/dal6200

1. Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.

2. After the boot is complete, the get_scan_result sample starts automatically.

[*»>> Scanned AP List (Total : 29>
IPTIME_A3BA4NS-M_I0P_JK,. RSSI: -37. Security: 1

: ASUS_ACG8U, RSSI: -38, Security: @

: iptime_N/A4BCHM_Jake, R55I: -39, Security: 1
Google MNLS1384A_NPG. RSSI: —-42, Security: 1
Julian_only, REEI: —43, Security: 1
DA162B@_108F831,. RSSI: —-45, Security: 1
JHC_SYR-1188,. RESI: —45. Security: 1
ZI0-25@9N,. RS88I: —-46, Security: 1
JHC_SWR-1188_0OFPEN. R8S5I: -46,. Security: 8
HNE_RAX18@1, RSSI: —47, Security: 1
n_test_ap, RS5I: —-47_ Security: 1
DA1GZAA_1ADD23, RSSI:- —48, Security: 1
ACST_AC_TESTZ, RSS8I: 5@, Security: 1
N_Synology MRZ2BBAC_WPAZWPA3_2G,. RSS5I: -52,. Security: 1
JMC_DIR-615_WPAL1_TKIF,. R8SI: -54. Security: 1
JMC_DIR-615_OPEN. R85I: 54, Security: B
N_A3@84_WEP_7777?77,. R88I: -55. Becurity: 1
N_fA1@B4_OFEN,. RSEI: -55. Security: @
H_Ai1884_WPA_Enterprise,. REEI: -56,. Security: 1
Jh—tap—-brbufi, R8EI: 57, Security: 1
N_ai@B4_WPAZ2_AES, RSS5I: -57,. Security: 1
JMC_DIR—-615, RSSI: -58, Security: 1
DIRECT-2P, RSSI: -59, Secupity: 1
SUR-118A_OPEN, RS51I: 59, Security:- A

S5ID: n_test_ap2, REEI: —60,. Security: 1

Figure 10: Get_Scan_Result AP List

This example shows how to use the void get_scan_result(void *user_buf_ptr) APl and to get the
SCAN result on STA mode and Soft AP mode.
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The get_scan_result_sample function is executed after the basic FreeRTOS initialization is complete.
This example simply calls the user API “void get_scan_result()".

void get scan result sample (void * param)

{

char *user buf = NULL;
scan result t *scan result;
int i

/* Allocate buffer to get scan result */
user buf = pvPortMalloc (SCAN RSP BUF SIZE) ;

/* Get scan result */
get scan result ((void *) user buf);

After running the “get_scan_result()” API, the user can use the received data. This example code
shows how to display the scan list in the console.

/* Display result on console */
scan result = (scan result t *)user buf;

PRINTF ("\n>>> Scanned AP List (Total : %d) \n", scan result->ssid cnt);

for (i = 0; 1 < scan result->ssid cnt; i++) {
PRINTF (" %02d) SSID: %s, RSSI: %d, Security: %d\n",
i+1,
scan_result->scanned ap info[i].ssid,
scan result->scanned ap info[i].rssi,
scan_result->scanned ap info[i].auth mode) ;

}

/* Buffer free */
vPortFree (user buf);

The SCAN results are stored in the following data structure format:

typedef struct scanned ap info {

int auth mode;
int rssi;
char ssid[128];

} scanned ap info t;

typedef struct scan result to app {

int ssid cnt;

scanned ap info t scanned ap info[MAX SCAN AP CNT];
} scan result t;
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11 Network Examples: Socket Communication

This section describes how to develop Transmission Control Protocol (TCP) or User Datagram
Protocol (UDP) socket applications using the IwlIP (Lightweight IP) APIs in the DA16200/DA1600
SDK. As a companion document, see Ref. [1] for details on all functions. To understand and
implement applications using the DPM API, both nhon-DPM and DPM examples are provided. Before
testing these examples, a test environment as shown in Figure 11 is required.

11.1 Test Environment

Legacy AP

Test PC

- T oFM TCP REGH
VPSR e = DPM UDP Receivell
[IROOP Recerve: L= wm [EBRIUOP Sende

Figure 11: Overall Test Setup

11.1.1 DA16200

The files of example sources are included in the DA16200 SDK. The examples in this section require
the DA16200 to be configured as a Wi-Fi station (STA Mode). See the Setup for Station Mode
section of Ref. [3] on how to set up Wi-Fi station mode. Also, after completed the STA mode setup,
copy the IP address of the DA16200 EVB for later use. The IP address is printed after connecting to
an Access Point (AP), and then TCP/UDP example application will run. See Figure 12.

Connection COMPLEIE to 78:-3a:ch:25:-f5%:-f8

—— DHCP Client ANA: SEL(6)>
—— DHCP Client = REGQ<1>
—— DHCP Client = CHK(8>
—— DHCP Client : BOUND<18>
Assigned addr 192,
netmask : 255,
gateway @ 192.
DNS addr = 192.

DHCP Server IP : 192.
Lease Time : 24h
Renewal Time : 12h

Figure 12: DA16200 EVB — AP Connection Complete
11.1.2 Peer Application

The examples in this section require a peer device (workstation or laptop) connected to the same AP
running a TCP/UDP test application such as 10 Ninja.
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NOTE

For the Windows OS system, the user needs to install a proper application such as Packet Sender, Hercules,
and 10 Ninja. For a Linux system, proper test utilities or a test sample application is needed.

11.1.2.1 Example of Peer Application
This section describes how to run the peer application on the Windows operating system.

1. Start the 10 Ninja utility on the test PC.
If it is not installed, download it from http://ioninja.com.
2. Select File > New Session for the test.

10 Ninja

File Edit View Help

@ Layer Pipeline...

e Open... Ctrl+O
Open Recent »

Close

Close All

H Save Session... Ctrl+S
34 Savelog As... Cirl+L

) Settings

Exit

Figure 13: Start 10 Ninja Utility

3. To test the TCP Client, start the TCP Server.

10 Ninja (EVALUATION]) — m} x
File Edit View Help
ED'@'B'E' Mew Session

Available session plugins:

Network C

TCP Connection
[ TCP Server

P TCP Proxy

B TCP Flow Monitor
UDP Socket

[B] UDP Flow Menitor
SSH Channel

55L Connection

5L Server
WebSocket Client

m WebSocket Server

Mo Coiffo. hd

[ ® Run as Administrator
Temporary Files Location
Session directory: C:\Users\tokim\AppData'Local/IC Ninja/tmp
Log fle name:  top-server-01d7ca1010923913.njlog

I =

Figure 14: Select TCP Server Session

4. If TCP Listener Socket is selected, 10 Ninja utility shows the TCP server test window.
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Property Value &
~ TCP listener
Session time 00:00:00
TX total bytes o
TX throughput 0
RX total bytes 0
RX throughput 0
¥ Throughput calculator
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TX total bytes no selection
TX throughput no selection
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Transmit g X
Enter packet contents here...
Text Binary File
Mot listening 0 dient{s) Ln0 Col0 Ofs 0000
Figure 15: TCP Server Session Windows
5. Start the TCP Server session (for example, TCP Client test).
10 Ninja (EVALUATION) - o >
File Edit View Session Help
%] SR,
D-¢-2-B-2-Q33m-5GE6 BB & =
Fiter: [Enter cientaddresst._ v| | Clent: v 658 &0 adspter: [ANTPv4adapters v port:
TP @ 10192 X Information & x
[11:25:59 +00:00.000 |/ Session started Property Value A
11:25:59 +00:00.001 §& Listening on 10192 v TCP listener
Session time 00:00:05
TX total bytes 0
TX throughput 0
RX total bytes 0
RX throughput 0
v Throughput calculator
Time span no selection
TX total bytes no selection
TX throughput no selection
DY batallndas .
& X

Transmit

Enter packet contents here...

Text Binary  Fie

Listening 0 dient(s) no Col0

Ofs 0000

Figure 16: Start TCP Server Session

6. Connect to the TCP Client.
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10 Ninja (EVALUATION) — O x
=
D-%-@-B-2-QF 3 m-mg R e
Filter: | Enter dientaddress t... ~| «  Client: | 192.168.86.94:54619 ¥ ﬂ ﬂ Adapter: | All IPv4 adapters ¥ Port: 10192 - &
I TCP @ 10192 x Information 5 X
11:25:50 +@@:08.888 |/ Session started Property Value A
h1:25:50 +00:00.001 §& Listening on 18132
S ~ TCP listener
1:27:28 +@1:29.654 & Client connected from 192.168.86.94:54619
Session time 00:01:33
TX total bytes 0
TX throughput (1]
RX total bytes 0
RX throughput 0
~ Throughput calculator
Time span no selection
TX total bytes no selection
TX throughput no selection
DY sokal b, L N
Transmit 5 X
Enter packet contents here...
[(Send 1
- 4
Text  Binary  File
Listening 1 dient(s) Lm0 Col 0 Ofs 0000
Figure 17: TCP Connection with TCP Client
7. Run data communication.
10 Ninja [EVALUATION) — ] b4
File Edit View Session Help
Sy . .
O-¢«-2-B-B-Q 3 =-m [g f®) &
Filter: Enter dient address t.. v | &  Client: | 192.168.86.94:55703 ~ ﬁ ﬁ Adapter:  All IPv4 adapters > | Port: [ 10182~ &
M Tcr @ 10102 % Information & x
11:14:29 +08:00.008 () Session started Property Value "
11:14:29 +80:00.001 & Listening on 18192
= ¥ TCP listener
11:18:33 +84:84.882 ﬁ Client connected from 192.168.86.94:55783
11:18:37 +84:08.813 -+ 0008 74 65 73 4 S EGESE
TX total bytes 0
TX threughput 0
RX total bytes 4
RX throughput [1]
v Throughput calculator
Time span no selection
TX total bytes no selection
TX throughput no selection
g > 3 PSRN . v
Transmit F X
Enter packet contents here...
[(Send/ <
A 7
Text  Binary File
Listening 1 dient{s) Ln4 Cal61 Ofs 0003

Figure 18: TCP Data Communication with TCP Client

11.2 TCP Client

This section describes how the TCP client sample application is built and operated. The TCP client
sample is an example of the simplest TCP echo client application. TCP is one of the main protocols
of the Internet protocol suite. TCP provides a reliable, ordered, and error-checked delivery of a
stream of octets (bytes) between applications that run on hosts that communicate via an IP network.
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The DA16200 SDK provides a IwlP's TCP protocol. IwIP is an open-source TCP/IP stack designed
for embedded system.

11.2.1 How to Run
1. Run a socket application on the peer computer (see Section 11.1.2) and open a TCP server
socket with port number 10192 (default TCP Client test port).
2. In the e?studio, import a project for TCP Client sample application.
~/SDK/apps/common/examples/Network/TCP Client/projects/dal6200
3. Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
4. Use the console command to set up the Wi-Fi station interface.

5. To set the IP address and port for the peer application (TCP Server) in the TCP Client
Sample, edit the source code:

~/SDK/apps/common/examples/Network/TCP_Client/src/tcp client sample.c

#define TCP CLIENT SAMPLE DEF SERVER IP ADDR "192.168.0.11"
#define TCP CLIENT SAMPLE DEF SERVER PORT TCP_CLI_TEST PORT

The example connects to the peer application (TCP Server) after a connection is made to the Wi-Fi
AP.

11.2.2 How It Works

The DA16200 TCP Client sample application is a simple echo message. When the TCP server sends
a message, the DA16200 TCP client echoes that message to the TCP server.

DA16200 TCP Client TCP Server

1. TCP Connection

A 4

2. Send Message

3. Echo Message

A4

Figure 19: Workflow of TCP Client

11.2.3 Sample Code

The DA16200 SDK provides the IwlP's TCP protocol. This sample application describes how a TCP
socket is created, deleted, and configured.

11.2.3.1 Registration

The client side of the TCP connection initiates a connection request to a TCP server. The client TCP
socket should be created with the so/>ket () service and bound to a port via the bind() service. After
the client socket is bound, the connect() service is used to establish a connection with a TCP server.

void tcp client sample (void *param)
{
int ret = 0;
int socket fd;
struct sockaddr in local addr;
struct sockaddr in srv addr;
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memset (&local addr, 0x00, sizeof (struct sockaddr in));
memset (&srv_addr, 0x00, sizeof (struct sockaddr in));
// Create TCP socket

socket fd = socket (PF _INET, SOCK STREAM, O);

local addr.sin family = AF INET;
local addr.sin addr.s addr = htonl (INADDR ANY);
local addr.sin port = htons(TCP_CLIENT SAMPLE DEF PORT);

// Bind TCP socket
ret = bind(socket fd, (struct sockaddr *)&local addr,
sizeof (struct sockaddr in));

srv_addr.sin family = AF INET;
srv_addr.sin addr.s addr = inet addr (TCP CLIENT SAMPLE DEF SERVER IP ADDR);
srv_addr.sin port = htons(TCP CLIENT SAMPLE DEF SERVER PORT) ;

// Connect TCP socket
ret = connect (socket fd, (struct sockaddr in *)é&srv addr,
sizeof (struct sockaddr in));

11.2.3.2 Data Transmission

TCP data is received when function recv() is called. TCP incoming packet handles various
connections and disconnections and is responsible for acknowledging transmissions.

TCP data is sent when function send() is called. This service first builds a TCP header in the front
part of the packet (including the checksum calculation). If the receiver's window size is larger than the
data in this packet, the packet is sent to the internet with the internal IP send routine. Otherwise, the
caller may be suspended and wait for the receiver’s window size to increase enough for this packet
to be sent. At any given time, only one sender may suspend while trying to send TCP data.

void tcp client sample ()
{
while (1) {
memset (data buffer, 0x00, sizeof (data buffer));

PRINTF ("< Read from server: ");
len = recv(socket fd, data buffer, sizeof (data buffer), 0);
data buffer[len] = '\0';

PRINTF ("%d bytes read\r\n", len);

PRINTF ("> Write to server: ");
len = send(socket fd, data buffer, len, 0);
PRINTF ("%d bytes written\r\n", len

11.2.3.3 Disconnection

The connection is closed when function close() is called. This function handles socket to be closed
and deleted internally. The socket must be in a CLOSED state or in the process of disconnecting
before the port is released. Otherwise, an error is returned. Finally, if the application no longer needs
the client socket, the vTaskDelete() function is called to delete the socket.

void tcp client sample ()

{
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close (socket fd);
end of task:
PRINTF (" [$s] End of TCP Client sample\r\n", func );

vTaskDelete (NULL) ;
return ;

11.3 TCP Client in DPM

This section describes how the TCP client in the DPM sample application is built and works. The
TCP client in the Dynamic Power Management (DPM) sample application is an example of the
simplest TCP echo client application in DPM mode. The DA16200 SDK can work in DPM mode. The
user application requires an additional operation to work in DPM mode. The DA16200 SDK provides
the DPM manager for the user network application. The DPM manager supports users to develop
and manage a network application in Non-DPM and DPM modes.

11.3.1 How to Run
1. Run a socket application on the peer laptop (see Section 11.1.2) and open a TCP server
socket with port number 10192.
2. Inthe e3studio, import a project for the TCP client in the DPM sample application.
~/SDK/apps/common/examples/Network/TCP_Client DPM/projects/dal6200
o Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
3. Use the console command to set up the Wi-Fi station interface.

4. To setthe IP address and the port for the peer application (TCP Server) in the TCP Client
Sample, do one of the following:

o Edit the source code:

~/SDK/apps/common/examples/Network/TCP_Client DPM/src/tcp client dpm sample.c

#define define TCP CLIENT DPM SAMPLE DEF SERVER IP "192.168.0.11"
#define TCP CLIENT DPM SAMPLE DEF SERVER PORT TCP_CLI TEST PORT

o Use the DA16200 console to save the values in NVRAM:

[/DA16200] # nvram.setenv TCPC SERVER IP 192.168.0.11
[/DA16200] # nvram.setenv TCPC SERVER PORT 10192
[/DA16200] # reboot

After a connection is made to a Wi-Fi AP, the example of connecting to the peer application (TCP
Server).

11.3.2 How It Works

The DA16200 TCP Client in the DPM sample application is a simple echo message. When the TCP
server sends a message, then the DA16200 TCP client echoes that message to the TCP server.
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DA16200 TCP Server TCP Client

1. TCP Connection

DPM Sleep & WaKEUP  -------mmmmfmmmmm oo s s s oo oo

2. Send Message

3. Echo Message

v

Figure 20: Workflow of TCP Client in DPM

11.3.3 Sample Code

11.3.3.1 Registration

The TCP client in the DPM sample application works in DPM mode. The basic code is similar to the
TCP client sample application. There are two differences from the TCP client sample application:

e An initial callback function is added, named tc9p_client_dpm_sample_wakeup_callback() in the
code. The callback is called when the DPM state changes from sleep to wake-up

e Additional user configuration can be stored in RTM

In this sample, the TCP server information is stored.

void tcp client dpm sample init user config(dpm user config t *user config)
{

const int session idx = 0;

//Set Boot init callback
user config->bootInitCallback = tcp client dpm sample init callback;

//Set DPM wakeup init callback
user config->wakeupInitCallback = tcp client dpm sample wakeup callback;

//Set External wakeup callback
user config->externWakeupCallback = tcp client dpm sample external callback;

//Set Error callback
user config->errorCallback = tcp client dpm sample error callback;

//Set session type (TCP Client)
user config->sessionConfig[session idx].sessionType = REG TYPE TCP CLIENT;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
TCP_CLIENT DPM SAMPLE DEF CLIENT PORT;

//Set server IP address
memcpy (user config->sessionConfig[session idx].sessionServerlp,
srv_info.ip addr, strlen(srv_info.ip addr));

//Set server port
user config->sessionConfig[session idx].sessionServerPort = srv info.port;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
tcp client dpm sample connect callback;
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//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback
tcp client dpm sample recv callback;

//Set connection retry count
user config->sessionConfig[session idx].sessionConnRetryCnt
TCP CLIENT DPM SAMPLE DEF MAX CONNECTION RETRY;

//Set connection timeout
user config->sessionConfig[session idx].sessionConnWaitTime
TCP CLIENT DPM SAMPLE DEF MAX CONNECTION TIMEOUT;

//Set auto reconnection flag
user config->sessionConfig[session idx].sessionAutoReconn = TRUE;

//Set user configuration

user config->ptrDataFromRetentionMemory = (UCHAR *)&srv_info;
user config->sizeOfRetentionMemory =

sizeof (tcp client dpm sample svr info t);

return ;

11.3.3.2 Data Transmission

The callback function is called when a TCP packet is received from a TCP server. In this sample, the
received data is printed out and an echo message is sent to the TCP server.

void tcp client dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,
ULONG rx ip, ULONG rx port)
{
unsigned char status = pdPASS;

//Display received packet
PRINTF (" ==> Received Packet (%1d) \n", rx len);

//Echo message
status = dpm mng send to session(SESSICN1, rx ip, rx port,
(char *)rx buf, rx len);
else
{
//Display sent packet
PRINTF (" <== Sent Packet (%1d) \n", rx len);
}

dpm mng job done(); //Done opertaion

11.4 TCP Server

This section describes how the TCP server sample application is built and works. The TCP server
sample application is an example of the simplest TCP echo server application. TCP is one of the
main protocols of the Internet protocol suite. It provides a reliable, ordered, and error-checked
delivery of a stream of octets (bytes) between applications running on hosts that communicate via an
IP network. The DA16200 SDK provides a IwlIP's TCP protocol. IwIP is an open-source TCP/IP stack
designed for embedded system.

11.4.1 How to Run

1. Inthe e?studio, import a project for the TCP Server sample application.
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~/SDK/apps/common/examples/Network/TCP_Server/projects/dal6200

2. Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
3. To set the port of the TCP Server Sample, do one of the following:

o Edit the source code:

~/SDK/apps/common/examples/Network/TCP_Server/src/tcp server sample.c

#define  TCP SERVER SAMPLE DEF SERVER PORT TCP SVR TEST PORT

o Use the DA16200 console to save the values in NVRAM:

[/DA16200] # nvram.setenv TCP_SVR PORT 10190
[/DA16200] # reboot

4. Set up the Wi-Fi station interface using console commands.

5. When connected to the AP, the sample application creates a TCP server socket with port
number 10190 and waits for a client connection.

6. Run a socket application on the peer computer (See Section 11.1.2).
7. Open a TCP client socket.

11.4.2 How It Works

The DA16200 TCP server sample application is a simple echo server. When a TCP client sends a
message, the DA16200 TCP server echoes that message to the TCP client.

DA16200 TCP Server TCP Client

1. TCP Connection

2. Send Message

3. Echo Message

v

Figure 21: Workflow of TCP Server

11.4.3 Sample Code

The DA16200 SDK provides the IwIP's TCP protocol. This sample application describes how a TCP
socket is created, deleted, and configured.

11.4.3.1 Connection

The server waits for a client connection request. Next, the application must create a TCP socket with
the socket() service. The server socket must also be set up to listen for connection requests with the
listen() service. This service puts the server socket in the LISTEN state and binds the specified
server port to the server socket. If the socket connection has already been established, the function
simply returns a successful status.

void tcp server sample ()
{
int ret = 0;
int listen sock = -1;
int client sock = -1;

struct sockaddr in server addr;
struct sockaddr in client addr;

memset (&server addr, 0x00, sizeof (struct sockaddr in));
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memset (&client addr, 0x00, sizeof (struct sockaddr in));

// Create TCP socket

listen sock = socket (PF_INET, SOCK STREAM, O0);

if (listen sock < 0) {
PRINTF (" [%$s] Failed to create listen socket\r\n", func );
goto end of task;

}

server addr.sin family = AF INET;
server addr.sin addr.s addr = htonl (INADDR ANY);
server addr.sin port = htons(TCP_SERVER SAMPLE DEF PCRT);

// Bind TCP socket
ret = bind(listen sock, (struct sockaddr *)é&server addr,
sizeof (struct sockaddr in));

// Listen TCP socket
ret = listen(listen_sock, TCP_SERVER_SAMPLE_BACKLOG);

while (1) {
client sock = -1;

memset (&client addr, 0x00, sizeof (struct sockaddr in));
client addrlen = sizeof (struct sockaddr in);

// Bccept TCP socket

client sock = accept (listen sock, (struct sockaddr *)s&client addr,
(socklen t *)s&client addrlen);

While (1){

11.4.3.2 Data Transmission

TCP data is received when function recv() is called. The TCP receive packet process is responsible
for handling the various connections and disconnections as well as transmission acknowledgment
process.

TCP data is sent when function send() is called. This service first builds a TCP header in the front
part of the packet (including the checksum calculation). If the receiver's window size is larger than the
data in this packet, the packet is sent on the Internet with the internal IP send routine. Otherwise, the
caller may suspend and wait for the receiver's window size to increase enough for this packet to be
sent. At any given time, only one sender may suspend while trying to send TCP data.

void tcp server sample run()

{

while (NX TRUE)
{
memset (data buffer, 0x00, sizeof (data buffer));

PRINTF ("< Read from client: ");
len = recv(client sock, data buffer, sizeof (data buffer), 0);
data buffer[len] = '\0';

PRINTF ("%d bytes read\r\n", len);

PRINTF ("> Write to client: ");
len = send(client sock, data buffer, len, 0);
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PRINTF ("%d bytes written\r\n", len);

}

11.4.3.3 Disconnection

The connection is closed when function close() is called. This function handles socket to be closed
and deleted internally.

void tcp server sample ()

{

While (1) {
Close (client socket)

}

end of task:

PRINTF (" [%s] End of TCP Server sample\r\n", func );
close (listen sock) ;

close (client sock);

vTaskDelete (NULL) ;

return ;

11.5 TCP Server in DPM

This section describes how the TCP server is built and works in the DPM sample application. The
TCP server in the DPM sample application is an example of the simplest TCP echo server
application. The DA16200 SDK can work in DPM mode. The user application is required to work in
DPM mode. The DA16200 SDK provides the DPM manager for the user network application. The
DPM manager supports the user to develop and manage a network application in Non-DPM and
DPM modes. The codes are almost the same as for the TCP server example.

11.5.1 How to Run

1. Open the workspace for the TCP Server in DPM sample application.
~/SDK/apps/common/examples/Network/TCP_Server_DPM/projects/dal16200

Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
To set the port of the TCP Server Sample, do one of the following:

o W N o

Edit the source code:
~/SDK/apps/common/examples/Network/TCP_Server DPM/src/tcp_server_dpm_sample.c
#define TCP_SERVER_DPM_SAMPLE_DEF SERVER_PORT TCP_SVR_TEST_PORT
o0 Use the DA16200 console to save the values in NVRAM:

[/DA16200] # nvram.setenv TCP_SVR PORT 10190
[/DA16200] # reboot

4. Use the console command to set up the Wi-Fi station interface.

5. When connected to the AP, the sample application creates a TCP server socket with port
number 10190 (Default test port number) and waits for a client connection.

6. Run a socket application on the peer computer (See Section 11.1.2).
7. Open a TCP client socket.
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11.5.2 How It Works

The DA16200 TCP server in the DPM sample application is a simple echo server. When a TCP client
sends a message, then the DA16200 TCP server echoes that message to the TCP client.

DA16200 TCP Server TCP Client

1. TCP Connection

DPM Sleep & Wakeup

2. Send Message

3. Echo Message

hd

Figure 22: Workflow of TCP Server in DPM

11.5.3 Sample Code

11.53.1 Registration

The TCP server in the DPM sample application works in DPM mode. The basic code is similar to the
TCP server sample application. There are two differences from the TCP Server sample application:

e Aninitial callback function is added, named tcp_server_dpm_sample_wakeup_callback() in the
code. The callback is called when the DPM state changes from sleep to wake-up

e Additional user configuration can be stored in RTM

In this sample, the TCP server information is stored.

void tcp server dpm sample init user config(dpm user config t *user config)

{

const int session idx = 0;

//Set Boot init callback
user config—>bootInitCallback = tcp server dpm sample init callback;

//Set DPM wakkup init callback
user config->wakeupInitCallback = tcp server dpm sample wakeup callback;

//Set Error callback
user config->errorCallback = tcp server dpm sample error callback;

//Set session type (TCP Server)
user config->sessionConfig[session idx].sessionType = REG TYPE TCP SERVER;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
TCP SERVER DPM SAMPLE DEF SERVER PORT;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
tcp server dpm sample connect callback;

//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback =
tcp server dpm sample recv callback;

//Set user configuration
user config->ptrDataFromRetentionMemory = (UCHAR *)&srv info;

User Manual Revision 2.4 May 17, 2024

CFR0012 69 of 371 © 2024 Renesas Electronics



UM-WI-046 RE NESAS

DA16200 DA16600 FreeRTOS SDK Programmer Guide

user config->sizeOfRetentionMemory = sizeof (tcp server dpm sample svr info t);

return ;

}

11.5.3.2 Data Transmission

The callback function is called when a TCP packet is received from a TCP client. In this sample, the
received data is printed out and an echo message is sent to the TCP client.

void tcp server dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,
ULONG rx ip, ULONG rx port)
{
//Display received packet
PRINTF (" ==> Received Packet (%1d) \n", rx len);

//Echo message
status = dpm mng send to session(SESSION1, rx ip, rx port,

(char *)rx buf, rx len);

//Display sent packet
PRINTF (" <== Sent Packet (%1d) \n", rx len);

dpm mng job done(); //Done opertaion

11.6 TCP Client with KeepAlive in DPM

This section describes how the TCP client with KeepAlive in the DPM sample application is built and
works. The TCP client with KeepAlive in the DPM sample application is an example of the simplest
TCP echo client application in DPM mode. The DA16200 SDK can work in DPM mode. The user
application is required to work in DPM mode. The DA16200 SDK provides the DPM manager for the
user network application. The DPM manager helps users to develop and manage a network
application in both Non-DPM and DPM modes.

11.6.1 How to Run

1. Run a socket application on the peer computer (see Section 11.1.2) and open a TCP server
socket with port number 10193 (Default TCP Client test port).
In the e2studio, import a project for the TCP Client sample application.
~/SDK/apps/common/examples/Network/TCP_Client_KeepAlive_ DPM/projects/dal16200
Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

To set the IP address and the port for the peer application (TCP Server) in the TCP Client KA
DPM Sample, do one of the following:

o wo N

o Edit the source code:

~/SDK/apps/common/examples/Network/TCP_Client_KeepAlive_DPM/src/tcp_client_ka_dpm_sampl
e.c

//Default TCP Server configuration

#define TCP CLIENT KA DPM SAMPLE DEF SERVER IP "192.168.0.11"
#define TCP CLIENT KA DPM SAMPLE DEF SERVER PORT TCP CLI KA TEST PORT

o Use the DA16200 console to save the values in NVRAM:

[/DA16200] # nvram.setenv TCPC SERVER IP 192.168.0.11
[/DA16200] # nvram.setenv TCPC_SERVER PORT 10192
[/DA16200] # reboot

After a connection is made to a Wi-Fi AP, the example connects to the peer application (TCP
Server).
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11.6.2 Sample Code

11.6.2.1 Registration

The TCP client with KeepAlive in the DPM sample application works in DPM mode. The basic code

is similar to the TCP client with the KeepAlive sample application. The time period is 55 seconds to

send a TCP KeepAlive message to the TCP server. Compared to the TCP client in the DPM sample
application, there are two differences from the TCP client sample application:

e Aninitial callback function is added, named tcp_client_ka dpm_sample_wakeup_callback() in the
code. The callback function is called when the DPM state changes from sleep to wake-up

e Additional user configuration can be stored in RTM

In this example, TCP server information is stored.

void tcp client ka dpm sample init user config(dpm user config t *user config)
{

const int session idx = 0;

//Set Boot init callback
user config->bootInitCallback = tcp client ka dpm sample init callback;

//Set DPM wakeup init callback
user config->wakeupInitCallback = tcp client ka dpm sample wakeup callback;

//Set Error callback
user config->errorCallback = tcp client ka dpm sample error callback;

//Set session type (TCP Client)
user config->sessionConfig[session idx].sessionType = REG TYPE TCP CLIENT;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
TCP CLIENT KA DPM SAMPLE DEF CLIENT PORT;

//Set server IP address
memcpy (user config->sessionConfig[session idx].sessionServerIp,
srv_info.ip addr, strlen(srv_info.ip addr));

//Set server port
user config->sessionConfig[session idx].sessionServerPort = srv_info.port;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
tcp client ka dpm sample connect callback;

//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback
tcp client ka dpm sample recv callback;

//Set connection retry count
user config->sessionConfig[session idx].sessionConnRetryCnt
TCP CLIENT KA DPM SAMPLE DEF MAX CONNECTION RETRY;

//Set connection timeout
user config->sessionConfig[session idx].sessionConnWaitTime
TCP_CLIENT KA DPM SAMPLE DEF MAX CONNECTION TIMEOUT;

//Set auto reconnection flag
user config->sessionConfig[session idx].sessionAutoReconn = pdIRUE;
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//Set KeepAlive timeout
user config->sessionConfig[session idx].sessionKalnterval =
TCP CLIENT KA DPM SAMPLE DEF KEEPALIVE TIMEOUT;

//Set user configuration
user config->ptrDataFromRetentionMemory = (UCHAR *)&srv_info;
user config->sizeOfRetentionMemory =

sizeof (tcp client ka dpm sample svr info t);

return ;

11.6.2.2 Data Transmission

The callback function is called when a TCP packet is received from the TCP server. In this example,
the received data is printed out and an echo message is sent to the TCP server.

void tcp client ka dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,
ULONG rx ip, ULONG rx port)
{
//Display received packet
PRINTF (" ==> Received Packet (%1d) \n", rx len);

//Echo message
status = dpm mng send to session(SESSION1, rx ip, rx port, (char *)rx buf,
rx len);
else
{
//Display sent packet
PRINTF (" <== Sent Packet (%1d) \n", rx len);
}

dpm mng job done(); //Done opertaion}

11.6.3 How It Works

The DA16200 TCP Client with KeepAlive in the DPM sample application is a simple echo message.
When the TCP server sends a message, then the DA16200 TCP client echoes that message to the
TCP server. A periodic TCP KeepAlive message is sent to the TCP server every 55 seconds.

DA16200 TCP Client TCP Server

1. TCP Connection

DPM Sleep & WAEUP  ----m--mmrrmom oo s e
2. Send Message

3. Echo Message

32 B 1= U S,

4. 55 sec

DPM Sleep oo

Figure 23: Workflow of TCP Client with KeepAlive in DPM

11.7 UDP Socket

This section describes how the UDP socket sample application is built and works. The UDP socket
sample application is an example of the simplest UDP echo application. UDP is one of the core
members of the Internet protocol suite. It uses a simple connectionless communication model with
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minimum protocol mechanisms. UDP provides checksums for data integrity and port numbers to
address different functions at the source and destination of the datagram. Since there is no
handshaking, it exposes the user program to all the instability of the underlying network; there is no
guarantee of delivery, order, or duplicate protection. The DA16200 SDK provides a IwIP's TCP
protocol. IwIP is an open-source TCP/IP stack designed for embedded system.

11.7.1 How to Run

1. Run a socket application on the peer computer (see Section 11.1.2) and open a UDP socket
with port number 10195 (default UDP test port).
In the e?studio, import a project for the UDP socket sample application.
~/SDK/apps/common/examples/Network/UDP_Socket/projects/dal16200
Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

To set the port number for the peer application (UDP Socket) of the UDP Socket Sample, edit
the source code:

~/SDK/apps/common/examples/Network/UDP_Socket/src/udp_socket_sample.c
#define UDP_SOCKET_SAMPLE_DEF_LOCAL_PORT UDP_CLI_TEST_PORT

After a connection is made to a Wi-Fi AP, the example connects to the peer application (UDP
Socket).

e wo N

11.7.2 How It Works

The DA16200 UDP socket sample application is a simple echo server. When a UDP peer sends a
message, then the DA16200 UDP socket sample application echoes that message to the UDP peer.

DA16200 UDP Socket UDP Socket

1. Send Message

A

2. Echo Message

A4

Figure 24: Workflow of UDP Socket

11.7.3 Sample Code

The DA16200 SDK provides the IwlP's UDP protocol. This sample application describes how the
UDP socket is created, deleted, and configured.

11.7.3.1 Initialization

A UDP port is a logical end point in the UDP protocol. There are 65,535 valid ports in the UDP
component of IwIP, ranging from 1 through OXFFFF. To send or receive UDP data, the application
should first create a UDP socket with function socket(), then bind the UDP socket to the desired port.
Next, the application may send and receive data on that socket. The details are as follows:

void udp socket sample run()

{

int sock;

struct sockaddr in local addr;
struct sockaddr in peer addr;
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memset (&local addr, 0x00, sizeof (local addr));
memset (§peer addr, 0x00, sizeof (peer addr));

sock = socket (AF INET, SOCK DGRAM, O0);
setsockopt (sock, SOL SOCKET, SO REUSEADDR, (const void *)&optval,sizeof (int));

local addr.sin family = AF INET;
local addr.sin addr.s addr = htonl (INADDR ANY);
local addr.sin port = htons (UDP_SOCKET SAMPLE PEER PORT);

ret = bind(sock, (struct sockaddr *)&local addr, sizeof (struct sockaddr in));

11.7.3.2 Data Transmission

To receive a UDP packet, function recvfrom() is called. The socket receive function delivers the
oldest packet on the socket's receive queue. To send UDP data, function sendto() is called. This
service puts a UDP header in the front part of the packet and sends the packet on the Internet with
the internal IP send routine.

void udp socket sample run()

{

while (1) {
memset (§peer addr, 0x00, sizeof (struct sockaddr in));
memset (data buffer, 0x00, sizeof (data buffer));

PRINTF ("< Read from peer: ");

ret = recvfrom(sock, data buffer, sizeof (data buffer), 0,
(struct sockaddr *)&peer addr, (socklen t *)&addr len);
if (ret > 0) {
len = ret;
PRINTF ("%d bytes read (%d.%d.%d.%d:%d) \r\n", len,

(ntohl (peer addr.sin addr.s addr) >> 24) & Oxff,
(ntohl (peer addr.sin addr.s addr) >> 16) & Oxff,
(ntohl (peer addr.sin addr.s addr) >> 8) & Oxff,
(ntohl (peer addr.sin addr.s addr) ) & Oxff,
( (

ntohs (peer addr.sin port)));

PRINTF ("> Write to peer: ");
ret = sendto(sock, data buffer, len, 0,

(struct sockaddr *)é&peer addr, addr len);
PRINTF ("%d bytes written (%d.%d.%d.%d:%d)\r\n", len,
( (peer addr.sin addr.s addr) >> 24) & Oxff,
(ntohl (peer addr.sin addr.s addr) >> 16) & Oxff,
(ntohl (peer addr.sin addr.s addr) >> 8) & Oxff,
( (peer addr.sin addr.s addr) ) & Oxff,
( (peer addr.sin port)));

11.8 UDP Server in DPM

This section describes how the UDP server in the DPM sample application is built and works. The
UDP server in the DPM sample application is an example of the simplest UDP echo application in
DPM mode. The DA16200 SDK can work in DPM mode. The DPM manager of the DA16200 SDK is
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helpful for the user to develop and manage a UDP server socket application in Non-DPM and DPM
modes.

11.8.1 How to Run

1. Run a socket application on the peer computer (see Section 11.1.2) and open a UDP socket
with port number 10194 (Default UDP test port).
In the e?studio, import a project for the UDP Server DPM sample application.
~/SDK/apps/common/examples/Network/UDP_Server_DPM/projects/dal16200
Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

To set the port number for the peer application (UDP Client) of the UDP Server DPM Sample,
edit the source code:

~/SDK/apps/common/examples/Network/UDP_Server DPM/src/udp_server_dpm_sample.c
#define UDP_SERVER_DPM_SAMPLE_DEF_SERVER_PORT UDP_SVR_TEST_PORT

After a connection is made to a Wi-Fi AP, the example connects to the peer application (UDP Client).

OB wo N

11.8.2 How It Works

The DA16200 UDP Server in the DPM sample application is a simple echo server. When the peer’s
UDP application sends a message, the DA16200 UDP server echoes that message to the peer.

DA16200 UDP Server UDP Client

DPM Sleep

1. Send Message

A

DPM Wakeup

2. Echo Message

Figure 25: Workflow of UDP Server in DPM

11.8.3 Sample Code

11.8.3.1 Registration

The UDP server in the DPM sample application works in DPM mode. The basic code is similar to the
UDP server sample application. The only differences are as below:

e Aninitial callback function is added, named udp_server_dpm_sample_wakeup_callback() in the
code. The callback function is called when the DPM state changes from sleep to wake-up

e Additional user configuration can be stored in RTM

In this sample, the peer's UDP socket port number will be stored.

void udp server dpm sample init user config(dpm user config t *user config)
{

const int session idx = 0;

//Set Boot init callback
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user config—->bootInitCallback = udp server dpm sample init callback;

//Set DPM wakkup init callback
user config->wakeupInitCallback = udp server dpm sample wakeup callback;

//Set Error callback
user config->errorCallback = udp server dpm sample error callback;

//Set session type (UDP Server)
user config->sessionConfig[session idx].sessionType = REG TYPE UDP SERVER;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
UDP_SERVER DPM SAMPLE DEF SERVER PORT;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
udp server dpm sample connect callback;

//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback =
udp server dpm sample recv callback;

//Set secure mode
user config->sessionConfig[session idx].supportSecure = pdFALSE;

//Set user configuration
user config->ptrDataFromRetentionMemory = (UCHAR *)&srv_info;

user config->sizeOfRetentionMemory = sizeof (udp server dpm sample svr info t);

return ;

11.8.3.2 Data Transmission

The callback function is called when a UDP packet is received from the peer's UDP socket
application. In this example, the received data is printed out and an echo message is sent to the
peer's UDP socket application.

void udp server dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,
ULONG rx ip, ULONG rx port)
{
//Display received packet
PRINTF (" =====> Received Packet (%1d) \n", rx len);

//Echo message
status = dpm mng send to session(SESSION1, rx ip, rx port,
(char *)rx buf, rx len);

if (status) {

PRINTF (RED COLOR " [%s] Fail send data(session%d,0x%x) \n" CLEAR COLOR,

_ func , SESSION1, status);

} else {

//Display sent packet

PRINTF (" <== Sent Packet (%1d) \n", rx len);
}

dpm mng job done(); //Done opertaion }

11.9 UDP Client in DPM

This section describes how the UDP client in the DPM sample application is built and works. The
UDP client in the DPM sample application is an example of the simplest UDP echo application in
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DPM mode. The DA16200 SDK can work in DPM mode. The user application requires an additional
operation to work in DPM mode. The DPM manager of the DA16200 SDK is helpful for the user to
develop and manage a UDP client socket application in both Non-DPM and DPM modes.

11.9.1 How to Run

1. Run a socket application on the peer computer (see Section 11.1.2) and open a UDP socket
with port number 10195 (Default UDP test port).
In the e?studio, import a project for the UDP Client DPM sample application.
~/SDK/apps/common/examples/Network/UDP_Client_ DPM/projects/dal16200
Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

To set the port number for the peer application (UDP Server) of the UDP Client DPM Sample,
edit the source code:

~/SDK/apps/common/examples/Network/ UDP_Client_ DPM/src/udp_client_dpm_sample.c
#define UDP_CLIENT_DPM_SAMPLE_DEF_SERVER_PORT UDP_CLI_TEST_PORT

O wo N

After a connection is made to a Wi-Fi AP, the example connects to the peer application (UDP
Server).

11.9.2 How It Works

The DA16200 UDP Client in the DPM sample application is a simple echo message. When a peer’s
UDP application sends a message, then the DA16200 UDP client echoes that message to the peer.

DA16200 UDP Client UDP Server

DPM Sleep

1. Send Message

A

DPM Wakeup

2. Echo Message

Figure 26: Workflow of UDP Client in DPM

11.9.3 Sample Code

11.93.1 Registration

The UDP client in the DPM sample application works in DPM mode. The basic code is similar to the
UDP client sample application. There are two differences from the UDP client sample application:

e An initial callback function is added, named udp_client_dpm_sample_wakeup_callback() in the
code. The function is called when the DPM state changes from sleep to wake-up

e Additional user configuration can be stored in RTM

In this example, the peer's UDP IP address and port number are stored.
void udp client dpm sample init user config(dpm user config t *user config)

{

const int session idx = 0;
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//Set Boot init callback
user config->bootInitCallback = udp client dpm sample init callback;

//Set DPM wakeup init callback
user config->wakeupInitCallback = udp client dpm sample wakeup callback;

//Set Error callback
user config->errorCallback = udp client dpm sample error callback;

//Set session type (UDP Client)
user config->sessionConfig[session idx].sessionType = REG TYPE UDP CLIENT;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
UDP_CLIENT DPM SAMPLE DEF CLIENT PORT;

//Set server IP address
memcpy (user config->sessionConfig[session idx].sessionServerIp,
srv_info.ip addr, strlen(srv_info.ip addr));

//Set server port
user config->sessionConfig[session idx].sessionServerPort = srv_info.port;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
udp client dpm sample connect callback;

//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback =
udp client dpm sample recv callback;

//Set user configuration
user config->ptrDataFromRetentionMemory = (UCHAR *)&srv_info;

user config->sizeOfRetentionMemory = sizeof (udp client dpm sample svr info t);

return ;

11.9.3.2 Data Transmission

The cal

Iback function is called when a UDP packet is received from the peer's UDP socket

application. In this example, the received data is printed out and an echo message is sent to the
peer's UDP socket application.

{

void udp client dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,

ULONG rx ip, ULONG rx port)

//Display received packet
PRINTF (" ==> Received Packet ($1d) \n", rx len);

status = dpm mng send to session(SESSION1, 0, 0, (char *)rx buf, rx len);
if (status) {
PRINTF (RED_COLOR " [%s] Fail send data(session%d, 0x%x) \n" CLEAR COLCR,
_ func , SESSION1, status);
} else {
//Display sent packet
PRINTF (" <== Sent Packet (%1d) \n", rx len);
}

dpm mng job done(); //Done opertaion
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12 Network Examples: Security

12.1 Peer Application

The examples in this section require a peer device (PC/Laptop) connected to the same AP running a
(D)TLS test application.

12.1.1 Peer Application Examples

There are many (D)TLS counter applications available. In this section, we use a self-implemented
(D)TLS counter application to demonstrate these sample applications. It is based on the
cryptography APIs of the Bouncy Castle (https://www.bouncycastle.org/java.html). These examples
were written and tested on Windows and might be different than the local environment. Use them as
reference for testing TLS/DTLS server or client.

12.1.1.1 TLS Server

The TLS server application is for the DA16200 TLS client sample application. It runs with a default
port number (10196) and waits for a TLS client to connect, as shown in Figure 27. One TLS client
connection is allowed, and no client certificate is required during the TLS handshake. If the TLS
session is established successfully, the TLS server application sends a message per five seconds
periodically.

Figure 27: Start TLS Server

12.1.1.2 TLS Client

The TLS client application is for the DA16200 TLS server sample application. It runs with default TLS
server information. The IP address is 192.168.0.2 and the port number is 10197. The TLS client tries
to connect to the DA16200 TLS server sample application as shown in Figure 28. If a TLS session is
established successfully, the TLS client application sends a message per 5 seconds periodically.

Usage: tls_client.exe [TLS server IP address] [Port number]

Figure 28: Start TLS Client
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If the TLS client application cannot find a DA16200 TLS server, an exception occurs with a timeout
message as shown in Figure 29.

Figure 29: TLS Client Timeout

12.1.1.3 DTLS Server

The DTLS server application is for the DA16200 DTLS client sample application. It runs with a default
port number (10199) and waits for the DTLS client to connect, as shown in Figure 30. A client
certificate is not required during the DTLS handshake. If a DTLS session is established successfully,
the DTLS server application sends a message per five seconds periodically.

Bind on udp/192. .8.11:18199

Figure 30: Start DTLS Server

12.1.1.4 DTLS Client

The Datagram Transport Layer Security (DTLS) client application is for the DA16200 DTLS server
sample application. It runs with default DTLS server information. The IP address is 192.168.0.2 and
the port number is 10199. The DTLS client tries to connect to the DA16200 DTLS server sample
application as shown in Figure 31. If a DTLS session is established successfully, the DTLS client
application sends a message per five seconds periodically.

Usage: dtls_client.exe [DTLS server IP address] [Port number]

Figure 31: Start DTLS Client

User Manual Revision 2.4 May 17, 2024

CFR0012 80 of 371 © 2024 Renesas Electronics



LENESAS

DA16200 DA16600 FreeRTOS SDK Programmer Guide

UM-WI-046

12.2 TLS Server

This section describes how the TLS server sample application is built and works. The TLS server
sample application is an example of the simplest TLS echo server application. Transport Layer
Security (TLS) is a cryptographic protocol designed to provide communication security over a
computer network. The DA16200 SDK provides an SSL library, called “mbedTLS”, on the secure
H/W engine to support the TLS protocol. “MbedTLS” is one of the popular SSL libraries. It is helpful
to easily develop a network application with a TLS protocol.

12.2.1 How to Run

In the e?studio, import a project for the TLS Server sample application.
~/SDK/apps/common/examples/Network/TLS_Server/projects/dal6200

Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

After a connection is made to an AP, the sample application creates a TLS server socket with
port number 10197 and waits for a client connection.

5. Run a TLS client application on the peer computer.

> wNo

12.2.2 How It Works

The DA16200 TLS Server sample is a simple echo server. When a TLS client sends a message, the
DA16200 TLS server echoes that message to the TLS client.

DA16200 TLS Server TLS Client

1. TLS Handshake

2. Send Message

3. Echo Message 4.5 sec

Figure 32: Workflow of TLS Server

12.2.3 Sample Code

The DA16200 SDK provides the “mbedTLS” library. This section describes how the TLS server is
implemented with an “mbedTLS” library and a socket library.

12.2.3.1 Initialization

The DA16200 secure H/W engine has to be initialized with dal16x_secure_module_init() before the
TLS context is initialized. To set up a TLS session, initialization functions are called as follows:

void tls_server sample (void *param)

{

//Init session
mbedtls net init(&listen ctx);
mbedtls net init (&client ctx);

//Init SSL context
mbedtls ssl init(&ssl ctx);
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//Init SSL config
mbedtls ssl config init (&ssl conf);

//Init CTR-DRBG context
mbedtls ctr drbg init (&ctr drbg);

//Init Entropy context
mbedtls entropy init (&entropy) ;

//Init Certificate context
mbedtls x509 crt init(&cert);

//Init Private key context
mbedtls pk init (&pkey);

//Init Private key context for ALT
mbedtls pk init (&pkey alt);

//Parse certificate
ret = mbedtls x509 crt parse(&cert, tls server sample cert,
tls server sample cert len);
//Parse private key
ret = mbedtls pk parse key(&pkey, tls server sample key,
tls server sample key len, NULL, 0);

snprintf (str port, sizeof (str port), "%d", TLS SERVER SAMPLE DEF PORT);
ret = mbedtls net bind(&listen ctx, NULL, str port, MBEDTLS NET PROTO TCP);

ret = mbedtls ctr drbg seed(&ctr drbg, mbedtls entropy func, &entropy,
(const unsigned char *)pers, strlen(pers));

//Set default configuration
ret = mbedtls ssl config defaults(&ssl conf, MBEDTLS SSL IS SERVER,
MBEDTLS_SSL_TRANS PORT_STREAM , MBEDTLS_SSL_PRESET_DEFAULT) ;

mbedtls ssl conf rng(&ssl conf, mbedtls ctr drbg random, &ctr drbg);

//Import certificate & private key
if (mbedtls pk get type (épkey) == MBEDTLS PK RSA) {
ret = mbedtls pk setup rsa alt (&pkey alt,
(void *)mbedtls pk rsa(pkey),
tls server sample rsa decrypt func,
tls server sample rsa sign func,
tls server sample rsa key len func);

ret = mbedtls ssl conf own cert (&ssl conf, &cert, é&pkey alt);

if (ret) {
PRINTF ("\r\n[%s] Failed to set certificate (0x%x)\r\n", func , -ret);
goto end of task;

}

} else {
ret = mbedtls ssl conf own cert (&ssl conf, &cert, é&pkey);
if (ret) {
PRINTF ("\r\n[%s] Failed to set certificate (0x%x)\r\n", func , -ret);

goto end of task;
}
}
//Don't care verificate of peer certificate
mbedtls ssl conf authmode (&ssl conf, MBEDTLS SSL VERIFY NONE) ;
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//Set up an SSL context for use.
ret = mbedtls ssl setup(&ssl ctx, &ssl conf);

reset:

mbedtls ssl set bio(&ssl ctx, &client ctx, mbedtls net send, mbedtls net recv,
NULL) ;

}

12.2.3.2 TLS Handshake

TLS is an encryption protocol designed to secure network communication. A TLS handshake is the
process of initiating a communication session that uses TLS encryption. To do a TLS handshake,
function mbedtls_ssl_handshake() is called. If an error occurred during the TLS handshake, the API
returns a specific error code. If a TLS session is established successfully, the API returns 0. The
details are as follows:

void tls_server sample (void *param)

{
reset:

while ((ret = mbedtls ssl handshake(&ssl ctx)) != 0) {
if ((ret != MBEDTLS ERR SSL WANT READ) && (ret !=
MBEDTLS ERR SSL WANT WRITE)) {

PRINTF ("\r\n[%s] Failed to do handshake (0x%x)\r\n",  func , -ret);
goto reset;

12.2.3.3 Data Transmission

Encryption scrambles data so that only authorized parties can understand the information. While a
TLS session is established, all application data must be encrypted to transfer application data.
“MbedTLS” provides specific APIs to help encrypt and decrypt data. To write application data,
function mbedtls_ssl_write() of the “mbedTLS” library is called. The details are as follows:

void tls_server sample (void *param)

{

reset:
do {
while ((ret = mbedtls ssl write(&ssl ctx, data buffer, len)) <= 0) {
switch (ret) {

case MBEDTLS ERR SSIL, WANT READ:

case MBEDTLS ERR SSIL, WANT WRITE:
PRINTF ("\r\nNeed more data - mbedtls ssl write(0x%x)\r\n", -ret);
continue;

case MBEDTLS ERR SSL PEER CLOSE NOTIFY:
PRINTF ("\r\nConnection was closed gracefully\r\n");
break;

case MBEDTLS ERR NET CONN RESET:
PRINTF ("\r\nConnection was reset by peer\r\n");
break;

default:
PRINTF ("Failed to write data (0x%x)\r\n", -ret):;
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break;

break;

To read application data, function mbedtls_ssl _read() of the “mbedTLS” library is called. In this
sample, this function is called in tls_server_sample(). The details are as follows:

void tls server sample (void *param)

{
reset:
do {
len = sizeof (data buffer) - 1;
memset (data buffer, 0x00, sizeof (data buffer));

PRINTF ("< Read from client: ");

ret = mbedtls ssl read(&ssl ctx, data buffer, len);
if (ret <= 0) {
switch (ret) {
case MBEDTLS ERR SSL WANT READ:
case MBEDTLS ERR SSL WANT WRITE:
PRINTF ("\r\nNeed more data - mbedtls ssl write (0x%x)\r\n", -ret);
continue;
case MBEDTLS ERR SSL PEER CLOSE NOTIFY:
PRINTF ("\r\nConnection was closed gracefully\r\n");
break;
case MBEDTLS ERR NET CONN RESET:
PRINTF ("\r\nConnection was reset by peer\r\n");

break;

default:
PRINTF ("\r\nFailed to read data (0x%x)\r\n", -ret);
break;

}
break;

}

len = ret;
PRINTF ("%d bytes read\r\n", len);

while ((ret = mbedtls ssl write(&ssl ctx, data buffer, len)) <= 0) {

}

12.3 TLS Server in DPM

This section describes how the TLS server in the DPM sample application is built and works. The
TLS server in the DPM sample application is an example of the simplest TLS echo server
application. TLS is a set of cryptographic protocols designed to provide secured communication over
a computer network. The DA16200 SDK can work in DPM mode. The user application requires an
additional operation to work in DPM mode. The DA16200 SDK provides a DPM manager for the user
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network application. The DPM manager supports users to develop and manage a TLS network
application in Non-DPM and DPM modes.

12.3.1 How to Run

1. Inthe e?studio, import a project for the TLS Server in the DPM sample application.
~/SDK/apps/common/examples/Network/TLS Server DPM/projects/dal6200

Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

After a connection is made to an AP, the example application creates a TLS server socket
with port number 10197 and waits for a client connection.

5. Run a TLS client application on the peer computer.

A wno

12.3.2 How It Works

The DA16200 TLS Server in the DPM sample is a simple echo server. When a TLS client sends a
message, then the DA16200 TLS server echoes that message to the TLS client. The DA16200 TLS
server takes time to wait to establish a TLS session.

DA16200 TLS Server TLS Client

1. TLS Handshake

DPM Sleep & WaKEUP  ----nmm e m s o e oo oo oo e oo

2. Send Message 4.5 sec

3. Echo Message

v

Figure 33: Workflow of TLS Server in DPM

12.3.3 Sample Code

12.3.3.1 Registration

The TLS server in the DPM sample application works in DPM mode. The basic code is similar to the
TLS server sample application. There are two differences with the TLS Server sample application:

e An initial callback function is added, named tls_server_dpm_sample_wakeup_callback() in the
code. The function is called when the DPM state changes from sleep to wake-up

e Additional user configuration can be stored in RTM

In this sample, the TLS server information is stored.

void tls server dpm sample init user config(dpm user config t *user config)

{

const int session idx = 0;

//Set Boot init callback
user config—>bootInitCallback = tls server dpm sample init callback;

//Set DPM wakkup init callback
user config->wakeupInitCallback = tls server dpm sample wakeup callback;

//Set Error callback
user config->errorCallback = tls server dpm sample error callback;

//Set session type (TCP Server)
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user config->sessionConfig[session idx].sessionType = REG TYPE TCP SERVER;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
TLS SERVER DPM SAMPLE DEF SERVER PORT;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
tls server dpm sample connect callback;

//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback =
tls server dpm sample recv callback;

//Set secure mode
user config->sessionConfig[session idx].supportSecure = pdIRUE;

//Set secure setup callback
user config->sessionConfig[session idx].sessionSetupSecureCallback =
tls server dpm sample secure callback;

//Set user configuration
user config->ptrDataFromRetentionMemory = (UCHAR *)é&srv_info;

user config->sizeOfRetentionMemory = sizeof (tls server dpm sample svr info t);

return ;

12.3.3.2 TLS Setup

To establish a TLS session, TLS should be set up. DA16200 includes the “mbedTLS” library to
provide the TLS protocol. Most APIs that are related to the TLS protocol are based on the
“mbedTLS” library. TLS is set up by sessionSetupSecureCallback function. The details are as
follows.

void tls_server dpm sample secure callback(void *config)

{
const char *pers = "tls server dpm sample";
SECURE_INFO T *secure config = (SECURE INFO T *)config;

ret = mbedtls ssl config defaults (secure config->ssl conf,
MBEDTLS SSL IS SERVER,
MBEDTLS SSI. TRANSPORT STREAM,
MBEDTLS SSL PRESET DEFAULT);

//import test certificate
ret = mbedtls x509 crt parse(secure config->cert crt,
tls server dpm sample cert,
tls server dpm sample cert len);

ret = mbedtls pk parse key(secure config->pkey ctx,
tls server dpm sample key,
tls server dpm sample key len,
NULL, 0);

if (mbedtls pk get type (secure config->pkey ctx) == MBEDTLS PK RSA) {
ret = mbedtls pk setup rsa alt(secure config->pkey alt ctx,

tls server dpm sample rsa decrypt func,
tls server dpm sample rsa sign func,
tls server dpm sample rsa key len func);

(void *)mbedtls pk rsa(*secure config->pkey ctx),
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ret = mbedtls ssl conf own cert (secure config->ssl conf,
secure config->cert crt,
secure config->pkey alt ctx);

} else {
ret = mbedtls ssl conf own cert (secure config->ssl conf,
secure_config->cert crt,
secure _config->pkey ctx);

}
ret = dpm mng setup rng(secure config->ssl conf);

//Don't care verification in this sample.
mbedtls ssl conf authmode (secure config->ssl conf, MBEDTLS SSL VERIFY NONE);

ret = mbedtls ssl setup(secure config->ssl ctx, secure config->ssl conf);
dpm mng job done(); //Done opertaion

return ;

12.3.3.3 Data Transmission

The callback function is called when a TLS packet is received from a TLS client. In this sample, the
received data is printed out and an echo message is sent to the TLS server. Data is encrypted and
decrypted in the callback function.

void tls_server dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,
ULONG rx ip, ULONG rx port)
{
//Display received packet
PRINTF (" =====> Received Packet (%1d) \n", rx len);

//Echo message
status = dpm mng send to session(SESSION1, rx ip, rx port, (char *)rx buf,
rx len);

if (status) {
PRINTF (RED COLOR " [%s] Fail send data(session%d,0x%x) \n" CLEAR COLOR,

_ func , SESSIONI1, status);

} else {
//Display sent packet
PRINTF (" <===== Sent Packet (%1d) \n", rx len);

}

dpm mng_ job done(); //Done opertaion

12.4 TLS Client

This section describes how the TLS client sample application is built and works. The TLS client
sample application is an example of the simplest TLS echo client application. TLS is cryptographic
protocols designed to provide secured communication over a computer network. The DA16200 SDK
provides a DPM manager for the user network application. The DA16200 SDK provides an SSL
library called “mbedTLS” on a secure H/W engine to support the TLS protocol. “MbedTLS” is one of
the popular SSL libraries and helps to easily develop a network application with a TLS protocol.
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12.4.1 How to Run

1. Run a TLS server application on the peer computer and open a TLS server socket with port
number 10196.
In the e2studio, import a project for the TLS Client sample application.
~/SDK/apps/common/examples/Network/TLS _Client/projects/dal6200
Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.
After a connection is made to an AP, the example application connects to the peer.

OB wo N

12.4.2 How It Works

The DA16200 TLS Client sample is a simple echo message. When the TLS server sends a
message, then the DA16200 TLS client echoes that message to the TLS server.

DA16200 TLS Client TLS Server

1. TLS Handshake

2. Send Message

3. Echo Message 4.5 sec

v

Figure 34: Workflow of TLS Client

12.4.3 Sample Code

DA16200 SDK provides the “mbedTLS” library. This section describes how the TLS client is
implemented with the “mbedTLS” library and socket library.

12.4.3.1 Registration

The DA16200 secure H/W engine has to be initialized with dal6x_secure_module_init() before the
TLS context is initialized. To set up a TLS session, initialization functions are called as follows:

void tls client sample(void *param)

{
//Init session
mbedtls net init (&server ctx);

//Init SSL context
mbedtls ssl init(&ssl ctx);

//Init SSL config
mbedtls ssl config init (&ssl conf);

//Init CTR-DRBG context
mbedtls ctr drbg init(&ctr drbg);

//Init Entropy context
mbedtls entropy init (&entropy);
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snprintf (str_port, sizeof (str port), "%d", TLS CLIENT SAMPLE DEF SERVER PORT);

ret = mbedtls net connect (&server ctx,
TLS CLIENT SAMPLE DEF SERVER IP ADDR, str port,

MBEDTLS NET PROTO TCP);

//Set default configuration

ret = mbedtls ssl config defaults(&ssl _conf,
MBEDTLS SSL IS CLIENT,
MBEDTLS SSL TRANSPORT STREAM,
MBEDTLS SSL PRESET DEFAULT) ;

ret = mbedtls ctr drbg seed(&ctr drbg, mbedtls entropy func, &entropy,
(const unsigned char *)pers, strlen(pers));

mbedtls ssl conf rng(&ssl conf, mbedtls ctr drbg random, &ctr drbg);

//Don't care verification in this sample.
mbedtls ssl conf authmode (&ssl conf, MBEDTLS SSL VERIFY NONE) ;

//Setup an SSL context for use.
ret = mbedtls ssl setup(&ssl ctx, &ssl conf);

mbedtls ssl set bio(&ssl ctx, &server ctx,
mbedtls net send, mbedtls net recv, NULL);

12.4.3.2 TLS Handshake

TLS is an encryption protocol designed to secure network communication. A TLS handshake is the
process that starts a communication session that uses TLS encryption. To do a TLS handshake,
function mbedtls_ssl_handshake() is called. If an error occurred during the TLS handshake, the API
returns a specific error code. If a TLS session is established successfully, the API returns 0. The
details are as follows:

void tls client sample (void *param)

{
reset:

while ((ret = mbedtls ssl handshake (&ssl ctx)) != 0) {
if (ret = MBEDTLS ERR NET CONN RESET) {
PRINTF ("\r\n[%s] Peer closed the connection (0x%x)\r\n", func , -ret);
goto end of task;
}

if ((ret != MBEDTLS ERR SSL WANT READ) &&
(ret != MBEDTLS ERR SSL WANT WRITE)) {
PRINTF ("\r\n[%s] Failed to do tls handshake (0x%x)\r\n", func , -ret);
goto end of task;

12.4.3.3 Data Transmission

Encryption scrambles data so that only authorized parties can understand the information. While a
TLS session is established, all data must be encrypted to transfer application data. “MbedTLS”
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provides specific APIs to help encrypt and decrypt data. To write application data, function
mbedtls_ssl_write() of the “mbedTLS” library is called. The details are as follows:

void tls client sample (void *param)

{
do {
while ((ret = mbedtls ssl write(&ssl ctx, data buffer, len)) <= 0) {
switch (ret) {

case MBEDTLS ERR SSL WANT READ:

case MBEDTLS FRR . SSL WANT WRITE:
PRINTF "\r\nNeed more data - mbedtls ssl write( x)\r\n", -ret);
continue;

case MBEDTLS FRR . SSL PEER ( CLOSE NOTIFY:
PRINTF("\r\nConnectlon was closed gracefully\r\n") ;
break;
case MBEDTLS ERR NET CONN RESET:
PRINTF ("\r\nConnection was reset by peer\r\n");
break;
default:
PRINTF ("\r\nFailed to write data (0x%x)\r\n", -ret);
break;
}
goto end of task;

To read application data, function mbedtls_ssl_read() of the “mbedTLS” library is called. In this
sample, this function is called in tls_client_sample(). The details are as follows:

void tls client sample (void *param)
{
do {
len = sizeof (data buffer) - 1;
memset (data buffer, 0x00, sizeof (data buffer));

PRINTF ("< Read from server: ");

//Read at most 'len' application data bytes.
ret = mbedtls ssl read(&ssl ctx, data buffer, len);
if (ret <= 0) {
switch (ret) {
case MBEDTLS ERR SSI, WANT READ:
case MBEDTLS ERR SSL. WANT WRITE:
PRINTF ("\r\nNeed more data - moedtls ssl read(0x%x)\r\n", -ret);
continue;
case MBEDTLS ERR SSL PEER CLOSE NOTIFY:
PRINTF ("\r\nConnection was closed gracefully\r\n");
goto end of task;
case MBEDTLS ERR NET CONN RESET:
PRINTF ("\r\nConnection was reset by peer\r\n");
goto end of task;

default:
PRINTF ("\r\nFailed to read data (0x%x)\r\n", -ret);
break;
}
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goto end of task;
}

len = ret;
PRINTF ("%d bytes read\r\n", len);

while ((ret = mbedtls ssl write(&ssl ctx, data buffer, len)) <= 0) {

}

12.5 TLS Client in DPM

This section describes how the TLS client in the DPM sample application is built and works. The TLS
client in the DPM sample application is an example of the simplest TLS echo client application in
DPM mode. TLS is a set of cryptographic protocols designed to provide secured communication over
a computer network. The DA16200 SDK can work in DPM mode. The user application requires an
additional operation to work in DPM mode. The DA16200 SDK provides a DPM manager for the user
network application. The DPM manager supports the user to develop and manage the TLS network
application in Non-DPM and DPM modes.

12.5.1 How to Run

1. Run a TLS server application on the peer computer and open a TLS server socket with port
number 10196.
In the e3studio, import a project for a TCP Client in the DPM sample application.
~/SDK/apps/common/examples/Network/TLS_Client_ DPM/projects/dal16200
Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

Set the TLS server IP address and the port number as created the socket on the peer
computer with the following console command and then reboot. These parameters can also
be defined in the source code.

[/DA16200] # nvram.setenv TLSC SERVER IP 192.168.0.11

[/DA16200] # nvram.setenv TLSC SERVER PORT 10196

[/DA16200] # reboot

e wo N

After connecting to the AP, the example application connects to the peer computer.

12.5.2 How It Works

The DA16200 TLS Client in the DPM sample is a simple echo message. When a TLS server sends a
message, then the DA16200 TLS client echoes that message to the TLS server.

DA16200 TLS Client TLS Server

1. TLS Handshake

DPM Sleep & WKW  ~---====m==mmm=m === s mm oo s oo e

2. Send Message

4.5 sec
3. Echo Message
Figure 35: Workflow of TLS Client in DPM
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12.5.3 Sample Code

12.5.3.1 Registration

The TLS client in the DPM sample application works in DPM mode. The basic code is similar to the
TLS client sample application. There are two differences with the TLS client sample application:

e Aninitial callback function is added, named tls_client_dpm_sample_wakeup_callback() in the
code. It will be called when the DPM state changes from sleep to wake-up

e Additional user configuration that can be stored in RTM

In this example, TLS server information is stored.

void tls _client dpm sample init user config(dpm user config t *user config)
{

const int session idx = 0;

//Set Boot init callback
user config->bootInitCallback = tls client dpm sample init callback;

//Set DPM wakeup init callback
user config->wakeupInitCallback = tls client dpm sample wakeup callback;

//Set External wakeup callback
user config->externWakeupCallback = tls client dpm sample external callback;

//Set Error callback
user config->errorCallback = tls client dpm sample error callback;

//Set session type (TLS Client)
user config->sessionConfig[session idx].sessionType = REG TYPE TCP CLIENT;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
TLS CLIENT DPM SAMPLE DEF CLIENT PORT;

//Set server IP address
memcpy (user config->sessionConfig[session idx].sessionServerIp,
srv_info.ip addr, strlen(srv_info.ip addr));

//Set server port
user config->sessionConfig[session idx].sessionServerPort = srv_info.port;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
tls client dpm sample connect callback;

//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback
tls client dpm sample recv callback;

//Set connection retry count
user config->sessionConfig[session idx].sessionConnRetryCnt
TLS CLIENT DPM SAMPLE DEF MAX CONNECTION RETRY;

//Set connection timeout
user config->sessionConfig[session idx].sessionConnWaitTime
TLS_CLIENT DPM SAMPLE DEF MAX CONNECTION TIMEOUT;

//Set auto reconnection flag
user config->sessionConfig[session idx].sessionAutoReconn = pdTRUE;

User Manual Revision 2.4 May 17, 2024

CFR0012 92 of 371 © 2024 Renesas Electronics



LENESAS

DA16200 DA16600 FreeRTOS SDK Programmer Guide

UM-WI-046

//Set secure mode
user config->sessionConfig[session idx].supportSecure = pdIRUE;

//Set secure setup callback
user config->sessionConfig[session idx].sessionSetupSecureCallback =
tls client dpm sample secure callback;

//Set user configuration
user config->ptrDataFromRetentionMemory = (UCHAR *)&srv_info;

user config->sizeOfRetentionMemory = sizeof (tls client dpm sample svr info t);

return ;

12.5.3.2 TLS Setup

To establish a TLS session, TLS should be set up. DA16200 includes the “mbedTLS” library to
provide the TLS protocol. Most APIs that are related to the TLS protocol are based on an “mbedTLS”
library. TLS is set up by sessionSetupSecureCallback function. The details are as shown below. Note
that this sample application does not include certificates.

void tls _client dpm sample secure callback(void *config)
{
const char *pers = "tls client sample";
SECURE _INFO T *secure config = (SECURE INFO T *)config;

ret mbedtls ssl config defaults (secure config->ssl conf,

MBEDTLS SSL_IS CLIENT,
MBEDTLS_SSL_TRANSPORT STREAM,
MBEDTLS SSL_PRESET DEFAULT) ;

ret = dpm mng setup rng(secure config->ssl conf);

//Don't care verification in this sample.
mbedtls ssl conf authmode (secure config->ssl conf, MBEDTLS SSL VERIFY NONE);

ret = mbedtls ssl setup(secure config->ssl ctx, secure config->ssl conf);

dpm mng job done(); //Done opertaion
return ;

12.5.3.3 Data Transmission

The callback function is called when the TLS packet is received from the TLS server. In this sample,
the received data is printed out and an echo message is sent to the TLS server. Data is encrypted
and decrypted in the callback function.

void tls client dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,
ULONG rx ip, ULONG rx port)
{
//Display received packet
PRINTF (" =====> Received Packet (%1d) \n", rx len);

status = dpm mng send to session(SESSION1, rx ip, rx port, (char *)rx buf,
rx_len);
if (status)
{
PRINTF (RED COLOR " [%s] Fail send data(session%d,0x%x) \n" CLEAR COLOR,
__func , SESSIONI1, status);
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else

//Display sent packet
PRINTF (" <===== Sent Packet (%1d) \n", rx len);

}

dpm mng job done(); //Done opertaion}

12.6 DTLS Server

This section describes how the Datagram Transport Layer Security (DTLS) server sample application
is built and works. The DTLS server sample application is an example of the simplest DTLS echo
server application. DTLS is a cryptographic protocol that provides security for datagram-based
applications by allowing them to communicate in a way that is designed to prevent eavesdropping,
tampering, or message forgery. The DA16200 SDK provides an SSL library called “mbedTLS” on a
secure H/W engine to support the DTLS protocol. “mbedTLS” is one of the popular SSL libraries.
“‘mbedTLS” is helpful to develop a network application with a DTLS protocol.

12.6.1 How to Run

In the e2studio, import a project for the DTLS Server sample application.
~/SDK/apps/common/examples/Network/DTLS_Server/projects/dal6200

Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

After a connection is made to an AP, the example application creates a DTLS server socket
with port number 10199 and waits for a client connection.

5. Run a DTLS client application on the peer computer.

A wpo

12.6.2 How It Works

The DA16200 DTLS Server sample is a simple echo server. When the DTLS client sends a
message, then the DA16200 DTLS server echoes that message to the DTLS client.

DA16200 DTLS Server DTLS Client

1. DTLS Handshake

2. Send Message

3. Echo Message 4.5 sec

Figure 36: Workflow of DTLS Server

12.6.3 Sample Code

The DA16200 SDK provides the “mbedTLS” library. This sample application describes how the
“mbedTLS” library is called and applied for the socket library.

12.6.3.1 Initialization

The DA16200 secure H/W engine has to be initialized with dal16x_secure_module_init() before the
TLS context is initialized. To set up a DTLS session, initialization functions are called as shown in the
example code below. The DTLS session is established over a UDP protocol. In case a packet is lost,
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retransmission is required. So, the timer is registered to retransmit packet by function
mbedtls_ssl_set timer_cb().

void dtls server sample(void *param)

{

//Init session
mbedtls net init(&listen ctx);
mbedtls net init (&client ctx);

//Init SSL context
mbedtls ssl init(&ssl ctx);

//Init SSL config
mbedtls ssl config init (&ssl conf);

//Init CTR-DRBG context
mbedtls ctr drbg init (&ctr drbg);

//Init Entropy context
mbedtls entropy init (&entropy);

//Init Certificate context
mbedtls x509 crt init(&cert);

//Init Private key context
mbedtls pk init (&pkey);

//Init Private key context for ALT
mbedtls pk init (&pkey alt);

//Init Cookies
mbedtls ssl cookie init (&cookies);
memset (&timer, 0x00, sizeof (dtls server sample timer t));

//Parse certificate
ret = mbedtls x509 crt parse(&cert, dtls server sample cert,
dtls server sample cert len);
//Parse private key
ret = mbedtls pk parse key(&pkey, dtls server sample key,
dtls server sample key len, NULL, 0);

snprintf (str port, sizeof (str port), "%d", DTLS SERVER SAMPLE DEF PORT);
ret = mbedtls net bind(&listen ctx, NULL, str port, MBEDTLS NET PROTO UDP);

ret mbedtlsgctridrbggseed(&cEridrbg, mbedtls entropy func, &entropy,
(const unsigned char *)pers, strlen(pers));

//Set default configuration

ret = mbedtls ssl config defaults(&ssl conf,
MBEDTLS SSL_IS SERVER,
MBEDTLS SSL. TRANSPORT DATAGRAM,
MBEDTLS SSL PRESET DEFAULT) ;

mbedtls ssl conf rng(&ssl conf, mbedtls ctr drbg random, &ctr drbg);

//Import certificate & private key
if (mbedtls pk get type (&pkey) == MBEDTLS PK RSA) {
ret = mbedtls pk setup rsa alt (&pkey alt,
(void *)mbedtls pk rsa(pkey),
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dtls server sample rsa decrypt func,
dtls server sample rsa sign func,
dtls server sample rsa key len func);

ret = mbedtls ssl conf own cert(&ssl conf, &cert, &pkey alt);
} else {
ret = mbedtls ssl conf own cert(&ssl conf, &cert, é&pkey);

}

//Setup cookies
ret = mbedtls ssl cookie setup (&cookies, mbedtls ctr drbg random, &ctr drbg);

//Register callbacks for DTLS cookies.

mbedtls ssl conf dtls cookies (&ssl conf,
mbedtls ssl cookie write,
mbedtls ssl cookie check,
&cookies) ;

//Don't care verificate of peer certificate
mbedtls ssl conf authmode (&ssl conf, MBEDTLS SSL VERIFY NONE) ;

//Enable or disable anti-replay protection for DTLS.
mbedtls ssl conf dtls anti replay(&ssl conf, MBEDTLS SSL ANTI REPLAY ENABLED) ;
mbedtls ssl conf read timeout (&ssl conf, DILS SERVER SAMPLE DEF TIMEOUT) ;

//Set retransmit timeout values for the DTLS handshake.

mbedtls ssl conf handshake timeout (&ssl conf,
DTLS_SERVER SAMPLE DEF HANDSHAKE MIN TIMEOUT,

DTLS SERVER SAMPLE DEF HANDSHAKE MAX TIMEOUT);

//Set up an SSL context for use.

ret = mbedtls ssl setup(&ssl ctx, &ssl conf);

mbedtls ssl set timer cb(&ssl ctx, &timer, dtls server sample timer start,
dtls server sample timer get state);

reset:

ret = mbedtls ssl set client transport id(&ssl ctx, client ip, client ip len);
mbedtls ssl set bio(&ssl ctx, &client ctx, mbedtls net send, NULL,
mbedtls net recv timeout);

12.6.3.2 DTLS Handshake

DTLS is an encryption protocol designed to secure network communication. A DTLS handshake is
the process that starts a communication session with DTLS encryption. To do a DTLS handshake,
the application calls function mbedtls_ssl_handshake(). The DTLS server must verify cookies for the
DTLS client. The DTLS client's transport-level identification information must be set up (generally an
IP Address). After a ClientHello message is received, the DTLS server must set up its IP address.
Then, a DTLS handshake should be retried as follows:

void dtls server sample (void *param)
{
reset:
while ((ret = mbedtls ssl handshake (&ssl ctx)) != 0) {
if ((ret = MBEDTLS ERR SSL WANT READ) ||
(ret == MBEDTLS ERR SSL WANT WRITE)) f{
continue;
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}
if (ret == MBEDTLS ERR SSL HELLO VERIFY REQUIRED) {
PRINTF ("hello verification requested\r\n");

ret = 0;
goto reset;
} else {

PRINTF ("\r\n[%s] Failed to do handshake (0x%x)\r\n", func , -ret);
goto reset;

12.6.3.3 Data Transmission

Encryption scrambles data so that only authorized parties can understand the information. While a
DTLS session is established, all data must be encrypted for transfer. “mbedTLS” provides specific
APIs to help encrypt and decrypt data. To write application data, function mbedtls_ssl_write() of the
“mbedTLS” library is called. The details are as follows:

void dtls server sample (void *param) {
do {
while ((ret = mbedtls ssl write(&ssl ctx, data buffer, len)) <= 0) {
switch (ret) {
case MBEDTLS ERR SSL WANT READ:
case MBEDTLS ERR SSL WANT WRITE:
PRINTF ("\r\nNeed more data - mbedtls ssl write(0x%x)\r\n", -ret);
continue;
}
PRINTF ("\r\n[%s] Failed to write data(0x%x)\r\n",  func , -ret);
goto end of task;

}
PRINTF ("%d bytes written\r\n", len);

}

To read application data, function mbedtls_ssl_read() of the “mbedTLS” library is called. In this
sample, this function is called in dtls_server_sample(). The details are as follows:

void dtls server sample (void *param) {
do {
len = sizeof (data buffer) - 1;
memset (data buffer, 0x00, sizeof (data buffer));

PRINTF ("< Read from server: ");

//Read at most 'len' application data bytes.
ret = mbedtls ssl read(&ssl ctx, data buffer, len);
if (ret <= 0) {
switch (ret) {
case MBEDTLS ERR SSL WANT READ:
case MBEDTLS ERR SSL WANT WRITE:
PRINTF ("\r\nNeed more data - mbedtls ssl write (0x%x)\r\n", -ret);
continue;
case MBEDTLS ERR SSL PEER CLOSE NOTIFY:
PRINTF ("\r\nConnection was closed gracefully\r\n");
ret = 0;
goto close notify;
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case MBEDTLS ERR SSI. TIMEOUT:
PRINTF ("\r\nTimeout\r\n") ;
goto reset;

default:
PRINTF ("\r\nFailed to read data (0x%x)\r\n", -ret);

break;

}

goto reset;

}

len = ret;
PRINTF ("%d bytes read\r\n", len);

PRINTE ("> Write to client: ");
while ((ret = mbedtls ssl write(&ssl ctx, data buffer, len)) <= 0) {

}

12.7 DTLS Server in DPM

This section describes how the DTLS server in the DPM sample application is built and works. The
DTLS server in the DPM sample application is an example of the simplest DTLS echo server
application. DTLS is a cryptographic protocol that provides security for datagram-based applications
by allowing them to communicate in a way that is designed to prevent eavesdropping, tampering, or
message forgery. The DA16200 SDK can work in DPM mode. The user application requires an
additional operation to work in DPM mode. The DA16200 SDK provides a DPM manager for the user
network application. The DPM manager supports the user to develop and manage a DTLS network
application in Non-DPM and DPM modes.

12.7.1 How to Run

In the e2studio, import a project for the DTLS Server in the DPM sample application.
~/SDK/apps/common/examples/Network/DTLS_Server DPM/projects/dal6200

Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.

Use the console command to set up the Wi-Fi station interface.

After a connection is made to an AP, the example application creates a DTLS server socket
with port number 10199 and waits for a client connection.

5. Run a DTLS client application on the peer computer.

> wpo

12.7.2 How It Works

The DA16200 DTLS Server in the DPM sample is a simple echo server. When a DTLS client sends a
message, then the DA16200 DTLS server echoes that message to the DTLS client.
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Figure 37: Workflow of DTLS Server in DPM

12.7.3 Sample Code

12.7.3.1 Registration

The DTLS server in the DPM sample application works in DPM mode. The basic code is similar to
the DTLS server sample application. There are two differences with the DTLS server sample
application:

e Aninitial callback function is added, named dtls_server_dpm_sample_wakeup_callback() in the
code. It is called when the DPM state changes from sleep to wake-up

e Additional user configuration can be stored in RTM

In this sample, DTLS server information is stored.

void dtls server dpm sample init user config(dpm user config t *user config)

{

const int session idx = 0;

//Set Boot init callback
user config—>bootInitCallback = dtls server dpm sample init callback;

//Set DPM wakkup init callback
user config—>wakeupInitCallback = dtls server dpm sample wakeup callback;

//Set Error callback
user config->errorCallback = dtls server dpm sample error callback;

//Set session type (UDP Server)
user config->sessionConfig[session idx].sessionType = REG TYPE UDP SERVER;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
DTLS SERVER DPM SAMPLE DEF SERVER PORT;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
dtls server dpm sample connect callback;

//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback =
dtls server dpm sample recv callback;

//Set secure mode
user config->sessionConfig[session idx].supportSecure = pdTRUE;

//Set secure setup callback
user config->sessionConfig[session idx].sessionSetupSecureCallback =
dtls server dpm sample secure callback;
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//Set user configuration
user config->ptrDataFromRetentionMemory = (UCHAR *)&srv_info;
user config->sizeOfRetentionMemory =

sizeof (dtls server dpm sample svr info t);

return ; }

12.7.3.2 DTLS Setup

To establish a DTLS session, DTLS should be set up. The DA16200 includes an “mbedTLS” library
to provide the DTLS protocol. Most APIs that are related to the DTLS protocol are based on an
“mbedTLS” library. DTLS is set up by sessionSetupSecureCallback function. The details are as

follows.
void dtls server dpm sample secure callback(void *config)
{
const char *pers = "dtls server dpm sample";
SECURE _INFO T *secure config = (SECURE INFO T *)config;
ret = mbedtls ssl config defaults (secure config->ssl conf,
MBEDTLS SSL IS SERVER,
MBEDTLS SSIL, TRANSPORT DATAGRAM,
MBEDTLS SSL PRESET DEFAULT) ;
//import test certificate
ret = mbedtls x509 crt parse(secure config->cert crt,
dtls server dpm sample cert,
dtls server dpm sample cert len);
ret = mbedtls pk parse key(secure config->pkey ctx,
dtls server dpm sample key,
dtls server dpm sample key len,
NULL, O);
if (mbedtls pk get type (secure config->pkey ctx) == MBEDTLS PK RSA) {
ret = mbedtls pk setup rsa alt(secure config->pkey alt ctx,
(void *)mbedtls pk rsa(*secure config->pkey ctx),
dtls server dpm sample rsa decrypt func,
dtls server dpm sample rsa sign func,
dtls server dpm sample rsa key len func);
ret = mbedtls ssl conf own cert(secure config->ssl conf,
secure config->cert crt,
secure config->pkey alt ctx);
} else {
ret = mbedtls ssl conf own cert(secure config->ssl conf,
secure config->cert crt,
secure config->pkey ctx);
}
ret = dpm mng setup rng(secure config->ssl conf);
ret = dpm mng cookie setup rng(secure config->cookie ctx);
mbedtls ssl conf dtls cookies (secure config->ssl conf,
mbedtls ssl cookie write,
mbedtls ssl cookie check,
secure config->cookie ctx);
//Don't care verification in this sample.
mbedtls ssl conf authmode (secure config->ssl conf, MBEDTLS SSL VERIFY NONE);
User Manual Revision 2.4 May 17, 2024
CFRO0012 100 of 371 © 2024 Renesas Electronics




UM-WI-046 RE NESAS

DA16200 DA16600 FreeRTOS SDK Programmer Guide

//use default value
mbedtls ssl conf max frag len(secure config->ssl conf, 0);
mbedtls ssl conf dtls anti replay(secure config->ssl conf,
MBEDTLS SSL ANTI REPLAY ENABLED);

mbedtls ssl conf read timeout (secure config->ssl conf,
DTLS SERVER DPM SAMPLE RECEIVE TIMEOUT * 10);

mbedtls ssl conf handshake timeout (secure config->ssl conf,
DTLS SERVER DPM SAMPLE HANDSAHKE MIN TIMEOUT * 10,
DTLS SERVER DPM SAMPLE HANDSAHKE MAX TIMEOUT * 10);

ret = mbedtls ssl setup(secure config->ssl ctx, secure config->ssl conf);

dpm mng job done(); //Done opertaion
return ;

12.7.3.3 Data Transmission

The callback function is called when a DTLS packet is received from the DTLS client. In this
example, the received data is printed out and an echo message is sent to the DTLS server. Data is
encrypted and decrypted in the callback function.

void dtls server dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,
ULONG rx ip, ULONG rx port)
{
//Display received packet
PRINTF (" ==> Received Packet (%1d) \n", rx len);

//Echo message

status = dpm mng send to session (SESSIONI,
rx_ip,
rx port,
(char *)rx buf,
rx len);

if (status) {
PRINTF (RED COLOR " [%s] Fail send data(session%d, 0x%x) \n" CLEAR COLOR,
__func , SESSIONI, status);
} else {
//Display sent packet
PRINTF (" <== Sent Packet (%1d) \n", rx len);
}

dpm mng job done(); //Done opertaion}

12.8 DTLS Client

This section describes how the DTLS client sample application is built and works. The DTLS client
sample application is an example of the simplest DTLS echo client application. DTLS is a
cryptographic protocol that provides security for datagram-based applications by allowing them to
communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery.
The DA16200 SDK provides an SSL library called “mbedTLS” on a secure H/W engine to support the
DTLS protocol. “mbedTLS” is one of the popular SSL libraries. “mbedTLS” is helpful to easily develop
a network application with the DTLS protocol.
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12.8.1 How to Run

1. Run a DTLS server application on the peer computer and open a DTLS server socket with
port number 10199.
In the e2studio, import a project for the DTLS Client sample application.
~/SDK/apps/common/examples/Network/DTLS_Client/projects/dal6200
Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
4. Use the console command to set up the Wi-Fi station interface.

w o N

After a connection is made to an AP, the sample application connects to the peer computer.

12.8.2 How It Works

The DA16200 DTLS Client sample is a simple echo message. When the DTLS server sends a
message, then the DA16200 DTLS client echoes that message to the DTLS server.

DA16200 DTLS Client DTLS Server

1. DTLS Handshake

2. Send Message

3. Echo Message 4.5 sec

Figure 38: Workflow of DTLS Client

12.8.3 Sample Code

The DA16200 SDK provides an “mbedTLS” library. This sample application describes how an
“mbedTLS” library is called and applied for the socket library.

12.8.3.1 Initialization

The DA16200 secure H/W engine has to be initialized with dal6x_secure_module_init() before the
DTLS context is initialized. To set up a DTLS session, initialization functions are called as shown in
the example code below. A DTLS session is established over the UDP protocol. If a packet is lost,
then retransmission is required. So, the timer is registered to retransmit the packet by function
mbedtls_ssl_set_timer_cb().

void dtls client sample (void *param)
{

//Init session
mbedtls net init (&server ctx);

//Init SSL context
mbedtls ssl init(&ssl ctx);

//Init SSL config
mbedtls ssl config init (&ssl _conf);

//Init CTR-DRBG context
mbedtls ctr drbg init (&ctr drbg);
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//Init Entropy context
mbedtls entropy init (&entropy);

memset (&timer, 0x00, sizeof (dtls client sample timer t));

PRINTF ("\r\nConnecting to udp/%s:%d...",
DTLS CLIENT SAMPLE DEF SERVER IP ADDR,
DTLS CLIENT SAMPLE DEF SERVER PORT) ;

snprintf (str_port, sizeof (str port),"$d", DTLS CLIENT SAMPLE DEF SERVER PORT);

ret = mbedtls net connect (&server ctx,
DTLS CLIENT SAMPLE DEF SERVER IP ADDR, str port,
MBEDTLS NET PROTO UDP) ;

ret = mbedtls ssl config defaults(&ssl _conf,
MBEDTLS SSL IS CLIENT,
MBEDTLS SSL TRANSPORT DATAGRAM,
MBEDTLS SSL PRESET DEFAULT) ;

ret = mbedtls ctr drbg seed(&ctr drbg, mbedtls entropy func, &entropy,

(const unsigned char *)pers, strlen(pers));

mbedtls ssl conf rng(&ssl conf, mbedtls ctr drbg random, &ctr drbg);
mbedtls ssl conf authmode (&ssl conf, MBEDTLS SSL VERIFY NONE) ;
mbedtls ssl conf dtls anti replay(&ssl conf, MBEDTLS SSL ANTI REPLAY ENABLED);
mbedtls ssl conf read timeout (&ssl conf, DILS CLIENT SAMPLE DEF TIMEOUT) ;
mbedtls ssl conf handshake timeout (&ssl conf,

DTLS CLIENT SAMPLE DEF HANDSHAKE MIN TIMECUT,

DTLS_CLIENT SAMPLE DEF HANDSHAKE MAX TIMEOUT) ;
ret = mbedtls ssl setup(&ssl ctx, &ssl conf);

mbedtls ssl set bio(&ssl ctx, &server ctx,
mbedtls net send, NULL, mbedtls net recv timeout);

mbedtls ssl set timer cb(&ssl ctx, &timer,
dtls client sample timer start,
dtls client sample timer get state);

12.8.3.2 DTLS Handshake

DTLS is an encryption protocol designed to secure network communication. A DTLS handshake is
the process of initiating a communication session that uses DTLS encryption. To do a DTLS

handsh
handsh

ake, function mbedtls_ssl_handshake() is called. If an error occurs during a DTLS
ake, the API returns the specific error code. If a DTLS session is established successfully, the

API returns 0. The details are as follows:

void dtls client sample (void *param)

{

while ((ret = mbedtls ssl handshake(&ssl ctx)) != 0) {

if (ret == MBEDTLS ERR NET CONN RESET) {
PRINTF ("\r\n[%s] Peer closed the connection (0x%x)\r\n",  func , -ret);
goto end of task;

}

if ((ret != MBEDTLS ERR SSL WANT READ) && (ret != MBEDTLS ERR SSL WANT WRITE))
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PRINTF ("\r\n[%s] Failed to do dtls handshake (0x%x)\r\n", func , -ret);
goto end of task;

12.8.3.3 Data Transmission

Encryption scrambles data so that only authorized parties can understand the information. While a
DTLS session is established, all data must be encrypted to transfer application data. “mbedTLS”
provides specific APIs to help encrypt and decrypt data. To write application data, call function
mbedtls_ssl_write() of the “mbedTLS” library. The details are as follows:

void dtls client sample(void *param)
{
do {
while ((ret = mbedtls ssl write(&ssl ctx, data buffer, len)) <= 0) {
switch (ret) {
case MBEDTLS ERR SSL WANT READ:
case MBEDTLS ERR SSL WANT WRITE:
PRINTF ("\r\nNeed more data - mbedtls ssl write (0x%x)\r\n", -
ret);
continue;
case MBEDTLS ERR SSL PEER CLOSE NOTIFY:
PRINTF ("\r\nConnection was closed gracefully\r\n");
goto end of task;
case MBEDTLS ERR NET CONN RESET:
PRINTF ("\r\nConnection was reset by peer\r\n");
goto end of task;
default:
PRINTF ("\r\nFailed to write data (0x%x)\r\n", -ret);
break;
}
goto end of task;

}
PRINTF ("%d bytes written\r\n", len);

}

To read application data, function mbedtls_ssl_read() of the “mbedTLS” library is called. In this
sample, this function is called in dtls_client_sample(). The details are as follows:

void dtls server sample (void *param)
{
do {
len = sizeof (data buffer) - 1;
memset (data buffer, 0x00, sizeof (data buffer));

PRINTF ("< Read from server: ");

ret = mbedtls ssl read(&ssl ctx, data buffer, len);
if (ret <= 0) {
switch (ret) {
case MBEDTLS ERR SSL WANT READ:
case MBEDTLS ERR SSL WANT WRITE:
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PRINTF ("\r\nNeed more data - mbedtls ssl read(0x%x)\r\n", -
ret);
continue;
case MBEDTLS ERR SSL PEER CLOSE NOTIFY:
PRINTF ("\r\nConnection was closed gracefully\r\n");
goto end of task;
case MBEDTLS ERR NET CONN RESET:
PRINTF ("\r\nConnection was reset by peer\r\n");
goto end of task;
default:
PRINTF ("\r\nFailed to read data (0x%x)\r\n", -ret);
break;
}
goto end of task;
}

len = ret;
PRINTF ("%d bytes read\r\n", len);

PRINTF ("> Write to server: ");
while ((ret = mbedtls ssl write(&ssl ctx, data buffer, len)) <= 0) {

}

12.9 DTLS Client in DPM

This section describes how the DTLS client in the DPM sample application is built and works. The
DTLS client in the DPM sample application is an example of the simplest DTLS echo client
application in DPM mode. DTLS is a cryptographic protocol that provides security for datagram-
based applications by allowing them to communicate in a way that is designed to prevent
eavesdropping, tampering, or message forgery. The DA16200 SDK can work in DPM mode. The
user application requires an additional operation to work in DPM mode. The DA16200 SDK provides
the DPM manager for the user network application. The DPM manager supports the user to develop
and manage a DTLS network application in Non-DPM and DPM modes.

12.9.1 How to Run

1. Run a DTLS server application on the peer computer and open a DTLS server socket with
port number 10199.

In the e?studio, import a project for the DTLS Client in the DPM sample application.
~/SDK/apps/common/examples/Network/DTLS_Client_ DPM/projects/dal16200

Build the DA16200 SDK, download the RTOS image to the DA16200 EVB, and reboot.
Use the console command to set up the Wi-Fi station interface.

Set the DTLS server IP address and the port number as created the socket on the peer
computer with the following console command and then reboot. These parameters can also
be defined in the source code.

[/DA16200] # nvram.setenv DILSC SERVER IP 192.168.0.11

[/DA16200] # nvram.setenv DILSC SERVER PORT 10199

[/DA16200] # reboot

R wo N

After a connection is made to an AP, the sample application connects to the peer computer.

12.9.2 How It Works

The DA16200 DTLS Client in the DPM sample is a simple echo message. When the DTLS server
sends a message, then the DA16200 DTLS client echoes that message to the DTLS server.
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Figure 39: Workflow of DTLS Client in DPM

12.9.3 Sample Code

12.9.3.1 Registration

The DTLS client in the DPM sample application works in DPM mode. The basic code is similar to the
DTLS client sample application. There are two differences with the DTLS client sample application:

e Aninitial callback function is added, named dtls_client_dpm_sample_wakeup_callback() in the
code. It is called when the DPM state changes from sleep to wake-up

e Additional user configuration can be stored in RTM

In this sample, DTLS server information is stored.

void dtls client dpm sample init user config(dpm user config t *user config)
{

const int session idx = 0;

//Set Boot init callback
user config->bootInitCallback = dtls client dpm sample init callback;

//Set DPM wakeup init callback
user config—>wakeupInitCallback = dtls client dpm sample wakeup callback;

//Set Error callback
user config->errorCallback = dtls client dpm sample error callback;

//Set session type (UDP Client)
user config->sessionConfig[session idx].sessionType = REG TYPE UDP CLIENT;

//Set local port
user config->sessionConfig[session idx].sessionMyPort =
DTLS CLIENT DPM SAMPLE DEF CLIENT PORT;

//Set server IP address
memcpy (user config->sessionConfig[session idx].sessionServerlIp,
srv_info.ip addr, strlen(srv_info.ip addr));

//Set server port
user config->sessionConfig[session idx].sessionServerPort = srv_info.port;

//Set Connection callback
user config->sessionConfig[session idx].sessionConnectCallback =
dtls client dpm sample connect callback;

//Set Recv callback
user config->sessionConfig[session idx].sessionRecvCallback =
dtls client dpm sample recv callback;

User Manual Revision 2.4 May 17, 2024

CFR0012 106 of 371 © 2024 Renesas Electronics



UM-WI-046 RE NESAS

DA16200 DA16600 FreeRTOS SDK Programmer Guide

//Set secure mode
user config->sessionConfig[session idx].supportSecure = pdIRUE;

//Set secure setup callback
user config->sessionConfig[session idx].sessionSetupSecureCallback =
dtls client dpm sample secure callback;

//Set user configuration
user config->ptrDataFromRetentionMemory = (UCHAR *)&srv_info;
user config->sizeOfRetentionMemory =

sizeof (dtls client dpm sample svr info t);

return ;

12.9.3.2 DTLS Setup

To establish a DTLS session, DTLS should be set up. The DA16200 includes an “mbedTLS” library

to provide the DTLS protocol. Most APIs that are related to the DTLS protocol are based on an

“‘mbedTLS” library. DTLS is set up by function session_setupSecureCallback(). The details are as

shown below. Note that this sample application does not include certificates.

void dtls client dpm sample secure callback(void *config)
{
const char *pers = "dtls client dpm sample";
SECURE _INFO T *secure config = (SECURE INFO T *)config;

ret mbedtls ssl config defaults (secure config->ssl conf,

MBEDILS SSL IS CLIENT,
MBEDTLS SSI,. TRANSPORT DATAGRAM,
MBEDTLS SSL PRESET DEFAULT);
ret = dpm mng setup rng(secure config->ssl conf);
//don't care verification in this sample.
//use default value
mbedtls ssl conf max frag len(secure config->ssl conf, 0);
mbedtls ssl conf dtls anti replay(secure config->ssl conf,

MBEDTLS SSL ANTI REPLAY ENABLED);
mbedtls ssl conf read timeout (secure config->ssl conf,

mbedtls ssl conf handshake timeout (secure config->ssl conf,
ret = mbedtls ssl setup(secure config->ssl ctx, secure config->ssl conf);

dpm mng job done(); //Done opertaion

return ;

mbedtls ssl conf authmode (secure config->ssl conf, MBEDTLS SSL VERIFY NONE);

DTLS CLIENT DPM SAMPLE RECEIVE TIMEOUT * 10);

DTLS_CLIENT DPM SAMPLE HANDSAHKE MIN TIMEOUT * 10,
DTLS_CLIENT DPM SAMPLE HANDSAHKE MAX TIMEOUT * 10);

12.9.3.3 Data Transmission

The callback function is called when a DTLS packet is received from the DTLS server. In this sample,
the received data is printed out and an echo message is sent to the DTLS server. Data is encrypted

and decrypted in the callback function.

| void dtls client dpm sample recv callback(void *sock, UCHAR *rx buf, UINT rx len,
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ULONG rx ip, ULONG rx port)

//Display received packet
PRINTF (" ==> Received Packet ($1d) \n", rx len);

status = dpm mng send to session (SESSIONI,
rx_ip,
rx _port,
(char *)rx buf,
rx len);
if (status) {
PRINTF (RED COLOR " [%s] Fail send data(session%d,0x%x) \n" CLEAR COLOR,
__func , SESSIONI, status);
} else {
//Display sent packet
PRINTF (" <== Sent Packet (%1d) \n", rx len);
}

dpm mng job done(); //Done opertaion
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13 Network Examples: MQTT

13.1 Overview

MQTT (Message Queue Telemetry Transport) is an ISO standard (ISO/IEC PRF 20922) publish-
subscribe based messaging protocol. It works on top of the TCP/IP protocol. The publisher sends
(PUBLISH) messages to the subscriber through the broker. The subscriber needs to keep the
connection with the broker by TCP session while the publisher can disconnect the session with the
broker after sending a message.

As shown in Figure 40, once the broker receives a message with a specific topic the message is sent
to subscribers that already registered with the topic. A subscriber can register with more than one
topic. There can be many or no subscribers which registered with a specific topic.

@ P
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- | | -
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™~ ,/
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T //
Hello!
Bye.

Topic: B / . Topic: A, C
P Broker Hi. P
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Y

Bye, .~
S
Topic: C Topic: B
Publisher Subscriber

Figure 40: MQTT Messaging Concept
The exchange of MQTT messages supports QoS (Quality of Service). QoS has three levels (0, 1,
and 2) and the process of each QoS level is as below.

The DA16200/DA16600 supports both publisher and subscriber functions and allows simultaneous
use. The subscriber function supports DPM mode. TLS is available for message encryption.

13.1.1 SDK Build

Source files should be modified in the DA16200/DA16600 SDK to use the MQTT function. To enable
the MQTT, modify it as shown below.

config generic sdk.h

#define _ SUPPORT MQTT // Support MQTT
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13.2 API

13.2.1 APIs for Operating MQTT

The APIs listed in Table 14 are used to create or terminate the MQTT thread, to check the status,
and to publish a message. The configuration to execute MQTT protocols is explained in the next
section.

Table 14: APIs for Operating MQTT

Item Description

int mqtt_client_start(void)

Return If succeeded, returns 0. If failed, returns an error code.

Description Create the MQTT client thread.

int mqtt_client_stop(void)

Return If succeeded, returns 0. If there is no thread to terminate, returns -1.

Description Terminate the MQTT client thread.

int mqtt_client_check_conn(void)

Return 1 (true): Connected to a broker.
0 (false): Not connected.

Description Check whether the MQTT session is connected.

int mqtt_client_send_message(char *top, char *publish)

Return 0: Succeeded to publish.

-1: Failed because MQTT is not connected.

-2: Failed because the previous message send is in progress.
-3: Failed because MQTT topic is missing.

Other: Failed due to other cause. See enum “mqtt_client_error_code” to
identify the cause.

Parameter top Topic (if NULL, the MQTT publisher sends a PUBLISH message with the
topic stored in NVRAM.)

publish | Message to be published.

Description Publisher sends an MQTT message (PUBLISH).

int mqtt_client_send_message_with_gos(char *top, char *publish, timeout)

Return 0: Succeeded to publish.
-1: Failed to publish because Publisher is not ready to send.
-2: Failed to publish because the timeout expired.

Parameter top Topic (if NULL, the MQTT module sends a PUBLISH message with the
topic stored in NVRAM.)

publish | Message to be published.

timeout | Timeout to wait for a previous QoS=1/2 Message to process completely

(unit: 10 ms).
Description Publisher sends an MQTT message (PUBLISH) with a timeout check.
int mqtt_client_unsub_topic(char *topic)
Parameter | topic Topic to unsubscribe
Return 0: Succeeded to unsubscribe.

4: Failed because MQTT is not connected.
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Item

Description

3: Failed because the topic is NULL
1: Failed because of memory alloc failure

Other: Failed due to other cause. See enum “mqtt_client_error_code” to
identify the cause.

Description

Unsubscribe from the topic specified.

Invoke this function only when MQTT client is in a connected state with
Broker.

13.2.2 APIs for Con

figure MQTT Messaging

With NVRAM items, the user can configure MQTT messaging. This allows configuring the publisher

and the subscriber.

Table 15: APIs for Confi

gure MQTT Message

Item

Description

int mqtt_client_config_in

itialize(void)

Return

If succeeded, returns 0 (MOSQ_ERR_SUCCESS). If failed, returns an error code

Description

Reset all MQTT Configurations

void mqtt_sub_callback

set(void (*fuser_cb)(void))

Parameter | user_cb User callback function to set
Return None
Description Register a callback function that is invoked when a MQTT Subscriber is

connected with a Broker

void mqtt_pub_callback

_set(void (*user_cb)(void))

Parameter | user_cb User callback function to set
Return None
Description Register a callback function that is invoked when publishing a message is done

void mqtt_msg_callback_set(void (*user_cb)(const char *buf, int len, const char *topic))

Parameter | user_cb User callback function to set.
buf: PUBLISH message received
len: PUBLISH message length
topic: the topic of the PUBLISH message received
Return None
Description Register a callback function that is invoked when a PUBLISH message arrives

void mqtt_sub_disconn_cb_set(void (*user_chb)(void));

Parameter | user_cb User callback function to set
Return None
Description Register a callback function that is invoked when the MQTT client is

disconnected

void mqtt_sub_disconn2_

ch_set(void (*user_cb)(void));

Parameter | user_cb

User callback function to set

Return

None
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Item

Description

Description

e Register callback function called when MQTT Subscriber is disconnected by
receiving a message with invalid unsupported length if the connection is
clean_session=0 and gos > 0.

e On receipt of this callback, application needs to clear the message in Broker
by connecting with clean_sesion=1.

e To use this API, _ MQTT_CLEAN_SESSION_MODE_SUPPORT___ should
be enabled

void mqtt_subscribe_callback_set(void (*user_cb)(void));

topic is finished

Parameter | user_cb User callback function to set
Return None
Description Register a callback function that is invoked when a SUBSCRIBE request to a

void mqtt_unsubscribe_callback_set(void (*user_cb)(void));

finished

Parameter | user_cb User callback function to set
Return None
Description Register a callback function that is invoked when an UNSUBSCRIBE request is

Table 16: MQTT Messaging Configuration (String Type)

Name

Description

Example

DA16X_CONF_STR_MQTT_BROKER
1P

Broker IP address (or
URI)

dal6x_set_config_str(DA16X_CONF_ST
R_MQTT_BROKER_IP, “192.168.0.1");

DA16X_CONF_STR_MQTT_SUB_TO
PIC

Subscriber topic
(previous topics will
be removed) (Note 1)

dal6x_set_config_str(DA16X_CONF_ST
R_MQTT_SUB_TOPIC, topic);

DA16X_CONF_STR_MQTT_SUB_TO
PIC_ADD

Subscriber topic to
add (up to four) (Note

1)

dal6x_set_config_str(DA16X_CONF_ST
R_MQTT_SUB_TOPIC_ADD, topic);

DA16X_CONF_STR_MQTT_SUB_TO
PIC_DEL

Subscriber topic to
remove (Note 1)

dal6x_set_config_str(DA16X_CONF_ST
R_MQTT_SUB_TOPIC_DEL, topic);

DA16X_CONF_STR_MQTT_PUB_TO
PIC

Topic to publish

dal6x_set_config_str(DA16X_CONF_ST
R_MQTT_PUB_PUB_TOPIC,
“pub_topic”);

DA16X_CONF_STR_MQTT_USERNA
ME

Username to log in to
a broker

dal6x_set_config_str(DA16X_CONF_ST
R_MQTT_USERNAME, “mqtt_id");

DA16X_CONF_STR_MQTT_PASSWO
RD

Password to login to a
broker

dal6x_set_config_str(DA16X_CONF_ST
R_MQTT_PASSWORD,
“mqtt_password”);

DA16X_CONF_STR_MQTT_WILL_TO | Will Topic dal6x_set_config_str(DA16X_CONF_ST
PIC R_MQTT_WILL_TOPIC, “will_topic”);
DA16X_CONF_STR_MQTT_WILL_MS | Will Message dal6x_set_config_str(DA16X_CONF_ST
G R_MQTT_WILL_MSG, “will_msg”);
DA16X_CONF_STR_MQTT_SUB_CLI | MQTT client ID dal6x_set_config_str(DA16X_CONF_ST
ENT_ID R_MQTT_SUB_CLIENT_ID, “sub_id");
DA16X_CONF_STR_MQTT_TLS_SNI MQTT TLS SNI dal6x_set_config_str(DA16X_CONF_ST
(Server Name R_MQTT_TLS_SNI, “sni_str")
Indication)
Note 1  Up to four subscriber topics can be registered, and only one publisher topic can be registered.
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Table 17: MQTT Messaging Configuration (Integer Type)

Name Description Example
DA16X_CONF_INT_MQTT_SUB MQTT operation dal6x_set_config_int(DA16X_CONF_IN
(0: stop, 1: start) T_MQTT_SUB, 1);
DA16X_CONF_INT_MQTT_AUTO MQTT Auto-start at dal6x_set _config_int(DA16X_CONF_IN
booting system T_MQTT_AUTO, 1);
(O: disable, 1: enable)
DA16X_CONF_INT_MQTT_PORT Broker port number dal6x_set_config_int(DA16X_CONF_IN
T_MQTT_PORT, 8883);
DA16X_CONF_INT_MQTT_QOS QoS level (0~2) dal6x_set_config_int(DA16X_CONF_IN
T_MQTT_QOS, 2);
DA16X_CONF_INT_MQTT_TLS TLS (O: disable, 1: dal6x_set _config_int(DA16X_CONF_IN
enable) T_MQTT_TLS, 1);
DA16X_CONF_INT_MQTT_WILL_QO | QoS level of will dal6x_set_config_int(DA16X_CONF_IN
S messages (0~2) T_MQTT_WILL_QOQS, 1);
DA16X_CONF_INT_MQTT_PING_PE MQTT ping period dal6x_set config_int(DA16X_CONF_IN
RIOD (secs) T_MQTT_PING_PERIOD, 86400);
DA16X_CONF_INT_MQTT_VER311 MQTT protocol : dal6x_set_config_int(DA16X_CONF_IN
1(v3.1.1)/0 (v3.1) T_MQTT_VER311, 1)
DA16X_CONF_INT_MQTT_TLS_INCO | TLS incoming buffer dal6x_set_config_int(DA16X_CONF_IN
MING size: default (1024*4), | T_MQTT_TLS_INCOMING, 1024*4)
min (1024*2), max
(1024*8)
DA16X_CONF_INT_MQTT_TLS_OUT | TLS outgoing buffer dal6x_set_config_int(DA16X_CONF_IN
GOING size: default (1024*4), | T_MQTT_TLS_OUTGOING, 1024*4)
min (1024*2), max
(1024*8)
DA16X_CONF_INT_MQTT_TLS AUT TLS peer certificate dal6x_set_config_int(DA16X_CONF_IN
HMODE verification mode: 0 T_MQTT_TLS_AUTHMODE, 1)
(not verify), 1
(optional), 2 (required),
default is 1
DA16X_CONF_INT_MQTT_CLEAN_S | MQTT Clean Session dal6x_set_config_int(DA16X_CONF_IN
ESSION mode (1: clean the T_MQTT_CLEAN_SESSION, 1);
previous session, 0: do
not clean the previous
session)

13.3 Test

This section explains how to test the MQTT function on the DA1620/DA16600 debug console
window.

13.3.1 Test Environment

For this test the Mosquitto MQTT broker is used, which can be downloaded from the following URL:
https://mosquitto.org/download/. If the broker cannot be installed, use the one provided by Renesas
Electronics. Extract and run it on local Windows computer.

13.3.2 Setup
Open a command window and go to the Mosquitto folder.

1. Run a broker.
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| mosquitto -v -p <Port Number> |

2. Open a new command window and run a subscriber.
| mosquitto sub -h <Broker IP> -p <Port Number> -t <Topic>

3) starting

R-ENG-LT {1, k

3. Open a new command window and publish a message.
| mosquitto pub -h <Broker IP> —p <Port Number> -t <Topic> -m "<Message>" |

sauitto_pub -h 172.16.30.163 &

13.3.3 Certificate

DA16200/DA16600 provides methods to store certificates in the serial flash with the use of console
commands.

13.3.3.1 Certificate Commands

1. Store a CA certificate.

[/DA16200/NET]# net
[/DA16200/NET]4# cert 0 // for SDK v3.2.3.0 or higher, use “cert write cal”

Typing data: (certificate value)
Cancel - CTRL4D, End of Input - CTRL+C or CTRL+Z
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// Copy & paste certificate data in the terminal window and press “CTRI+C” or “CTRL+Z”
(see Section 13.3.3.2)

2. Store a client certificate.

[/DA16200/NET]# cert 1 // for SDK v3.2.3.0 or higher, use “cert write certl”
Typing data: (certificate value)
Cancel - CTRL4D, End of Input - CTRL+C or CTRL+Z

// Copy & paste certificate data in the terminal window and press “CTRLAC” or “CTRL+Z”
(see Section 13.3.3.2)

3. Store a client key.

[/DA16200/NET]# cert 2 // for SDK v3.2.3.0 or higher, use “cert write keyl”
Typing data: (certificate value)
Cancel - CTRL4D, End of Input - CTRL+C or CTRL+Z

// Copy & paste certificate data in the terminal window and press “CTRL+AC” or “CTRL+Z”
(see Section 13.3.3.2)

4. After adding cert/keys, check if they are successfully stored.

[/DA16200/NET]# cert // for SDK v3.2.3.0 or higher, use “cert status”
#1 (MQTT, Enterprise)
Root CA: O

Certificate: O

Private Key: O

DH Parameter: X

#2 (HTTPs, CoAPs Client)
Root CA: X

Certificate: X

Private Key: X

DH Parameter: X

// in SDK 3.x, cert status is shown as below
[/DA16200/NET] # cert status

#1:
For MQTT, CoAPs Client
- Root CA : Found
- Certificate : Found
- Private Key : Found
— DH Parameter: Empty

#2:
For HTTPs, OTA
- Root CA : Empty
- Certificate : Empty
- Private Key : Empty
— DH Parameter: Empty

In case remove all the credentials stored:

| [/DA16200/NET]# cert 3 // in SDK v3.x, use “cert del all”

13.3.3.2 CA, Client Cert, and Client Key
e Cert0: CA

MI ID+TCCAUGgAWIBAGIJANGgHCa zDkkOMAOGCSAGS Ib3DQERCWUAMIGSMOSWCQYD
VOOGEWJVUZzETMBEGALUECAWKQ2FsaWZvemSpY TEUMBIGA1 UEBWwLU2FudGEgQ2xh
crExFzAVBgNVBAOMD]1 dpLUZpIEFsbGlhbmN1MROwGWYDVQQDDBRXRKEGUMOvACBD
ZXJ0aWZpY2F0ZTEgMB4GCSaGSIb3DOEJARYRc3VwcGIydEB3aS1maS5vemewHheN
MIMwMZERMTkwM] T 2WhcNM- MwMzASMT kv T2Wj CBk§ ELMAKGAL UEBhMCVVMKEZAR
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BgNVBAgGMCKkNhbG1mb3JuaWExXEFDASBgNVBACMC1NhbnRhTENSYXJhMRCWEQYDVQQK
DA5XaS1GaSBBRbGxpYWS ) ZTEAMBSGAL UEAWWUV0 ZBI FJvb30g02VydGlmaWNhdGUx
IDAeBgkghkiGOwOBCQEWEXN1cHBvCNRAJ2kt Zmkub3JnMI IBI jANBgkghkiGOw0OB
AQEFAAOCAQ8AMI IBCgKCAQEAGTOCUZ 0m+9zLZITYAhGMtxwyJQ/1xytXSQIYXELN
YUS/N3HG2QAQ4GKDh7DPDI13zhdc0yOUE1CIOXalETKbHIU9XABrL7KEX2HCQ1INC
PgRPiW9/wgQch8Aw7g/0rXmgl zewPJ36zKng5/501uyd8Y faxBzhxml IYIWTKMLC
ixDFcAeVgHb74mAcdel 11xdagHval56fpUExm7GyMGXYd+Q2vYa/ ol UwCMGEMO] 6
FLHWKpy 62KCoK3016H1WU1bpg8YGpLDt 2BBALzxmPfyH2x+X 75mAc1 10xx 7GKOr
cGPpINRsrdvgoltmdBhleIW57h+gXoFfHCILMG66uhU/ 20T DAQABO] AWTJAdBGNV
HQ4EFgQUCWPCP1SiKLO+Sd5y8V+0Oqw6XZ4 IwHwYDVROJBBgWEFOAUCWPCP1SiKLO+
Sd5y8V+0qw6XZ4 TwDAYDVROTBAUWAWEB,/ ZANBgkah kiGOw0BAQS FAROCAQEASNKO
z9DXb7TKNFKtPOY /717194 Ztdu6Lgf 6GEUOVIGH/BwlWx 1 PMjpPk90I+JIAR8ZZ4B
9QhE+LZhg6SJbjK+VIqUcTvnXidg0e8CgeUw718GNZ1ithIE1WYK3Kh1cSo3sJt0P
z9C1JfjwtBDwsdAqC9zVItgp09QkEkav84X20VxalTa3H1QuK/ILWSn/ORrzcX0T1
10YoF6HZ3ZWa65mUoMzd8DYtCyGtchbYrSt+NMCgRB186PDONSXBCytgF8VuiCyyk
Z04hgHLzAFc21P9yvhwKGi 3BHD/ Sep8 fvr 9y4VpMIGHOM2§ aFPxY 1VxhPSV+UHOEL
fCPitIJTp/iX17uXTQ==

MITEBTCCAUu2gAwWIBAgICEEYWDQYJKOZ IThvcNAQELBQAWGZ IXCzAJBgNVBAYTAIVT
MRMWEQYDVQQIDAPDYWxpZmOybml hMROWEGYDVQOHDALTYWS0YSBDbGEYYTEXMBUG
A1UECgwOV2ktRmkgQWxsaWFuY 2UxHTALBgNVBAMMEFAGQSBSb2 90IENL cnRpZml
YXRIMSAWHGY JKoZ ThveNAQKBFhEzdXBwb 3J0QHAPLIWZpLm9y ZzAe FwOxMzAIMTIAY
MzQONTFaFw0yMzA1MDgyMzQONTFaMH4xCzAJBgNVBAYTA1 VIMRMWEQYDVQQTIDAPD
YWxpZm9ybmlhMRcwEQYDVOOKDASXaS1GaSBBbGxpYWS ) ZTEfMBOGALUEAWWWQ2 Xp
ZWS0IENlcnRpZml JYXR1IE1ETDEGQMBAGCSQGSIb3DOEJARYRC3VweGIydEB3aS1lm
aS5vemewggEiMAOGCSAGS T 3DQEBAQUAAAL TBDWAWGGEKAC IBAQDCO7kQ4W2b / £Bw
27ZgSAXVIWBCMIW0yax8K682kR1H1B1aJd5Im8rTEktZ1PDOVhoO3Ur+I5 9Y8ukD3Hg
CMa95T1a3Ly91hDIME/VRGRgZRGa/FC/JkiK9u9SgIXPZadkls/JVGT7a7deC8BVK
1gIFhXoH10N4AnJIxwVA8kag4 8dXorTxrOH26C9qwlU851S/clozHIMng052WPSQZ T T
Sa8+Vmx1CbbXxQ7kU20ZkxDaW3hMI30PS80s8g4tMzuitvzFOOJVAHgh4TFyE7yg
nIE7+1MIf3EwzECWINEBAL7AvENnYLh]1 TEI8S8wZTUpnd8XA50s 7Qad4rILNugI273Z
IWJLh9v/AgMBAAG)eDB2MASGA1UJEWER/WQFMAMCAQAWCWY DVROPBAQDAGXgMBYG
A1UdJIQEB/wOMMAOGCC SGAQUFBWMCMBOGA1UdDgQWBBQt C2mx8POhZRfB+s7 4wX17Z
0zdrCzAfBgNVHSMEGDAWGBOLASI+VKIovT5J3nLxX46rDpdngjANBgkghkiGOw0OB
AQSFAAOCAQEASVHI+JI2YTCSEA69v] SmsGoJ2iEXDuHI+577I0+8gRVK/mlisleiU
AefEXDExxKTEPPtourlYO8A41i70ep9T43Be8nwVZdmxzful4cdLKQrE+viCuHQTC
BLS0AV6/SZa3MeIRkkDSPtCPTJ/ Pp+VYPK8gP1c9pwEs /KLgFxK/Sq6RDN] TPs6J
MChxi 11 SAUES8mz 3JDhQ2ROWVUibPorhgVaNTyXBj FUbYxTV13hBCtK/Bd4IyFTX
L1 90XXHseNbj2sHu3PFBU7PG5mhKOQMUOYqvQzEDIXT6SDA+Prepgrwxn/BL861K6
GV4ALcfKBgOHHAWI9gJIBYyZCNO21igETw5 6Kzg==

13.3.4 Publisher

13.34.1 Qo0S=0 Message

This section gives an example of publishing a QoS=0 message.
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Publisher (DA16K) Broker Subscriber

PUBLISH (Hello!)

Topic: da16k ‘

Figure 41: Publish QoS=0 Message

5. After the DA16200/DA16600 EVB is connected to an AP, configure the parameters, and
publish a message.

[/DA16200]# net

[/DA16200/NET]# mgtt config broker <Broker IP>
[/DA16200/NET]# mgtt config port <Port Number>
[/DA16200/NET]# mgtt config pub topic <Topic>
[/DA16200/NET]# mgtt client start

>>> MOTT Client connection OK (dal6x FFFE)

[/DA16200/NET] # mgtt client -m <Message>

[/DA16200/NET]# mgtt client stop

Optionally, “client_id” can also be set with the following command:
[/DA16200/NETI]# mqtt_config client_id <client_id_string>
For example, mqtt_config client_id abcd1111

client_id should be unique per each device. By default, client_id is generated internally as
“dal6x_<the last 2 bytes of mac address>". For example, dal6x_FCFA.

6. When message transmission -m “Hello!” is successful, the following messages will be
displayed:
Hello! (Send, Len: 6, Topic: dalék, Message ID: 1) The following syntax allows to send
a message with a new topic:

| [/DA16200/NET] mgtt client -m <Message> <NewTopic> |

If the previous parameters for broker, port, and topics are not changed, then no action is required

to set the parameters for the publication of every message.
* The max length of the console command is 158. To send a longer PUBLISH, write the following

command:

[/DA16200/NET] mgtt client -1
Typing data: (MQTT Publisher message)

Cancel - CTRL+4D, End of Input - CTRL+C or CTRL+Z
1234567890123456789012345678901234567890123456789012345678901234567890123456789012
3456789012345678901234567890123456789012345678901234567890123456789012345678901234
5678901234567890123456789012345678901234567890123456789012345678901234567890123456

7890 ...

Use the keyboard combinations Ctrl+C or Ctrl+Z to send the message.

13.3.4.2 Qo0S=1/2 Message

This section gives an example of publishing a QoS=1/2 Message.
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Publisher (DA16K) Broker Subscriber

PUBLISH (Hello!)

Topic: da16k

PUBACK

Figure 42: Publish QoS 1 Message

Publisher (DA16K) Broker Subscriber

PUBLISH (Hello!)

Topic: dal6k

PUBREC

PUBREL

PUBCOMP

Figure 43: Publish QoS 2 Message

e Configure the parameters and publish a message.

[/DA16200/NET]# mgtt config broker <Broker IP>
[/DA16200/NET]# mgtt config port <Port Number>
[/DA16200/NET]# mgtt config pub topic <Topic>
[
[

/DA16200/NET]# mgtt config gos <QoS Level>
/DA16200/NET]# mgtt client start
>>> MOTIT Client connection OK (dal6x FFFE)

[/DA16200/NET]# mgtt client -m <Message>
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ed Pl
a Ffl |_ 1|

Figure 44: Configure Parameters and Publish Message

13.3.4.3 MQTT over TLS
The DA16200/DA16600 SDK provides a TLS encrypted session for secure MQTT messages.

Publisher (DA16K) Broker Subscriber

PUBLISH (Hello!)

‘ Topic: da16k / TLS encrypted ‘ ‘

Figure 45: Publish Secure Message

NOTE

It is required to store certificates in the DA1620/DA16600 EVK to use TLS encryption. This procedure is
explained in Section 13.3.3.

1. Run a broker with a secure port.
| mosquitto —c mosquitto.conf —-p <Port Number> -v |

2. Run a subscriber.
mosquitto sub -h <Broker IP> -p <Port> --cafile <CA Certificate> --cert <Client
Certificate> --key <Client Private Key> --tls-version <TLS Protocol Version> --—
insecure -t <Topic>

pem ——cert wifiuser.pem —key wifiuser

3. Set the current time in the DA16200/DA16600 EVB to check if the certificate is valid.
(If SNTP for time sync is needed, input the command “net.sntp enable” to get the current time.)

| [/DA162001# time set <yyyy-mm-dd> <hh:mm:ss> |

4. Store three Certificates (see Section 13.3.3.1) in the DUT, and then follow the steps below.

[/DA16200/NET]# mgtt config broker <Broker IP>
[/DA16200/NET]# mgtt config port <Port Number>
[/DA16200/NET]# mgtt config pub topic <Topic>
[/DA16200/NET]# mgtt config tls 1
[/DA16200/NET]# mgtt client start
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>>> MOTT Client connection OK (daléx FFFE)

[/DA16200/NET]# mgtt client -m <Message>

13.3.4.4 Username and Password

1. Set up a username and password to authenticate users.

| Login ::>> ||||||||

Publisher (DA16K) Broker Subscriber

PUBLISH (Hello!)

‘ Topic: dalék ‘ ‘

Figure 46: User Login

2. Run a broker with a secure port. It needs to prepare the configuration file.
| mosquitto -c <Config File> -p <Port> -v |

1,530 starting

In the Mosquitto package provided by Renesas Electronics, file mosq_idpw.conf is used for the
<Config File> parameter, and user accounts are registered in file p1.txt.

3. Add a new account in this file with the following command:
| mosquitto passwd.exe -b pl.txt <username> <password> |

4. At the Mosquitto command prompt, run the mosquito_sub command to log in successfully to
the broker.

|mosquitto_sub -h <broker ip> -p <port> -t <topic> -u <id> -P <pass> |

5. On mgqtt_client (DUT), set the username and password, and start mqtt_client.

[/DA16200/NET]# mgtt config broker <Broker IP>
[/DA16200/NET]# mgtt config port <Port Number>
[/DA16200/NET]# mgtt config pub topic <Topic>
[/DA16200/NET]# mgtt config tls O
[ 1#
[ 1#
[

/DA16200/NET]# mgtt config username <Username>
/DA16200/NET]# mgtt config password <Password>
/DA16200/NET]# mgtt client start

>>> MOTIT Client connection OK (dal6x FFFE)

[/DA16200/NET] # mgtt client -m <Message>

NOTE

o The max length of the console command is 158 so to type in a password exceeding the limit of the
console, use the command “mqtt_config long_password”

e The max length of the buffer is currently 160 for a password, 64 for a username. If it needs to change max
length, modify MQTT_USERNAME_MAX_LEN or MQTT_PASSWORD_MAX_LEN
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13.3.5 Subscriber

13.3.5.1 Setup

1. Configure the parameters and start the subscriber.

[/DA16200/NET]# mgtt config broker <Broker IP>
[/DA16200/NET]# mgtt config port <Port Number>
[
[

/DA16200/NET]# mgtt config sub topic 1 <Topic>
/DA16200/NET] # mgtt client start
>>> MOTT Client connection OK (dal6x FFFE)

[/DA16200/NET]# mgtt client stop

2. Multiple topics can be registered. Add the parameter for the number of topics in the command
(up to four).
[/DA16200/NET]# mgtt client stop
[/DA16200/NET]# mgtt config sub topic <Topic count> <Topic#l> <Topic#2> ..
[/DA16200/NET]# mgtt client start
>

>> MQTT Client connection OK (dal6x FFFE)
[/DA16200/NET]# mgtt config sub topic add <New topic>
[/DA16200/NET]# mgtt config sub topic del <Topic to remove>

13.3.5.2 MQTT over TLS

Set the current time in the DA16200/DA16600 EVB to check if the certificate is valid. (If SNTP is auto
started during boot, skip this step.)

| [/DA16200]1# time set <yyyy-mm-dd> <hh:mm:ss> |

1. Run the broker as below.
|mosquitto —c mosquitto.conf -p <Port Number> -v |
2. Add three Certificates (see Section 13.3.3.1) for the DUT, and then do the steps below.

[/DA16200/NET]# mgtt config broker <Broker IP>
[/DA16200/NET]# mgtt config port <Port Number>
[/DA16200/NET]# mgtt config sub topic 1 <Topic>
[

[

/DA16200/NET]# mgtt config tls 1
/DA16200/NET]# mgtt client start
>>> MOTT Client connection OK (dal6x FFFE)

3. Run a publisher on the local PC.

mosquitto pub -h <Broker IP> -p <Port> —-cafile <CA Certificate> --cert <Client
Certificate> --key <Client Private Key> --tls-version <TLS Protocol Version> -t
<Topic> --insecure -m <message>

Example: mosquitto pub -h 192.168.0.101 -p 1884 --cafile cas.pem --cert
wifiuser.pem —-key wifiuser.key —--tls-version tlsvl -t dal6k --insecure -m "hello"

13.3.5.3 Username and Password

1. DUT: Set username and password.

/DA16200/NET]# mgtt config broker <Broker IP>
/DA16200/NET]# mgtt config port <Port Number>

/DA16200/NET]# mgtt config sub topic 1 <Topic>
# mgtt config tls O
/DA16200/NET]# mgtt config username <Username>
/DA16200/NET]# mgtt config password <Password>

[

[ ]
[ ]
[/DA16200/NET]
[ ]
[ ]
[

/DA16200/NET]# mgtt client start
>>> MOTT Client connection OK (dal6x FFFE)
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2. In the Mosquitto package provided by Renesas Electronics, file mosq_idpw.conf is used for
the <Config File> parameter and user accounts are registered in file pl.txt. Add a new
account in this file with the following command.

mosquitto pub -h [Broker IP] -p [port] -t [topic] -m <message> -u [id] -P
[password]

Example:

mosquitto pub -h 192.168.0.101 -p 1884 -t dal6k -u mike -P 1234 -m hello

13.3.5.4 WILL
1. Sub#1 (DUT): Set the will message.

[/DA16200/NET]# mgtt config broker <Broker IP>
[/DA16200/NET]# mgtt config port <Port Number>
[/DA16200/NET]# mgtt config sub topic 1 <Topic>
[/DA16200/NET]# mgtt config will topic <Topic>
[/DA16200/NET]# mgtt config will message <Message>
[/DA16200/NET]# mgtt config will gos <QoS Level>
[/DA16200/NET]# mgtt client start

>>> MOTT Client connection OK (dal6x FFFE)

2. Broker: Write the following command.
>mosquitto -v -p 1884

3. Sub#2 (PC): Write the following command.
>mosquitto sub -h 192.168.0.101 -t dal6k -p 1884 -g O
4. Sub#1 (DUT): Try an unexpected disconnection.
[/DA16200/NET]# reset

>>> Network Interface (wlanO): DOWN

[mgtt subscriber main] Request mgtt restart

[wpa supplicant event disassoc] CTRL-EVENT-DISCONNECTED bssid=ec:08:6b:d6:53:62
reason=3 locally generated=1

DA16200 ROM-Boot [fff££c000]
[MROM]
5. Sub#2 (PC): Wait until the following will message is printed.

>mosquitto sub -h 192.168.0.101 -t dalék -p 1884 -q 2
imwill

13.3.6  MQTT Pub/Sub Test with DPM and TLS
In this test, the Pub and Sub are run with the DPM mode enabled.
1. Broker: Run with TLS enabled.

| >mosquitto -c mosquitto.conf -p 8883 -v

2. Sub#2 (PC): Write the following command.
>mosquitto sub -h 192.168.0.101 -p 8883 --cafile cas.pem —-cert wifiuser.pem --key
wifiuser.key —-tls-version tlsvl -t dal6k --insecure

3. Sub-Pub#1 (DUT): Write the following command.

/DA16200/NET]# mgtt config auto 1
/DA16200/NET]# mgtt config broker <Broker IP>

[

[

[/DA16200/NET]# mgtt config port <Port Number>
[/DA16200/NET]# mgtt config sub topic 1 <Topic>
[/DA16200/NET]# mgtt config pub topic <Topic>
[/DA16200/NET]# mgtt config tls 1
[/DA16200/NET]# sntp enable

[/DA16200/NET]# nvram.setenv dpem mode 1
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[/DA16200/NET]# reboot

Connection COMPLETE to 90:9+:33:

-— DHCP Client WLANO: SEL(3)
-— DHCP Client WLANO: REQ({4)
-— DHCP Client WLANO: BOUND(5)
Assigned addr : 192.168.
netmask - 255.255.
gateway : 192.168.
DNS addr : 210.220.

DHCP Server IP : 192.168.
Lease Time : 18h 00m
Renewal Time : 15h 00m

SNTP Server: pool.ntp.org (106.247.248.106)
SNTP Time sync : 2021.03.11 - 01:29:17
MQTT Client connection OK (dalbx DD12)

Start DPM Power-Down !!!

Figure 47: DPM Sleep after MQTT Connection

#Pub (PC): Send the Pub message as below.

>mosquitto pub -h 192.168.0.101 -p 1884 --cafile cas.pem --cert wifiuser.pem --key
wifiuser.key —-tls-version tlsvl -t dal6k --insecure -m “Hello World!!”

When the message is received, DA16200/DA16600 wakes up from DPM Sleep and prints the message.

akeup source is 0x82

TIM STATUS: 0x00000001
TIM : UC
aking up MCU ...
(Rx: Len=8,Topic=SUB_TOPIC,Msg_ID=0)

>>> Start DPM Power-Down !!!
rwnx_send_set_ps_mod

Figure 48: MQTT UC Wake-up

If the code examples are applied, the MQTT publisher starts to post a periodic message every 30 seconds
and the MQTT subscriber processes the received PUBLISH messages.

akeup source is 0x82

~tc_timeout
> TIM STATUS: 0x00000010

TIM : FAST
®: Len=26,Topic=PUB_TOPIC ,Msg_ID=6)
: Mqtt Pub EnQ : SUCCESS >

[PUBREC] (Rx: Msg_ID=6)
[PUBREL] (Tx: Msg_ID=6)
[PuBCcOMP] (Rx, Msg_ID=6)

>>> Start DPM Power-Down 111!

Figure 49: MQTT Wake-up for Sending Message

13.3.6.1 MQTT Reconnection Scheme

When the broker is disconnected, MQTT Client tries to reconnect to the broker based on
the following scheme.

Non-DPM Mode

1. MQTT Client tries to reconnect six times (MQTT_CONN_MAX_RETRY) and the attempt to
retry is terminated after the max number of trials is reached.
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DPM Mode

1. After disconnection from the broker is recognized, the system wakes up from the DPM Sleep,
and MQTT Client tries to reconnect three times (MQTT_RESTART_MAX_ RETRY) and
the system enters DPM Sleep when the trials fail.

2. In five seconds, the system wakes up and MQTT Client tries reconnection with the broker. If it
fails in connecting to the broker, the system enters the DPM Sleep.

3. “Step 27 is repeated six times (MQTT_CONN_MAX_RETRY) and MQTT Client is terminated
after the max number of trials (MQTT_CONN_MAX_RETRY) is reached. The system then
enters DPM Sleep.

4. In case other DPM wake-up (User Wakeup, user RTC Wakeup, UC...) happens after “Step
37, “Step 2" is repeated six times.

13.3.6.2 DPM Power Profile

With Keysight, a current consumption measuring tester, check how DPM works in MQTT
communication. DPM allows the system to stay in the Sleep mode most of the time and only wake up
(and stay active for only a small amount of time to get the job done) when needed.

In the Keysight snapshot below, DA16200/DA16600 was in the Sleep mode until it woke up to post a
periodic status message to the broker. Once DA16200/DA16600 received the response, it enters and
stays in Sleep mode until the next Status Message Tx time (the interval depends on application).

1

"Active” Duration :
about 170msec

Figure 50: MQTT Communication

13.3.7 MQTT CleanSession=0 Test Guide

13.3.7.1 CleanSession=0 Mode

When an MQTT Client (hereinafter referred to as MQTTC) establishes a connection with an MQTT
Broker (Broker onward), there are two types of session: CleanSession=1 and CleanSession=0.

CleanSession=1: default session type. When the Broker receives a connect request from an
MQTTC that tries to connect with an option “CleanSession=1" (which is default config on DA16x),
Broker treats the connection as a “new” session. If an existing session associated with the same
client_id is found, the Broker clears that previous session and creates a hew one with the client_id.
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CleanSession=0: When the Broker receives a connect request from an MQTTC that tries to connect
with an option “CleanSession=0", the Broker first tries to find a session (session data) with the same
client_id. If it finds one, it keeps using that session for the new MQTTC.

While Mqttc is connected to the Broker, there may be times when the TCP connection becomes
unstable and disconnected (for example, mqtt ping failed). This may cause some messages that had
been published to the Broker during that time to not be delivered to a subscriber. If new messages
(with QoS > 0) are published to the Broker and for sessions that have been configured in
“CleanSession=0", the Broker retains and re-sends them when the Mqttc is re-connected. Mqttc (if
CleanSession=0 is enabled) also should retain the state of the unfinished/unacked messages until
reconnection.

on port
; a

>

2 SUB_TOPIC
g SUBACK to daléx D9CC

disconnected.
connection from 192.1 8.2
connected from

ved SUB IBE from dalé6x
SUB_TOPIC (QoS 2)
X 2 SUB_TOPIC

{ to dalbx_DICC

Figure 52: Broker Console - CleanSession=0 Connection

Even with CleanSession=0 connection, the Broker does not maintain session data if MQTTC is
disconnected in the following cases.

® |f a new message is published with QoS 0 after MQTTC is disconnected
® If MQTTC'’s connection QoS is 0

DA16200 and DA16600 support CleanSession=0 mode in the following method.

e “CleanSession=0 feature” is enabled by default in SDK v3.2.3.0 or higher
(__MQTT_CLEAN_SESSION_MODE_SUPPORT_ )

e If an application uses QoS 1 or Qos 2 and CleanSession=0, the message (payload) size (both Tx and
Rx) should be pre-decided (because there is limitation in the dpm user pool size). By default, 100 bytes
are defined

#define MQTT_MSG_TBL_PRESVD_MAX_PLAYLOAD_LEN 100
Depending on the application’s expected maximum payload size, a different value can be defined.
The DPM User Pool has a limited size (approximately 8K in total) in the system.

First check the available "free" DPM User Pool size using the console command "dpm user_pool", and
then calculate the max payload length and message number for the application if needed.

The default configuration (payload_len: 100, max_count: 10)
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allocates approximately 1.9 kB of dpm user pool (Check mg_msg_thl_presvd_t for detail).
Search the following compiler options in config_generic_sdk.h.

/Imax payload length of a preserved message

#define MQTT_MSG_TBL_PRESVD_MAX_PLAYLOAD_LEN 100

/I max number of preserved messages

#define MQTT_MSG_TBL_PRESVD_MAX_MSG_CNT 10

e The following console command is provided to configure CleanSession mode:
mqtt_client clean_session <1|0>

CleanSession and QoS Matrix Table for PUBLISH Rx

Table 18: CleanSession and QoS Matrix in Message Rx

Subscriber Unacked Message
Delivery QoS Publisher
Case Clea_m QoS (After MQTT (Effective Actual) Message’s QoS
Session Reconnection)
1 1 0 X 0 0
2 1 1 X 0 0
3 1 2 X 0 0
4 1 0 X 0 1
5 1 1 X 1 1
6 1 2 X 1 1
7 1 0 X 0 2
8 1 1 X 1 2
9 1 2 X 2 2
10 0 0 X 0 0
11 0 1 X 0 0
12 0 2 X 0 0
13 0 0 X 0 1
14 0 1 0] 1 1
15 0 2 0] 1 1
16 0 0 X 0 2
17 0 1 0] 1 2
18 0 2 (0] 2 2

Basically, with CleanSession=1, no unacked message delivery happens when a MQTT reconnect
happens (marked as x).

With CleanSession=0, only case 14, 15, 17, and 18 makes message redelivery happen for messages
that had been delivered to the Broker while the MQTT was offline (marked as O).

CleanSession and QoS Matrix Table for PUBLISH Tx

Expectation 1

Application assumes “sending message” will fail, and waits until MQTT gets re-connected
before retrying.

Behavior 1 Application does message send retry.
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Expectation 2 Application assumes “sending message” will resume when MQTT gets re-connected.
Behavior 2 Application waits until message send retry by MQTT is complete.
Table 19: CleanSession and QoS Matrix in Message Tx
Publisher Expectation if MQTT gets
disconnected (while QoS 1/2 Behavior expected when MQTT
e Clegn QoS message is not fully acked or Client re-connected
Session QoS 0 Send is being sent)
1 1 0 Expectation 1 Behavior 1
2 1 1 Expectation 1 Behavior 1
3 1 2 Expectation 1 Behavior 1
4 0 0 Expectation 1 Behavior 1
5 0 1 Expectation 2 Behavior 2
6 0 2 Expectation 2 Behavior 2

When publishing a message from DA16x, application’s expectation and action/behavior may be
different if CleanSession=0 and QoS 1 or 2 are used in some specific cases.

In normal network condition, there is no difference in message send behavior between
CleanSession=0 and CleanSession=1.

In some abnormal cases where QoS 1/2’'s ACK message (PUBACK, PUBREC, PUBREL, or
PUBCOMP) gets lost due to bad network conditions (which can cause a MQTTC re-connection),
CleanSession=0 can recover the previous message state and resume communication with the
Broker.

However, if CleanSession=1 is used, when MQTTC is disconnected, it can safely re-transmit the
message when MQTTC is re-connected. Depending on the use case, either approach
(CleanSession=0 or CleanSession=1) can be utilized.

13.3.7.2 Test Steps

How to connect with CleanSession=0

[/DA16200/NET] # mgtt client stop
[/DA16200/NET] # mgtt config clean session 0
[/DA16200/NET] # mgtt config gos 2
[/DRA16200/NET] # mgtt config status

MQTT Client Information:

- MQTT Status : Not Running
- Broker IP : 192.168.0.230
- Port : 8883
- Pub. Topic : PUB TOPIC
- Sub. Topic : SUB TOPIC
- QoS Level 2
- TLS : Enable
- Clean Session : No
- TLS ALPN : (None)
- TLS SNI : (None)
- TLS CIPHER SUIT (None)
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- Ping Period : 60
- TLS Incoming buf : 4096 (bytes)
- TLS Outgoing buf : 4096 (bytes)
- TLS Auth mode 1
— User name : (None)
- Password : (None)
- Client ID : (default: daléx D9CC)
- MOTT VER : 3.1
[/DA16200/NET] # mgtt client start
MQOTT CleanSession=0 Support Mode enabled.
[/DA16200/NET] # >>> MQOTT Client connection OK (daléx D9CC)

To activate “CleanSession=0 support mode” in DA16x, QoS should be 1 or 2 and CleanSession
option should be set to 0.

If either option (CleanSession and QoS) is not set as above, CleanSession=0 support mode is
disabled.

How to restart CleanSession=0 test
If re-testing (fresh new test) with CleanSession=0 mode, the Broker may be needed to “clear the
previous session” depending on the previous session type.

The reason is that since an MQTTC connects with CleanSession=0, the Broker does not delete the
session data until the MQTTC re-connects with CleanSession=1.

Case 1: Previous session is CleanSession=1 and restart a new CleanSession=0 test.
[/DA16200/NET] # mgtt client stop

[mgtt subscriber main] mosquitto loop forever exited (rc=17, sock=0, errno=0,
runContinueSub=0)

[mgtt client] terminated

[/DA16200/NET] # mgtt config clean session 0

[/DA16200/NET] # mgtt client start

MQOTT CleanSession=0 Support Mode enabled.
[/DA16200/NET] # >>> MQTT Client connection OK (dal6x D9CC)

Case 2: Previous session is CleanSession=0 and re-test of CleanSession=0.
[/DAl16200/NET] # mgtt client stop

[mgtt subscriber main] mosquitto loop forever exited (rc=17, sock=0, errno=0,
runContinueSub=0)
[mgtt client] terminated
[/DA16200/NET] #
[/DA16200/NET] #
[/DA16200/NET] #
[/DA16200/NET] # mgtt config clean session 1

[ S S

[/DAl16200/NET] # mgtt client start
[/DA16200/NET] # >>> MQTT Client connection OK (dal6x D9CC)

[/DA16200/NET] #
[/DAl6200/NET] # mgtt client stop

[mgtt subscriber main] mosquitto loop forever exited (rc=17, sock=0, errno=0,
runContinueSub=0)
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[mgtt client] terminated

[/DA16200/NET] #

[/DA16200/NET] #

[/DA16200/NET] # mgtt config clean session 0

[/DA16200/NET] # mgtt client start

MQOTT CleanSession=0 Support Mode enabled.
[/DA16200/NET] # >>> MQTT Client connection OK (dal6x D9CC)

PUBLISH Rx Test
1) Test Steps

Test steps are as follows under non-DPM and DPM modes.

In non-DPM mode:

DA16x: connect to Broker

Publisher: send one or two messages

DAL6x: check if the messages are received.

DA16x: disconnect from Broker

Publisher: send one or two messages (let say msg_A)

DA16Xx: reconnect to Broker

DA16x: check if msg_A (sent while DA16x is offline) is received

DPM mode:

DA16x: connect to Broker. Enter DPM sleep
Publisher: send one or two messages
DA16x: check if the messages are received

DA16x: turn off AP. Wait for the MQTT keep alive period to finish (to make sure Broker
recognizes the MQTTC disconnection)

Publisher: send one or two messages (let say msg_A)
DA16x: turn on AP. Wait until DA16x is connected to AP

DA16x: reconnected to AP and check if msg_A (sent while DA16x is offline) is received

NOTE

e Mosquitto broker (Broker), Mosquitto publisher (Publisher), and DA16x (Subscriber) are used for the test

e Message length from publisher should be less than or equal to 100. If longer messages are sent, they
may not be restored properly when MQTT is reconnected

2) Test Steps - Example 1 (non-DPM)

Below are the test steps for case 15 (non-DPM mode).

[DA16x] Connect MQTTC with CleanSession=0 and QoS 2

[/DA16200/NET] # mgtt client stop
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[mgtt subscriber main] mosquitto loop forever exited (rc=17, sock=0, errno=0,
runContinueSub=0)

[mgtt client] terminated
[/DA16200/NET] #
[/DA16200/NET] #
[/DA16200/NET] #
[/DA16200/NET] #
[/DA16200/NET] # mgtt config qos 2
[/DA16200/NET] # mgtt config clean session 0
[/DA16200/NET] # mgtt client start

MQOTT CleanSession=0 Support Mode enabled.
[/DA16200/NET] # >>> MQTT Client connection OK (dal6x D9CC)

—

Other Publisher] Publish messages

C:\mosquitto>mosquitto pub -h 192.168.0.230 -p 8883 --cafile cas.pem --cert
wifiuser.pem —-key wifiuser.key —--tls-version tlsvl --insecure -gq 1 -t
SUB TOPIC -m "hello gos Q"

C:\mosquitto>mosquitto pub -h 192.168.0.230 -p 8883 --cafile cas.pem --cert
wifiuser.pem —--key wifiuser.key —--tls-version tlsvl —--insecure -q 1 -t SUB TOPIC -
m "hello gos 1"

[DA16X] Check the messages are successfully received

[/DA16200/NET] #
/DA16200/NET] # (Rx: Len=11,Topic=SUB TOPIC,Msg ID=1)
PUBACK] (Tx: Msg_IDZI)
Rx: Len=11, Topic=SUB TOPIC,Msg ID=2)
PUBACK] (Tx: Msg ID=2)

— o~

[DA16X] Disconnect from Broker

[/DA16200/NET] #
[/DA16200/NET] # mgtt client stop

[mgtt subscriber main] mosquitto loop forever exited (rc=17, sock=0, errno=0,
runContinueSub=0)
[mgtt client] terminated

—

Other Publisher] Publish two messages (while DA16x is in disconnected state)

C:\mosquitto>mosquitto pub -h 192.168.0.230 -p 8883 --cafile cas.pem --cert
wifiuser.pem —-key wifiuser.key —--tls-version tlsvl --insecure -gq 1 -t
SUB_TOPIC -m "hello gos 2"

C:\mosquitto>mosquitto pub -h 192.168.0.230 -p 8883 --cafile cas.pem --cert
wifiuser.pem --key wifiuser.key —--tls-version tlsvl --insecure -q 1 -t SUB TOPIC -
m "hello gos 3"

[DA16x] Re-connect to the Broker and check if the two messages that had been published while
DA16x was in a disconnected state are received successfully.

[/DA16200/NET] #
[/DAl16200/NET] # mgtt client start

MQOTT CleanSession=0 Support Mode enabled.
[/DA16200/NET] # (Rx: Len=11,Topic=SUB TOPIC,Msg ID=3)
[PUBACK] (Tx: MSg_ID:3 )

(Rx: Len=11, Topic=SUB TOPIC,Msg ID=4)

[PUBACK] (Tx: Msg ID=4)

>>> MQTT Client connection OK (dal6x D9CC)
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3) Test Steps - Example 2 (DPM)

Below are the test steps for case 18 (DPM mode). Note that Mosquitto broker and Mosquitto
publisher are used for the test.

[DA16x] Connect with CleanSession=0 and QoS 2

[/DA16200/NET] # mgtt config qos 2
[/DA16200/NET] # mgtt config clean session 0
[/DA16200/NET] # mgtt config status

MQOTT Client Information:
- MQTT Status : Not Running

- Broker IP :192.168.0.230
- Port : 8883
- Pub. Topic : PUB TOPIC
- Sub. Topic : SUB TOPIC
- QoS Level 2
- TLS : Enable
- Clean Session : No
- TLS ALPN (None)
- TLS SNI (None)
- TLS CIPHER SUIT : (None)
- Ping Period : 60
- TLS Incoming buf : 4096 (bytes)
- TLS Outgoing buf : 4096 (bytes)
- TLS Auth mode HE
— User name (None)
- Password : (None)
- Client ID : (default: daléx D9CC)
- MQTT VER : 3.1
[/DA16200/NET] #
[/DA16200/NET] #
[/DA16200/NET] # dpm on
[DP

Wake-up source is 0x0
[dom init retmemory] DPM INIT CONFIGURATION (1)

System Mode : Station Only (0)

>>> Start DA16X Supplicant ...

>>> DAl6x Supp Verz2.7 - 2020 07

>>> Wi-Fi mode : b/g/n -> b/g (for DPM)
>>> MAC address (sta0O) : d4:3d:39:10:d9:cc

Connection COMPLETE to 00:11:32:ce:8e:6f

—-— DHCP Client WLANO: SEL(6)
—— DHCP Client WLANO: REQ(1)
—— DHCP Client WLANO: CHK(8)
—- DHCP Client WLANO: BOUND (10)

Assigned addr : 192.168.1.195
netmask : 255.255.255.0
gateway : 192.168.1.1

DNS addr : 192.168.1.1
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DHCP Server IP : 192.168.1.1
Lease Time : 24h 00m 00s
Renewal Time : 20h O0Om 00s

MQOTT CleanSession=0 Support Mode enabled.

>>> Hello World #2 ( network dependent application ) !!!
>>> MOTT Client connection OK (daléx D9CC)

>>> Start DPM Power-Down !!!

[Other Publisher] Publish messages

C:\mosquitto>mosquitto pub -h 192.168.0.230 -p 8883 --cafile cas.pem --cert
wifiuser.pem —-key wifiuser.key —--tls-version tlsvl --insecure -gq 2 -t
SUB TOPIC -m "hello gos 1"

C:\mosquitto>mosquitto pub -h 192.168.0.230 -p 8883 --cafile cas.pem --cert
wifiuser.pem --key wifiuser.key --tls-version tlsvl --insecure -q 2 -t SUB TOPIC -
m "hello qos 2"

[DA16x] Check the messages are successfully received

Wake-up source is 0x82

>>> Start DAl16X Supplicant ...

>>> TIM STATUS: 0x00000001

>>> TIM : UC

>>> Hello World #1 ( Non network dependent application ) !!
MQTT CleanSession=0 Support Mode enabled.

>>> Hello World #2 ( network dependent application ) !!!

(Rx: Len=11, Topic=SUB TOPIC,Msg ID=1)

[PUBREC] (Tx: Msg ID=1)

[PUBREL] (Rx: Msg ID=1)

[PUBCOMP] (Tx: Msg ID=1)

>>> Start DPM Power-Down !!!

[i3edll dpm tcp ack proc] TCP Update SEQ Ny

Wake-up source is 0x82

>>> Start DAl6X Supplicant ...

>>> TIM STATUS: 0x00000001

>>> TIM : UC

>>> Hello World #1 ( Non network dependent application ) !!
MQTT CleanSession=0 Support Mode enabled.

>>> Hello World #2 ( network dependent application ) !!!

(Rx: Len=11, Topic=SUB TOPIC,Msg ID=2)

[PUBREC] (Tx: Msg ID=2)

[PUBREL] (Rx: Msg ID=2)

[PUBCOMP] (Tx: Msg ID=2)

>>> Start DPM Power-Down !!!

[13edll dpm tcp ack proc] TCP Update SEQ Num(20d7)

PS TIME 130369 us

[DA16x] Turn off AP

Wake-up source is 0x82

>>> Start DAl6X Supplicant ...
>>> TIM STATUS: 0x00000008
>>> TIM : No BCN

>>> Network Interface (wlanO) : DOWN

[wpa supplicant event disassoc] CTRL-EVENT-DISCONNECTED bssid=00:11:32:ce:8e:6f
reason=4 locally generated=1

Fast scan, freg=2432, num ssids=1
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'l No selected network !!!

Fast scan, freg=2432, num ssids=1

>>> Hello World #1 ( Non network dependent application ) !!!
'l No selected network !!!

### User Call-back : Wi-Fi disconnected ( reason code = 4 )
Fast scan, freg=2432, num ssids=1

I'l'l No selected network !!!

'l No selected network !!!

'l No selected network !!!

I'l'l No selected network !!!

I'l'l No selected network !!!

rtc_timeout (tid:14)

'l No selected network !!!

[dem timer process] 'mgtt sub' is not ready. Callback can't be called. (/14)
>> Abnormal DPM(1l) operation after 1 second

[Broker] Make sure MQTTC is disconnected

1647318510: Socket error on client dal6x DI9CC, disconnecting.

[Other Publisher] Publish two messages (while DA16x is in a disconnected state)

C:\mosquitto>mosquitto pub -h 192.168.0.230 -p 8883 --cafile cas.pem --cert
wifiuser.pem —--key wifiuser.key —--tls-version tlsvl —-insecure -q 2 -t SUB TOPIC -
m "hello gos 3"

C:\mosquitto>mosquitto pub -h 192.168.0.230 -p 8883 --cafile cas.pem --cert
wifiuser.pem —-key wifiuser.key —--tls-version tlsvl —-insecure -q 2 -t SUB TOPIC -
m "hello gos 4"

[DA16x] Turn ON AP

[DA16x] Wait until AP is connected and see whether “hello_qos_3” and “hello_qos_4" are
received

Wake-up source is 0x82

System Mode : Station Only (0)

>>> Start DAleX Supplicant ...

>>> DAl6x Supp Verz2.7 - 2020 07

>>> Wi-Fi mode : b/g/n -> b/g (for DPM)

>>> MAC address (stal) : d4:3d:39:10:d9:cc

>>> stal interface add OK

>>> Start STA mode...

>>> Hello World #1 ( Non network dependent application ) !!

>>> Network Interface (wlan0O) : UP
>>> Associated with 00:11:32:ce:8e:6f

Connection COMPLETE to 00:11:32:ce:8e:6f

—— DHCP Client WLANO: SEL(6)
—— DHCP Client WLANO: REQ (1)
—— DHCP Client WLANO: CHK(8)
—— DHCP Client WLANO: BOUND (10)
Assigned addr : 192.168.1.195
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netmask : 255.255.255.0
gateway : 192.168.1.1
DNS addr : 192.168.1.1

DHCP Server IP : 192.168.1.1
Lease Time : 24h 00m 00s
Renewal Time : 20h 0O0Om 00s

MQOTT CleanSession=0 Support Mode enabled.
>>> Hello World #2 ( network dependent application ) !!!
(Rx: Len=11, Topic=SUB TOPIC,Msg ID=3)
[PUBREC] (Tx: MSg_ID=3)

(Rx: Len=11, Topic=SUB TOPIC,Msg ID=4)
[PUBREC] (Tx: Msg ID=4)

>>> MOTT Client connection OK (dal6x D9CC)
[PUBREL] (Rx: Msg ID=3)

[PUBCOMP] (Tx: Msg ID=3)

[PUBREL] (Rx: Msg ID=4)

[PUBCOMP] (Tx: Msg ID=4)

>>> Start DPM Power-Down !!!

PUBLISH Tx Test
1) Test Steps
Test steps are as follows.
® DAI16x: connect to Broker
® DA16x: send a messages

® DAI16x: check if the message send is successful

NOTE

Message length from DA16x should be less than or equal to 100 for case 5 and 6 configuration. Sending
longer messages returns failure. For cases other than case 5 or 6, message length limit is 3K.

2) Test Steps — Example

Below are the test steps for case 5 (non-DPM mode).

[/DA16200/NET] # mgtt config gos 1
[/DA16200/NET] # mgtt config clean session 0
[/DAl16200/NET] # mgtt client start

MQOTT CleanSession=0 Support Mode enabled.
[/DA16200/NET] # user cb: on connect
user cb: on subscribe
>>> MQTT Client connection OK (dal6x D9CC)

[/DA16200/NET] #
[/DA16200/NET] # mgtt client -m hello gl

[/DA16200/NET] # (Tx: Len=8,Topic=PUB TOPIC,Msg ID=2)
<< Mgtt Pub EnQ : SUCCESS >>

[PUBACK] (Rx, Msg ID=2)

user cb: on publish (mid=2)

13.3.8 Reset

The following command clears all MQTT configurations:
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| [/DA16200/NET]# mqtt config reset

13.4 Sample Code

This section explains how to test the MQTT client sample application on the DA16200/DA16600
EVB. This section describes how to configure and run MQTT client, and how to send or receive a
message using DA16x MQTT APIs.

NOTE
This sample version is available in DA16200/DA16600 SDK v3.2.5.0 or higher.

13.4.1 Test Environment

Users can use an MQTT broker that is compliant to MQTT Spec 3.1 or 3.1.1 but, for this test,
Mosquitto broker, Mosquitto subscriber, and Mosquitto publisher are used, which can be download
from the following URL.: https://mosquitto.org/files.

The DA16200/DA16600 contains the MQTT client module (hereinafter referred to as mqtt_client)
that can work with an MQTT broker.

13.4.2 Setup
1. MQTT Broker (hereinafter referred to as mqtt_broker)
o Open a command prompt and go to the Mosquitto folder
© Run the Mosquitto broker (mqtt_broker) with TLS configured

o Any MQTT broker can be used but, the Mosquitto broker is used for this test

— The following config options are used in the .conf file for the sample (depending on the
local environment, other options can be modified. For detail explanation for each option,
check default .conf file included in the Mosquitto package:

>> bind_address, cafile <ca_file>, certfile <cert_file>, keyfile <key file>, require_certificate
yes

>> If TLS is not used, comment out the following options: cafile, certfile, keyfile, and
require_certificate as default

nfig loaded from mos
)pening ipv4 listen socke

Figure 53: Mosquitto MQTT Broker

2. MQTT subscriber (hereinafter referred to as mqtt_sub)

o Open a new command prompt and run the Mosquitto subscriber (mqtt_sub) with topic
_dalek

o Note that mqtt_sub should be connected to mqtt_broker

-cafile cas.pem --cert wifiu

Figure 54: Mosquitto MQTT Subscriber

3. MQTT publisher (hereinafter referred to as mqtt_pub)
o Open a new command prompt and run the Mosquitto publisher (mqtt_pub) with topic _dal6k
o Make sure that the mqtt_sub receive the published message sent by mqtt_pub
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Figure 55: Mosquitto MQTT Publisher

4. MQTT Client sample application (hereinafter referred to as mqtt_app)
The mqtt_app acts as MQTT publisher and MQTT subscriber.

13.4.3 How to Test
1. Inthe e?studio environment, import a project for the MQTT client sample application as
follows:

~/SDK/apps/common/examples/Network/MQTT Client/projects/dal6200
~/SDK/apps/common/examples/Network/MQIT Client/projects/dal6600

2. Modify the MQTT broker address, port number, TLS, and cert info for the local environment in

the source.
#define MQTT SAMPLE BROKER IP "192.168.0.230"
#define MQTT SAMPLE BROKER PORT 8883
#define MQTT SAMPLE TLS 1

If TLS is enabled, generate certificate sets. Same certificate sets should be set on the broker
side as well to get TLS communication working.

static const char *cert buffer0O = ...
static const char *cert bufferl = ...
static const char *cert buffer?2

3. (Optional) There are two APIs for sending a message; mqtt_client_send_message() and
mqtt_client_send_message_with_qgos(). By default, mqtt_client_send_message() is used. If
the other APIs should be used, enable USE_MQTT_SEND_WITH_QOS_API in
mqtt_client_sample.c.

4. Build the DA16200 SDK (do not download it to the DA16200 EVB yet).
5. DA16200 EVB:
a. Atthe [/[DA16200] prompt, type factory to do a factory reset (see Ref. [3])
b. Reboot DA16200 EVB.
6. Download the build image to DA16200 EVB and reboot.
7. DA16200 EVB:
a. Run setup (to connect to a Wi-Fi router) : see the Setup for Station Mode section of Ref.

[3]
i. Setup as STA.

ii. SNTP Client enable?: select Yes using the default setting (the Internet should be
accessible via a Wi-Fi router).

iii. Dialog DPM (Dynamic Power Management)?: select No.
8. Rebook DA16200 EVB and connect to a Wi-Fi router, and the mqtt_app starts running.
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System Mode : Station Only (0)
Start DAL6X Supplicant ...
DAl6x Supp VerZ.7 - 2022_03
MAC address (stal0) : d4:3d:39:10:d9:cc
stal interface add 0K
Start STA mode...

Network Interface (wlan()
Associated with 58:ef:68:63:

-— DHCP Client WLANO: SEL(6)
-— DHCP Client WLANO: REQ(1)
-— DHCP Client WLANO: CHK(8)

-— DHCP Client wWLANO: BOUND(10)
Assigned addr : 192.168.
netmask : 255.255.
[« ERINELY : 192.168.
DNS addr : 192.168.

DHCP Server IP : 192.168.
Lease Time : 24h 00m
Renewal Time : 12h 00m 00s

[MQTT_SAMPLE] MQTT Configuration is done. )
SNTP Server: pool.ntp.org (121.174.142.81)

>>> SNTP Time sync : 2022.10.05 - 06:34:05
>>> MQTT Client connection OK (dal®x D9CC)
[MQTT_SAMPLE] Periodic Publish scheduled.

Figure 56: MQTT Client is Ready

13.4.3.1 Test with Non-DPM Mode

1. When the mqtt_app starts for the first time, it configures MQTT client. Once it is configured,
find MQTT configuration parameters in NVRAM. See my_app_mqtt_user_config() for more
information on configuration.

2. Next the mqtt_app waits for the system to sync the system time with SNTP server which is
required for successful TLS session.

Then, the mqgtt_app starts the mqtt_client.

4. After checking the successful connection of mqtt_client with mqtt_broker, the mqtt_app
initializes the app resource within my_app_init() and enters into the main loop to handle
various events. See the EVT_ANY.

e MQTT Publish

i. The mqtt_app starts 30-second timer in my_app_init(). Every 30 seconds, the mqtt_app
tries to send a periodic message. _my_app_mqtt_pub_send_periodic() is the timer
callback that triggers the MQTT publish.

ii. The mqtt_sub will display the published message from the mqtt_app.

x: Len=26,Topic=_dalbk,Msg_ID=4)
<< Mqtt qu EnQ : SUCCESS >»>
[PUBREC] (Rx: Msg_ID=4)

[PUBREL] (Tx: Msg_ID=4)
[PUBCOMP] (Rx, Msg_ID=4)
[MQTT_SAMPLE] Sending a periodic message complete.

Figure 57: MQTT Publish

e Receive MQTT Message
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i. mqtt_pub: publish a message “hello” to the topic dal6kl and try to publish it to other
topics as well. The mqtt_app has subscribed to 3 topics: dal6kl, dal6k2, and dal6k3.

ii. mqtt_app: receive the message “hello.” See the message callback
“my_app_mqtt_msg_cb()”

,Topic=dalbkl Msg_TID=0)

[M;II‘I' :,AMPLE] Msg Recv: Top1c_da16k1 Msg=hello

Figure 58: Receive MQTT Message

e Receive and Reply MQTT Message
i. mqtt_pub: publish a message reply_needed to the topic dal6kl.

ii. mqtt_app: receive the message and try to publish a message DA16K status: Not bad ()
to the topic _dal6k. The message callback “my_app_maqtt_msg_cb()” upon receipt of
reply_needed, tries to publish a message to the topic _dal6k.

iii. mqtt_sub (subscribed to _dal6k): display the message received.

(Rx: Len=12,Topic=dalbkl,Msg_ID=0)
[MQTT_SAMPLE] Msg Recv: Topic=dal6kl, Msg=reply needed
(Tx: Len=26,Topic=_dalbk,Msg_ID=10)
<< Mgtt Pub EnQ : SUCCESS >>
X: Msg_ID=10)
x: Msg_ID=10)
Rx, Msg_ID=10)
[MQTT_SAMPLE] Sending a reply message complete.

Figure 59: Receive and Reply MQTT Message

e MQTT Unsubscribe
i. mqtt_pub: publish a message “unsub:dal6k2” to the topic dal6k1.

ii. maqtt_app: receive the message and try to unsubscribe one of subscribed topics. The
message callback “my_app_mqtt_msg_cb()” upon receipt of “unsub:da16k2,” tries to
unsubscribe dal6k2.

iii. Mqtt_pub: try publishing a message to the dal6k2. Make sure that the mqtt_app do not
receive the message.

X: =1/ ,Topic=dalbkl ,Msg_ID=0)
[MQTT ,:-AMPLE] Msg Recv: T0p1c_da16k1 Msg—unsub:dal6bk?

[MQTT_SAMPLE] Topic to unsub = da16k2
[MQTT_SAMPLE] Unsubscribe complete.

Figure 60: MQTT Unsubscribe

13.4.3.2 Test with DPM Mode
1. DA16200 EVB: enter the command “dpm on” in the command prompt.
2. DA16200 EVB: reboot automatically with the DPM mode (by “dpm on”).

3. When the mqtt_app starts for the first time, it configures MQTT client. Once it is configured,
find mqtt configuration parameters in NVRAM. See my_app_mqtt_user_config() for more
information on configuration.

4. Next the mqtt_app waits for the system to sync the system time with SNTP server which is
required for successful TLS session.

Then, the mqtt_app starts mqtt_client.

6. After checking the successful connection of mqtt_client with mqtt_broker, the mqtt_app
initializes the app resources in my_app_init(), and enter into DPM sleep.
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Connection COMPLETE to 58:ef:68:63:

DHCP Client wWLANO: SEL(6)
DHCP Client WLANO: REQ(1)
DHCP Client WLANO: CHK(8)
DHCP Client WLANO: BOUND(10)
Assigned addr : 192,
netmask : 255,
gateway - 192,
DNS addr : 192.

DHCP Server IP : 192.168.
Lease Time : 24h 00m
Renewal Time : 20h 00m

QTT_SAMPLE] MQTT Configuration exists.
.>> SNTP Server: pool.ntp.org (121.174.142_81)

>>> SNTP Time sync : 2022.10.05 - 06:39:54
>>> MQIT Client connection OK (dalbx_D9CC)
UMQTT_SAMPLE] Periodic Publish scheduled (RTC).

Figure 61: MQTT Client Sample Start-up (in DPM Mode)

e MQTT Publish

i. maqtt_app: register 30-second RTC timer in my_app_init() when the system is in the DPM
mode. Every 30 seconds, DA16200 EVB awakes and the mqtt_app tries to send a
periodic message. my_app_mgqtt_pub_send_periodic() is the RTC timer callback that
triggers MQTT publish.

ii. maqtt_sub: display the published message from the mqtt_app.

iii. maqtt_app: after publishing the periodic message, enter into DPM sleep.

Wakeup source is 0x82

Start DAlGX Supplicant ...
TIM STATUS: 0x00002000
TIM : FULL
: Len=26,Topic=_dalbk Msg_ID=5)
<< Mqtt Pub EnQ : SUCCESS >>
[PUBREC] (Rx: Msg_ID=5)
[PUBREL] (Tx: Msg_ID=53)
[PUBCOMP] (Rx, Msg ID=5)
[MQTT_SAMPLE] Sending a periodic message complete.
>>> Start DPM Power—-Down 111

Figure 62: Periodic MQTT Publish (in DPM Mode)

o Receive MQTT Message

i. mqtt_pub: publish a message “hello” to the topic dal6kl and try to publish it to other
topics as well. The mqtt_app has subscribed to 3 topics: dal6kl, dal6k2, and dal6k3.

ii. DA16200 EVB wakes up from DPM Sleep and the mqtt_app will receive and display the
message “hello” in the console. See the message callback “my_app_mqtt_msg_cb()”

iii. After display the message, DA16200 EVB enters into DPM Sleep.

akeup source is 0x82

Start DA16X Supplicant ...
TIM STATUS: 0x00000001

TIM : UC
Rx: Len=5,Topic=dalbkl,Msg_1D=0)
[MQTT_SAMPLE] Msg Recv: Topic=dalbkl, Msg=hello
>>> Start DPM Power-Down !!!
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13.4.4

Figure 63: Receive MQTT Message (in DPM Mode)

Receive and Reply MQTT Message

mqtt_pub: publish a message “reply_needed” to the topic dal6k1l.

DA16200 EVB wakes up from DPM Sleep and the mqtt_app will receive the message
and try to publish a message “DA16K status: Not bad ( )” to topic _dal6k. The message
callback “my_app_mqtt_msg_cb()” upon receipt of “reply _needed,” tries to publish a
message to topic _dal6k.

mqtt_sub (subscribed to _dal6k): display the message received.

. After displaying the message, DA16200 EVB enters into DPM sleep.

akeup source is 0x82

Start DA16X Supplicant ...
TIM STATUS: 0x00000001
TIM : UC
(Rx: Len=12,Topic=dalbkl ,Msg_T1D=0)
[MQTT_ JAMPLE] Msg Recv: T0p1c—da16k1 Msg=reply_needed

(Tx: Len=26,Topic=_dalbk,Msg_ID=/)

<< Mqtt Pub EnQ : DUCCEDD =

[PUBREC] (Rx: Msg_ID=/)

[PUBREL] (Tx: Msg_I

[PUBCOMP] (Rx, Msg_

[MQTT_SAMPLE] Sending a lep1y message complete.
p>> Start DPM Power-Down !!

Figure 64: MQTT Message Receive and Reply (in DPM Mode)

MQTT Unsubscribe

mqtt_pub: publish a message “unsub:da16k2” to the topic dal6k1.

DA16200 EVB wakes up from DPM Sleep and the mqtt_app will receive the message
and try to unsubscribe one of subscribed topics. The message callback
“my_app_maqtt_msg_cb()”, upon receipt of “unsub:da16k2,” tries to unsubscribe da16k2.

mqtt_pub: try publishing a message to dal6k2. Make sure that the mqtt_app do not
receive the message.

After displaying the message, DA16200 EVB enters into DPM sleep.

akeup source is 0x82

Start DAl6X Supplicant ...

TIM STATUS: 0x00000001

TIM :@ UC

: Len=12,Topic=dalbkl,Msg_1D=0)

[MQTT_SAMPLE] Msg Recv: Topic=dalbkl, Msg—unsub:dalbk?
[MQTT_SAMPLE] Topic to unsub = dal6k?

[MQTT_SAMPLE] Unsubscribe complete.

>>> Start DPM Power-Down !!!

Figure 65: MQTT Unsubscribe Action (in DPM Mode)

Code Walkthrough

The MQTT client sample consists of 2 threads. The main thread is mqtt_client_sample(). The job
handling thread is my_app_q_handler().

Each job for sample application is triggered by callbacks.

void mgtt client sample (void * param)

{
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// Register callbacks to mqgtt client

mgtt client set msg cb(my app mgtt msg cb);

mgtt client set pub cb(my app mgtt pub cb);

mgtt client set conn cb(my app mgtt conn cb);
mgtt client set subscribe cb(my app mgtt sub cb);

// mgtt user config in the 1lst run
my app mgtt user config();
// Wait for SNTP sync

ret = sntp wait sync(10);

// Start mgtt client
mgtt client start();

// Wait until mgtt client is connected to mgtt broker
my app mgtt chk connection (10)

// BApplication init
ret = my app init();

// Main event loop
while (1) {

events = xEventGroupWaitBits (my app event group,..
if (events & EVI_PUB COMPLETIE) ({

PRINTF (CYAN COLCR "[MQTT SAMPLE] Sending a periodic message complete.
\n" CLEAR COLOR) ;

} else if (events & EVI_PUB ERROR) ({

} else if (events & EVI_UNSUB DONE) {
PRINTF (CYAN COLOR "[MQTT SAMPLE] Unsubscribe complete. \n" CLEAR COLOR);

} else if (events & EVI_UNSUB ERR) ({

Periodic mqtt publish is triggered by my_app_mqtt_pub_send_periodic() or
_my_app_maqtt_pub_send_periodic() in the DPM mode.

static void my app mqgtt pub send periodic(TimerHandle t xTimer)
{
DA16X UNUSED ARG (xTimer);

BaseType t ret;

if (!mgtt client is running() && !is mgtt client thd alive()) {
PRINTF (CYAN COLOR "[MQTT SAMPLE] Mgtt client is in terminated state,
terminating my app ... \n" CLEAR COLOR);

if ((ret = my app send to g(NAME JOB MY APP TERM, NULL, APP MSG TERMINATE,
NULL)) != pdPASS ) {
PRINTF (RED COLOR "[%s] Failed to add a message to Q (%d)\r\n"
CLEAR COLOR,  func , ret);
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}

return;
} else if (!mgtt client is running() && is mgtt client thd alive()) {
PRINTF (CYAN COLOR "[MQTT SAMPLE] Mgtt client may be trying to reconnect ...
canceling the job this time \n" CLEAR COLOR);
return;

}

if ((ret = my app send to gq(NAME JOB MQTT TX PERIODIC, &tx periodic,
APP MSG PUBLISH, NULL)) != pdPASS ) {
PRINTF (RED COLOR "[%s] Failed to add a message to Q (%d)\r\n" CLEAR COLCR,
__func , ret);

}

return;

The mqtt_app receives the message through the message callback “my_app_mqtt_msg_cb(),” which
triggers the MQTT publish or MQTT unsubscribe action depending on message contents or types.

void my app mqtt msg cb(const char *buf, int len, const char *topic)
{

DA16X UNUSED ARG (len);
BaseType t ret;

PRINTF(CYAN_COLOR "[MQTT_SAMPLE] Msg Recv: Topic=%s, Msg=%s \n" CLEAR_COLOR,
topic, buf);

if (strcamp (buf, "reply needed") == 0) {
if ((ret = my app send to g(NAME JOB MQOTT TX REPLY, &tx reply, APP MSG PUBLISH,
NULL)) != pdPASS ) {

PRINTF (RED COLOR "[%s] Failed to add a message to Q (%d)\r\n"
CLEAR COLOR,  func , ret);
}
} else if (strncmp(buf, APP UNSUB HDR, 6) == 0) {
if ((ret = my app send to g(NAME JOB MQTT UNSUB, NULL, APP MSG UNSUB, buf)) !=
pdPASS ) {
PRINTF (RED_COLOR " [%s] Failed to add a message to Q (%d)\r\n"
CLEAR COLOR,  func , ret);
}
} else {
return;

}

For each action execution, the thread my_app_q_handler() will handle the job when one is submitted
to the message queue “my_app_q”.

void my app q handler (void* arg)
{

while (1) {
xStatus = xQueueReceive (my app g, &RecvVal, portMAX DELAY);
if (Recvval == APP MSG PUBLISH) {
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my app mgtt pub msg( ) // invoke mgtt client send message( )
} else if (RecvVal == APP MSG UNSUB) {
mgtt client unsub topic( )

e Cert 2: Client Key

MIIEPQIBAAKCAQEA3KOSEOFtm/ 3wcNmYEGF1VgQpiViMms fFCuvNpEYh5QdWieSTv
KOxJLWZTwOFYaDt 1K/ 1I/WPLpA9x6q]Gveldnt y8vZYQyDBP1UakYGURMVXQv45T
1vbvUoCFz2aiZNbPyVRu2u3XgvAbyoqi BYV6B5dDe JyccFQPIGOOPHV2 608azh9u
gvasFPOYkv3NaMxyTJqtOdlj0kGSCEQVP1ZsZQOm218U0SFNGGZMO61t 4TCNzj OvN
LPKuLTM70rb8xTtChwB4IeCBchO80JyBO/pPTPXIxMMxASPZXAXS+WL352C4 ZSBCP
EVMGU1KZ3fFwOULOOGUKyzbgiNu92SFiS4 flo/wIDAQARAOCIBAQDcnbCc2mt SAMI8
Z3aQ+nhSy9Kkj2/njDgAKIc0ituEIpNUwEOchaj2Bk1W/W3iuyEMGHURUMMUGAUN
WDOw/573705+91eG56eTJgts]romVH+SHch+6tVQAZ5GLN4ANACK1aWHyDBM/S77k47
lacwE1ljUkkFaxm3+027woEMf30xN124KmRenMYBhgcsoT4BYBw3Bh8xe+XN95rX]
2BdIbr5+RWGCc9Zsz4o05Wmd4mL/JvbKeohrseciend TZRzWFku93XVhkielcladyl
nJ85bGIk4focmP/2ToxQysToPYCxHVTTHUADK/ gqf 9SGHJIOF7EBHE 7+01 suwBbgOD
0zS8rHARAOGRAPCX1aHUmEKLIRv3enhpHPBYxnDNdANCtT1T6+Cuit /vEo6K60ATp
iUaej/GPZsDKXhayeTiEaq/OMinUtGkiCgGlVtXghXuCZz6KrH1 SWewzCoPbokma
BZak4LQcvGavt3VzjliAKLcdnonQt /+bp/jKDIJOKVbvb30s)S035Ah4 zAOGBAOYF
BgEOSUTENnfQHTh7pyiM1 DAcmBbdr 1Ros8maQl 2 6cHqUHN3+wylbGHLzO YEFFoAasx
eizw7Gudgbae28WIPlyLGrptl5cqVAv1CYmBtZ3CO8FuT3FYgEEZPWNMESOm+5UM
td+mtMjonWAPkCYC+alqUZzeIs+CZs5CHKYCDgcFAOGBAOLkQv38GV21023ARIPQ
RGtINaRXApmrod43s4Fjac/kAzVyiZkl8PFXHUhnv1Mt+]jgINSyIzMoHt sHo2ShH
/zsMAMBUk1mOG80FH] IpSHT6EksSA7 7amF5Vdpt DYz faP4p+IYIdrKCaddzYZrCA
mArMvAhs+iuCRhuG31s+SZNPACGAHS 6r8w2w0dp0tP8zkGvnN8hILVO/ /Endzx2G0
Z63wHOMMWUSBLCWE 1 SRANW6C / SvAZE4A50hvral PT6cX+4PTAG5TFASFk4R1U3hg4
Has/wewLxv5Kvnz215Rd96Ulgr8ulGhOl YKyxop/3FMuf050pJonBwa/WaqugAfbo
+23ZrmECOYEA610GEFHWMEBNNpPuxHgYgS5+4Gg3+8DhzZIDc 71 £ 1BCBWE / ZwloM+nH
+JSx1YYjvD7zIBhndgERcZ+fvbZTQ8oymr3j5AESMOZ fAHb £t 6 IFQW)DUC3IDUF/
4F0cUidFC8smu6eWa2tjvSIz7DfvmDsnl1+7s99QvDxdyPas0IkL/v8w=
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14 Network Examples: Protocols/Applications
14.1 CoAP Client

14.1.1 Peer Application

The example in this section re